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Be\«VARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpeaOCTOPOXHOCTHU

MNepea ucnonb3oBaHMemM HEO6XOAUMO NOMHUTL HUXKecTeayloLlee.

HaHHbIN NpoayKT yaosneTBopsieT Bcem TpeboBaHunsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOI
oyepeab, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sa3aTenbHO n3yunte MHCTPYKUUIO.

BHUMAHUE!
Wcnonb3yiiTe npu 3kcrniyaTauuy TOSIbKO COBMECTUMbIE YCTPOMCTBA. Vcrnonb3oBaHME YCTPOWCTB, He

0006pEHHbIX NPOU3BOAMTENEM, HEAOMYCTUMO.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTauuun!
N3berante AnNUTENbHOrO MCMNOMb30BAHMA WKW XpaHEHMS1 KamMepbl B HeOnaronpusitTHbIX
YCINOBUSIX:

e [lpy CrMLWIKOM BbICOKMX MIM HU3KMX TemnepaTtypax (paboyasi TemnepaTtypa yCTPOWCTB
ot -10°C go +50°C).

e W3berante nonagaHusa NPSMbIX CONTHEYHBIX Ny4Yelr B TEYEHMNE ONMUTENBHONO BPEMEHU, a
TaKkKe HaxoXaeHust NobrIM30CTN OTONUTENbBHLIX N 06orpeBaTerbHbIX NPMOOPOB.

e |130erante 6M30CTM C BOAOW UM UCTOYHMUKAMM BNaXHOCTU.

e [3Berante 6nm3ocTM C ycTpomcTBamu, obrnagarowmmm 60nblWMM 3NEKTPOMarHUTHLIM
adhdpekTom.

e Heponyctuma ycTtaHOBKa kaMepbl B MECTax C CUIbHOW BUBpauunen.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HekOppeKTHON paboTbl KaMepbl:
o [lpun oBbHapyxeHnn gpima unm Heobbl4HOMO 3anaxa.
e [lpn nonagaHum BOAbI UK APYrMX MHOPOOHbBIX OO bEKTOB BHYTPb.

e [lpn nageHun kamepbl UK NOBPEXAEHUN Kopryca:

BbinonHuTe cneaytowme oeNCTBUA:
e OTKNIOUMTE KamMepy OT UCTOYHMKA NUTAHUSA U OTCOEAMHUTE BCE OCTanbHbIe NPOBOAA.
o Casaxutecb ¢ cepBucHoiM LeHTpoM OOO «HIMIM «beBapa». KoHTakTHble AaHHble Bbl

MOXKeTe HauTu Ha canTe http://www.beward.ru/.
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TpaHcnopTupoBKa

Mpy TpaHCNOPTMPOBKE KaMepbl MOMOXWUTE KaMepy B YNakoBKY NpoOM3BOAUTENS Unn nobon

ApYrovi MaTepuarn CoOOTBETCTBYIOLLErO Ka4ecTBa U Y4apOnpOYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM clnydae He BNOKMPYNTE LMPKYNALMIO BO3ayxa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MArkyto Cyxyto TPSNOYKYy ANA NPOTUPaHWSA BHELLUHUX NoBepxHocTen. [Ons
TPYAHOBLIBOAMMbBIX MNATEH WCMOMb3yUTE TPSAMOYKY C HEOBONbLMM  KONMYECTBOM YUCTALLEro
cpeacTBa, Nocre Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3ynte netyyne pactBopuTeNn, Takme Kak cnmprocoaepxaiume cpencrasa, 6eH3nH

N Apyrue, Tak kak OHW MOryT NOBPeaUTL KOPMyC KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120



B@\,UARD Inasa 2. Obwue ceedenus

MnaBa 2. O6wue cBegeHUs

BEWARD N120 - 310 KoMnakTHas IP-Bugeokamepa ¢ paspeweHnem 640x480,
BCcTpoeHHbIM ~ Wi-Fi  mogynem crtaHgapta |IEEE  802.11 b/g/n, MynbTMNOTOKOBLIM
BugeounsobpaxeHmem B dopmatax H.264/MPEG-4/MJPEG, BCTPOEHHBIM MUKPOGIOHOM, CIIOTOM
OnNs1 YCTaHOBKM KapTbl namsitu ctaHgapta MicroSD, BbicokouyBcTBUTENBHBIM KMOIT-ceHcopom

HOBOI'O MOKOJ1IEHUA.

BG\,\}ARD
"

Puc. 2.1

IP-kamepa BEWARD N120 no3sonsieT npocmaTpuBaTb BUAEO B pearlbHOM BpEMEHN Yepes
cTaHgapTHein  WHTepHeT-6pay3ep.  OcCoBeHHOCTbIO  kamepbl  SBMASETCS  BO3MOXHOCTb
NUCNoNb30oBaHWs  Npodurien  HacTpoek  BuAaeom3obpaxeHusi,  KOTopble  Bbl  MOXeTe
CKOHpurypupoBaTtb 3apaHee. Kaxgomy npodunio MOXHO 3adaTb MHAMBUAOYalbHbIE NapameTpbl:
TUN KOgUpPOBaHNA K paspelleHne. lNonb3oBartenb, 3agaBas Afsl Kaxgoro npodunst ceon gopmat um
CKOPOCTb Nepedayn AaHHbIX, A4OCTUraeT OMTMMaribHOrO COOTHOLLEHUS KayecTBa n3obpaxeHus u
NCNONb30BaHMs NONOCHI NponyckaHuda. Taknm o6pas3omM, BO3MOXHO BblOpaTh HYXHbIN Npodunb 1
ncnonb3oBaTthb ero, kKorga aTo Heobxoanmo.

Kamepa cnocobHa BblgaBaTb BMOEOMNOTOK B pasnuMyHbIX popmaTtax cxatus:
H.264/MPEG4/MJPEG. ®opmat kogupoBaHus H.264 asndetca wgeanbHbIM 45151 UCNOMb30BaHUS
Kamepbl B cpee C OrpaHM4YeHHOW MOfiocon NPOMycKaHus, Mpu ero MCnofb3oBaHWU JOCTUraeTcs

HaVMEHbLUUIA TpaduK 1 XopoLlee KayecTBo m3obpaxeHns, MIPEG npegHasHayeH Ans 3anucu u

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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oTobOpaxeHns BMOEON30OpaKEHNS B HauWmydlleM KayecTBe, HO npu aToM TpebyeT 6Gonblumx

CETEBLIX PECYPCOB M MECTA Ha XXECTKOM OUCKE NPW 3anucu.

Kamepa N120 nogkntoyaetcs K ceT npu nomoLwin npoBogHoro nHrepdgenca 10/100BASE-
TX Ethernet, a Takke ¢ ucnonb3oBaHnem GecnpoBogHoOro coeavHeHusi ctaHgapta Wi-Fi IEEE
802.11 b/g/n. Ana ynob6ctBa 1 GbICTPOTHI NOAKNIOYEHMA KaMepbl K GecnpoBogHON ceTn Kamepa
aononHeHa dyHkumen WPS. TNpu mncnonb3oBaHMM JaHHOM (PYHKUMW ONA NOOKITYEHUs K
6ecnpoBOAHOMY COEAMHEHUI0 AOCTAaTOYHO MOCNeaoBaTenbHO HaXaTb COOTBETCTBYHOLLYIO KHOMKY
WPS Ha Touke goctyna (npv nogaepxke AaHHOW (PYHKUMW CO CTOPOHbI YCTPOMWCTBA) M KHOMKY
WPS Ha kopnyce kamepbl, Yepe3 HEKOTOPOe BpeMsi kKamepa aBTomaTuyeckn byaet nogknioveHa K
©ecnpoBoaHOM ceTu.

Bbicokoe kayecTBO u306pakeHunss paspelweHus 640x480 (VGA) peanbHOro BpeMeHU
obecneynBaeTca 3a CYET NPUMEHEHUS COBPEMEHHOrO CEHCOpa BbICOKOM YyBCTBUTEIIbHOCTU C
NPOrpeccmMBHbIM CKaHMpPOBaHMEM, a Takke Gnarogaps NpUMeHeHuo 3dEKTUBHENLLNX METOO0B
cXXaTus BUAEOMNOTOKOB.

Mognepxka kapT namaTn Tvna MicroSD, no3BonseT caenaTb CUCTEMY BUAEOHabnoaeHns
ewe 6onee HagexHon: BaXkHas MHOPMaUMs He NnponageT npu notepe coeguMHeHusi. Becb o6bem
MHopMaumm OyOoeT CoxpaHeH B CaMOW KamMepe Ha KapTe namsiTv, KOTOpbIi MOXHO Oyaer
BOCMPOWN3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK U YOANIEHHO MOCHe YCTPaHEHUS1 TEXHUYECKNX

npobriem ceTu.

2.1. OcobeHHOCTH IP-BUAeokamepbl BEWARD N120

¢ OnTumManbHoe COOTHOLLEHME LeHa/kauvecTBo ans |IP-Bngeokamepsl

e 1/4" KMOIT-ceHcop ¢ NporpeccnBHLIM CKaHNPOBaHMEM

o [logaepxka kapT namatn Tuna MicroSD

e BctpoenHbin Wi-Fi mogynb 802.11b/g/n ¢ nogaepxkon WPS

¢ [IpodeccrmoHanbHoe nporpaMmmHoe obecneyveHmve (16 KaHanoB) B KOMMEKTE

e OpHoBpemMeHHOe MHorodopMaTHoe kogmpoBaHue gaHHbix (H.264/MPEG4/MJPEG) ans
obecneyeHnsa oNnTUManbHOro oTobpaxeHust BUAEO 1 3anucu hannos

e Bo3moxHOCTb NnpocMoTpa 3anucaHHbIxX harnoB HenocpeacTBEHHO M3 BEO-MHTepdelnca
C MOMOLLIbIO BCTPOEHHOrO nreepa

e BcCTpoeHHbI MUKPOKOH

e BcTpoeHHbIN AeTeKkTop ABMXKEHUSA U OeTEKTop 3BYyKa

e OTnpaBka kagpoB 1 BUOEOPONMKOB MO ANEKTPOHHOM noyvte u Ha FTP

e 3anucb Ha BHeLWHW hannosbl cepeep (B TOM YMCHE M B Nanky ¢ OTKPbITbIM AOCTYNOM
Ha lNK ¢ yctaHoBneHHon OC Windows unu Linux)

o [lopaepxka ONVIF

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N120 n
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2.2. OCHOBHbIe XapaKTepPUCTUKH

CeeTtouyBcTBUTENBHBINM anemMeHT: VGA KMOTT-ceHcop ¢ nporpeccnBHbIM
CKaHMpOBaHVEM

O6bekTmB (onuuoHanbHo): 3.6 mm F2.0 (yron o63opa 58° no ropusoHTanu)
PaspelieHne: 640x480, 320x240, 160x120.

YysctButenoHocTb: 0.2 nk npn F2.0

YacTtoTta kagpos: o 30 kagpoB B CEKyHAY ANS BCEX pa3peLleHnin

dopmatbl kognposanus: H.264, MPEG-4, MIPEG

OpHoBpemeHHoe kKogupoeaHue B oopmatax: H.264, MPEG-4, MIPEG
OpHocTopoHHUIM ayanokaHan, komnpeceus: G.711 p-law, a-law, AMR

Mopoepxka Wi-Fi IEEE 802.11 b/g/n ¢ dyHkumen WPS

Mopoepxmaemble npoTokonsl: Bonjour, TCP/IP, DHCP, PPPoE, ARP, ICMP, FTP,
SMTP, DDNS, NTP, UPnP, RTSP, RTP, RTCP, HTTP, TCP, UDP, 3GPP/ISMA RTSP
MutaHue: 5B, 0.6A (MOCTOSIHHBIN TOK)

Pa6Gouasa temnepatypa: ot -10 go +50°C

BnaxHocTb okpyxatowen cpeabl: 20-80% (6e3 obpasoBaHust KoHAeHcaTa)

Mopaepxka oTpacnesoro ctaHgapta ONVIF

2.3. KomnnekT nocTtaBKuU

IP-B1aeokamepa ¢ ycTtaHoBMNEeHHbIM 06bekTBom M12, £3.6 mm, F2.0
Kabenb naty-kopa (onvHa 1 m)

McToYHMK NUTaHns NocTossHHOro Toka 5B, 1A

AHTEHHa ans nogkroyeHus Kk 6ecnpoBogHon ceTn

KpoHwTenH

KomnnekT kpenexa

CD-aunck ¢ nporpaMMHbIM obecrneyeHnemM 1 AoKymMmeHTaumen

PykosogcTeo nonb3oBarerns no 6b6ICTpON yCTaHOBKE

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N120
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MnaBa 3. BHewHun BUA

3.1. Bug cnepeau

Ha nuueBon cTopoHe kaMepbl pacnornoXeHbl criegyowme anemenTsol (Puc. 3.1):

Ob6bekTuB

MH,ﬂMKaTOp nMATaHnA _L
T i

WHavkaTop coeamHeHus

BcTpoeHHbI MUKPOdOH

BE\VARD
1

Puc. 3.1

O6BbEeKTMB: Npu pasMbiTOM U300paKeHUM HeoBXOAMMO HACTPOUTb (POKYC Kamepbl, Ans
3TOro BpallanTe KONbLO HACTponkm ¢hokyca, noka He OobbeTecb HeobGxoammon OKYCUPOBKU
(n3Ha4anbHO OOBHLEKTUB KaMepbl yXKe CHOKYCUPOBaH M He TpebyeT AONONMHUTENTbHON HACTPOWKN).

MHaukaTop nuTaHmsa: 3aropaeTcsi Nocrne NoakmoYeHnst Kamepbl K UCTOYHUKY NUTaHUS.

e MHgmkaTtop NUTaHMA ropuT KpacHbIM: K |P-kamepe nogknioyeHo nuTaHue, uaet
3arpyska CUCTEMbI.

e WHpukaTop NnUTaHMA ropuT CUHUM: 3arpyska |IP-kamepbl 3aBepLueHa, Kamepa rotosa K
pabore.

e WHpukaTtop nuTaHma wMuraet ¢uoneTtoBbiM LBETOM: UWAET COeOUHEHWE C
6ecnposoaHon ceTtbto Wi-Fi nocpeactBom WPS. Takke nHaukatop muvraeTt BO BpeMsi
npouecca 0GHOBMNEHMS NPOLUMBKA KaMepbl, He OTKMNoYanTe NUTaHue U He 3akpbiBanTe
OKHO Bpay3epa [0 3aBepLUeHMs NPOLUMBKU N NOMHON 3arpy3kn Kamepbl.

e MHpukaTop nuTaHusa He ropuT: K IP-kamepe He NoaKMYeHo NuTaHne NnMbo oTkYeHa
WMHOWKaLMSA B HACTPOMKAxX KaMepbl.

MHgukaTtop coeAMHEHUA: MHOMKATOP 3aropaeTcsa Npu MNOAKMYEeHUN Kamepbl K ceTn U

MOKa3blBaET TEKYLLYO CETEBYIO aKTUBHOCTb.
e WHpgukaTop coegMHeHUs MUraeT CMHUM LBeTOM: |IP-kamepa noakniyeHa K ceTu C

NOMOLLBIK NPOBOAHOIO CoeANHEHNA.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120 m



BG\,UARD [nasa 3. Brewnuil 6uo

° MH,CIVIKaTOp coeaAunHeHunA He ropuT (He MVII'aeT)Z IP-Kamepa OTKITKOYEHAa OT I'IpOBOD,HOVI

ceTn, NMbo OTKNIYEHa MHONKALUS B HACTPOMKaX KaMepbl.
BCTpOEHHbIM MUKPOOH: MO3BONAET MONb3oBaTeENO ChbillaTh TO, YTO MPOUCXOOUT B

30HE HabnaeHnst KaMmepbl.

3.2. Bug c3agu

Ha 3agHelt naHenu kopnyca (Puc 3.2) KaMmepbl pacrnonoXXeHbl CrieayoLine 3NeMeHThbI:

Pasbem nutaHua

CeTeBol pasbem

Cnot MicroSD

Cbpoc HacTpoek uamkauma Wi-Fi

Pasbem Wi-Fi aHTeHH®bI

Knonka WPS

Puc. 3.2

Pasbem nutaHuma (DC5V): npegHasHayeH ans nogkroyveHus 6roka nutaHmna 5B, 1A.

[nsi KoppekTHOM paboTbl Kamepbl PEKOMEHAYETCA NCNONb30BaTb TONbLKO UCTOYHUK MUTAHUSA
BXOAALLMIN B KOMMIIEKT MOCTaBKMW.

Cnot MicroSD: cnot gns kapTbl namaTtn popmata MicroSD/SDHC.

lMo3BonsdeT ncnonb3oBaTh KapTbl NAMATU 4118 3anncn MHPOPMaLMK Kak B pexxume TpeBori,
Tak U B pexume MNOCTOAHHOW 3anucu. Takke npegycMoTpeHa BO3MOXHOCTb aBTOMAaTUYECKOW
pe3epBHOW 3anncK Ha KapTy BO BpeMSi OTCYTCTBUSA CETMW.

CeteBon pasbem (Ethernet): pasbem Ans nogknwyeHWs kamepbl K cetn WHTepHer,
poyTepy nnu KommMmyTaTopy npu nomowim ctaHgaptHoro RJ-45 witekepa.

Co6poc HacTtpoek [Reset]: kHOMka npegHasHadeHa Ona cbpoca HaACTpoek kamepbl u
BO3BpaTa VX B 3aBOACKME YCTaHOBKM.

[na cbpoca napameTpoB YCTPONCTBA K 3HAYEHUSIM MO YMOMYaHUIO YAEpXKUBaNTE AaHHYHO
KHONKy Haxaton B TedeHue 10-15 cekyHg. Ecnu nonb3oBatens OyaeT yaepxuBaTb KHOMKY
HaxkaTomn go 10 cekyHa, kamepa nepesarpy3uTtcsa 6e3 copoca napameTpoB B 3aBOACKME YCTAHOBKMW.

Knonka WPS (nonyaBTomaTtuuyeckoe noaknioveHne no Wi-Fi): 3Tta KkHomMka
npegHasHavyeHa Ans NonyvyeHus ceTeBbiX HacTpoek no npotokony WPS. [na nogkniodeHus

Kamepbl kK 6ecnpoBogHon cetn ¢ nomowbo WPS HeobxooumMo HaaTb SaHHY KHOMKy Ha IP-

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N120 n
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Kamepe 1 Ha gpyrom 6ecnpoBOAHOM YCTPOMCTBE, K KOTOpOMY TpebyeTcsa nogkntountbesa (Gonee

nogpobHyo nHopmaumio cmoTpuTe B NyHKTE 6.2 AaHHOro PykoBoacTea).
MHgukauma Wi-Fi  (6becnpoBOAHOro NOAKMOYEHUA): UHAOMKATOP  MOAKMYEHWUS
3aropaeTcs Mnpuv NOAKMYEHUN KaMepbl K CETU M NOKa3bliBaeT TEKYLLYI CETEBYIO aKTUBHOCTb.
e MHAankaTop Noakno4vYeHUa MuUraet CUHUM: |IP-kamepa nogknioyeHa K cetu ¢ NoMoLLbIo
©ecnpoBOAHOro coeanMHEHUS.
e WHpaukaTtop nopkniouveHuss He roput (He wmwuraet): |IP-kamepa OTKMOYeHa OT
GecnpoBoaHOM ceTun, NMBO OTKMYEHA MHOMKALUMS B HACTPOMKaX Kamepbl.
Paszbem Wi-Fi aHTeHHbl: RP-SMA KOHHEKTOp Ansl NOOKITIOUYEHUS BXOAALLEN B KOMMMNEKT
aHTEeHHbI Ana 6ecnpoBOgHOMO MNOAKIHOYEHMS.
Kpome Toro Ha 3agHen naHenn HakneeH CTukep, cogepxawum nHpopmMaumnio o0 Npoaykre:
e SN: cepuiiHbIi HOMep IP-kamepbl
e MAC: MAC-agpec IP-kamepbl B cetn LAN (MAC agpec ycTponcTBa npy NPOBOAHOM
NoaKITHOYEHNN)
e WMAC: MAC-agpec IP-kamepbl B cetn WLAN (MAC agpec ycTpoucTtBa npwu

6ecnpoBOAHOM MOLKITHOYEHMI)

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N120
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naBa 4. YctaHOoBKa 1 nogkniroyeHue |P-kamepbl

4.1. O6wue cBegeHnA o noaknoyeHum IP-kamepbl N120 k ceTn

IP-kamepa N120 MOXeT nogkroyaTbCsa K JIoKanbHOM ceTn nubo cetu VIHTepHeT kak npu
nomowm npoBogHoro coeauHenus (Ethernet), Tak n no 6ecnposogHomy (Wi-Fi) coeanHeHuto.
lNogkntodyeHne MOXeT OcCylecTBnATbCca Kak Hanpamyo K K, Tak v npu nomowm

BCMomoraTtenbHOro ceTeBoro obopyaoBaHust (MapLLpyTU3aTopbl, KOMMYTaTOpPbl, TOYKM 4OCTYNa).

EC MpoBoaHoe coenHeHne
@ Internet

BecnpoBoaHoe coeiUHEHNEe

Et

-

- — ) = /
! L I

Puc. 4.1

O6blMHO B [OOMalUHMX MaplipyTusaTopax npegycMmoTpeHbl oauH WAN-nopTt Aans
noakntoYeHns cetn MIHTepHeT 1 YeTbipe BHyTpeHHux LAN-nopTa Ansa noakntoYeHnst KOMMNboTEPOB,
IP-kamep 1 OpyrMx yCTPOWCTB AoMallHel ceTu. Kpome Toro, mMapLupyTMsaTop Anst NoakoyeHns

IP-kamep N120 npu nomowum Wi-Fi coegmHeHna gormkeH nmetb Wi-Fi nHtepdeliic.

4.2. PekomeHaauum no yctaHoBKe
B paHHOM pasgene npuBegeH KpaTKUMMA CMNUCOK PeKoMeHOauun, KoTopble Heobxoaumo

yuYnTbIBaTL NPY MOHTaXe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeH1Io KaMmepbl:

e IP-kamepa BEWARD N120 npegHasHaveHa Onsi OCYLLEeCTBNEeHUsa BuaeoHabniogeHnsa B
NMOMeLLEHMAX C NpeaenbHON TemnepaTypon akcnnyartaumm ot -10 go +50°C.

e [3Berante nonagaHnsa Ha kamepy NPSMbIX COMMHEYHbIX NyYyen B TeveHue ANUTENbHOro
BPEMEHM, a TaKKe HaxOXAeHus nobrmM3ocTn OTONUTENbHBIX W OborpeBaTerbHbIX

npnbopos.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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e HenpaBunbHasi paccTaHoBKa kamep BuAeoHabnaeHus nNpuBedEéT K MOSIBNEHUIO

HexenaTesibHbIX «CrenbiX» 30H, KOoTopble OyayT ocTaBaTbCA BHE MONS 3peHus
onepaTtopa.

e [3Berante 6nmn3oCcTn ¢ BOOON UMW UCTOYHMKAMWN BNAXHOCTMU.

e [3Berante 6nM30CTM C YCTPOMCTBaAMMU-TEHEPATOPAMW MOLLHbIX 3NEKTPOMArHUTHbIX
BOJTH.

e Ybeantecb B BO3MOXHOCTM pasMeLLeHUs YCTPOMCTBA C Yy4yeToM noAaBoda
coeanHUTEnNbHbIX Kabenen.

o W3berante cnocoba KpenneHusi Kamepbl, OOMNYCKAKLWEro 3HavuTenbHylo BuOpauuto.
[laHHoe Bo3gencTBue CHU3NT IPPEKTUBHOCTL AeTekTopa ABWXKEHUA W YeTKOCTb
n3o6paxxeHnsi B LENOM.

o Kamepbl BUoeoHabnwogeHns HeobxooMmo gepXatb B HEOOCAraemMocTu Tak, 4Tobbl kak
cnyyamHoe, Tak M cneuvanbHOe MOBPEeXOEHME MM U3MEHEHME HanpaeneHus ob3opa
ObINI0 HEBO3MOXHO.

e HanpaBneHvne o63opa (30Ha BuMAeoHabNAEHUS) Kamepbl LOMKHO ObiTb TBEPAO

onpeaeneHo Ha MOMEHT YCTaHOBKN.

PekomeHpauum no npoknagke Kabensa tTuna «BUTasa napa:

e B «kopmpopax >xenatenbHO NpOKnNagbiBaTb MYYKM SNEKTPUYECKUX U CnaboTOYHbIX
kabenen no pasHbiM Kabernb-kaHanam, NPoOXoaALUM MO pasHbIM CTEHAM.

e [lonyckaetca B oQHOM kabenb-kaHane npokraabiBaTb BUTOMAPHbIE W 3rEKTpUYeckue
kabenn B pasHbiX OTCEKax WM CEeKUMUSX, WMEKLWMUX CrOoWHbIE NPOAOSibHbIE
neperopogkn € npegesiom OrHectomkocTu He wmeHee 0,25 4. u3 Hecropaemoro
Martepuana Tornbko B paboumx 30Hax Ha paccTtosiHuM He Gornee 15-TM meTpoB, ecnu
anekTpuyeckast MOLHOCTb ByaeT He Gonee 5 kKBA.

e OnekTpuyeckne n cnaboTtouHble kabenu gonyckaeTcs NpoknaabiBaTb napannensHo Ha
paccTosiHuM He meHee 50 Mm Opyr OT gpyra B pasHbix Kabenb-kaHanax unu cekumsix
kabenb-kaHanoB. Ecnn HanpspbkeHHOCTb 3nekTpuYeckoro nons, obpasytollerocss oT
anekTpudeckoro kabens, 6yaet 6onee 3 B/M, TO Heo6X0OMMO YyBENUUUTL PacCTOSHME
MEeXOy ANeKTpuyYeckumMn 1 cnaboToyHbiMM  Kabensamum Wnn - CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e ButonapHble n anekTpuyeckme kabenbHble TpacChl OOMMKHbI NepecekaTbCsl TONbKO MoA
NPsIMbIM YrFIOM.

e HeakpaHupoBaHHble BuUTONApHble KabenbHble TpacCbl [OOMMKHbI MPOXOAUTb Ha

pacctoaHunm He MeHee 125 MM OT rasopaspsagHbiX Jflamn  [OHEBHOro CcBeTa

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N120
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(MIOMUHECLIEHTHBIX 1amn) W [ApYruxX BbICOKOBOSIbTHLIX YCTPOWCTB, COAepKaLlmxX

paspsagHuKN.

e HeoskpaHupoBaHHble BUTONApPHbIE Kabenu OOMKHbI NPOKNaAbiBaTbCA Ha PacCTOSIHUKN He
MeHee 1.5 MeTpPOB OT MCTOYHMKOB CUJIbHBLIX 3NEKTPOMAarHMTHbIX NOMeX, obpasyoLmx
HaNPsPKEHHOCTb 3M1IEKTPUYECKOro Nons cebiwwe 3 B/m.

e PacnpepenutenbHble YCTPOWCTBA C 3aAeNaHHbIMU HESKPAHUPOBAHHBIMW BUTOMAPHBIMU
kabensmu OormKHbI pacnonaraTbCsl HA PAcCTOSAHUN HE MeHee 3-X METPOB OT MCTOYHWUKOB
CWMbHbIX 3NEKTPOMarHUTHbIX MOMEX, O00pasyloLWmMX HaNPSXKEHHOCTb 3NEKTPUYECKOro
nons cebiwe 3 B/m.

e [lpoknagka BUTOM Napbl MeXay ToOYKamMu NOAKMOYEHNS AOMKHA NPON3BOANTLCS LienbiMuy
Kyckamu, Npy 9TOM HanpasfieHue Tpacchl criegyeT 3apaHee npogymaTb Tak, YToObl eé
NPOTAXKEHHOCTb BblNna Kak MOXXHO MEHbLLIE.

o MuHuManbHbIM paguyc u3rMba gna kabenss — JeTblpe AuameTtpa kabens (i 1
arnM=2,5 cM), HO CyLLECTBYIOT pekomeHOaumm pasmMellatb kabenb Takum obpasom,
4yTObbI 0BecneunBaTb U3rMb pagnycom 2 grorma (5 caHTUMETpPOB).

o MakcumanbHasi AnuHa cerMmeHTa gosmkHa obiTb He 6onee 100 meTpoB.

e [lpn wucnonb3oBaHun OGecnpoBogHoro Wi-Fi coeanHeHus cnegyeT yuuTbiBaTb, 4TO
YPOBEHb/KA4eCTBO CUrHana CuUIibHO 3aBMCUT OT MHOXeCTBa (PakTOpPOB: yaAaneHHOCTN OT

TOYKM O0CTyna, OT SHeKTDOMaFHMTHOVI 0OCTaHOBKM, KOHd)I/IpraLI,I/II/I nomMeweHna n 1.4.

4.3. MoHTax ycTpomMcTBa

LWar 1: npukpenuTe KPOHLUTENH K MOBEPXHOCTU, UCMOSb3yA OTBEPCTUS B OCHOBAHUM.

War 2: ocnabbTe BMHTOBOE coeauHeHue duKcaTopa KpoHLWTENHa, 4TOObl UMETb
BO3MOXHOCTb NOBOpayMBaTb Kamepy Ans Bbibopa Heo6X0AMMOM 30HbI HAbnAEHUS.

War 3: 3akpenuTe Kamepy Ha KpOHLITEWHEe, HACTpPOMTE Yrofnl HaknoHa Kamepbl U

3admkenpymte eé (Puc. 4.2).

Puc. 4.2

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N120
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4.4. NMpoBoagHOe NogKr4vYeHMe Kamepbl K ceTu

War 1: nogkntounte IP-kamepy K UCTOUHUKY NuTaHnsa 5 B 13 komnnekta nocTaBku.

War 2: ncnonb3ysa coeguHuTEnbHbIN Kabenb ¢ pasbemom RJ-45 (BXOogUT B KOMMMNEKT
nocrasku), nogknoymnTe IP-kamepy kK nokanbHon cetu (pazbem LAN-mapLpyTtusatopa).

B cnyyae HeobxoaMMOCTM coeauHUTENbHLIV Kabenb MOXHO MpuobpecTn OTAENbHO MK

npn Harnn4dnm HeO6XOﬂ,VIMbIX MaTepuanoB, MHCTPYMEHTOB U OnbiTa N3rOTOBUTb CaMOCTOATENIbHO.

BapuaHTt «npamoro» kabensa (UTP kaTteropuu 5e) pasbemom RJ-45

KOMMyTaLI,VIOHHbIVI LHYp And coeanHeHud ¢ MK vnn ceteBbiMK KOMMYTaTopamMu.

C oAHOM CTOPOHDI C [pyron CTopoHbl
1: Beno-opaHXeBbIi 1: Beno-opaHxeBbli
2: OpaHxeBbli 2: OpaHxeBbli
— 3: beno-3enéHbin — 3: beno-3eneHbin
[T ) [T )
CHUAIY: 4: CuHu# CHUIY. 4: CuHUI
5: beno-cnHui 5: beno-cuHui
CTEFEQM: % . CMEPEAM: % .
6: 3enéHbin 6: 3enéHbin
1 8 1 8
7: beno-Kopu4HeBbLIN 7: Beno-kopu4HeBLIN
8: KopnyHeBbiin 8: KopnyHeBbIN

Ana narotoBneHusa «npsamoro» kabensa Heobxoammbl: kabenb UTP (BuTas napa kateropuu
5e unu ny4ywe), aBa pasvema RJ-45 n yctponcTteo ans ooxuma pasbemoB RJ-45 (kpemnep).

Mpn Takom nopsiake MOAKMIYEHUss nap, YykasaHHOM B Tabnuue, obecnednBatoTcs
rapaHTMpPOBaHHbIE NMPOM3BOAMTENEM BENWYMHA W pacnpeneneHve 3afepXek pacnpoCTpaHeHus

curHana, a, COOTBETCTBEHHO, 1 3asABreHHasl CKOPOCTb nepeaayun gaHHbix 100 Mowut/cek.

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N120
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NnaBa 5. HacTtponka npoBogHoro coegnHeHus anst Windows 7

Ona Toro 4to6bl IP-kamepa N120 pabotana B Bawen nokanbHOM ceTu COBMECTHO C
Bawumn komnbtoTepamu, HoyTOykamu n gpyrum obopyaoBaHueMm, Heobxooumo BKNOUMTbL |P-
Kamepy B CeTb B COOTBETCTBUM C HACTPOMKaMWN AaHHOW ceTw, Ans Yero HeobxoamMmo onpegenuTb

TEKyLLne HaCTPOMKMN.

NMPUMEYAHUE!
OnuncaHne ycTaHOBKM W HAcTponku coeauHeHust ans Windows 7 BbinofniHeHO Ha npumepe Windows 7
MakcumanbHas. Ha3BaHue NyHKTOB MEHIO U HEKOTOPbIX PYHKLMIA MOXET oTnmnyaTbca oT Bawen sepcun

Windows, oagHako anropntm npmMBeaeHHbIX JeNCTBUI SIBNSETCH YHUBEPCArbHbIM.

5.1. OnpegeneHMe napamMeTpoB JIOKaflbHOM ceTu AnA NPOBOAHOro
nogkno4veHus
Mpn nogkntoyeHnn no kabento Ethernet HeobxogumMo onpeaennTb TeKyLue HaCTPOMKM
kabenbHon cetu. [Npwu nogknoyveHnn no Wi-Fi (6e3  wucnonb3oBaHusa WPS) Heobxoammo
onpeaenuTb HaCTPOWMKM kak 6eCcnpOoBO4HONM, Tak U NPOBOAHOW CETU.
Onsa onpepeneHvs TeKywWMX HACTPOEK KOMMbiOTepa B JOKanbHOW MPOBOAHOM CeTU

HaxmuTe lMyck — lNaHenb ynpasneHus (Puc. 5.1).

fe Internet Explorer
C

Skype BEWARD

Microsoft Office Excel 2007 Aoy

W=zobpaeHnn
' | BnokHoT

Mysbika
DVR Server
Wrpe
BRSController
Komnstotep
BEWARD IP Visor
Manens ynpasneHna
BEWARD Player
YcTpocTEa M NPUHTEpBI

58 . Cyxbel
-

Mporpammel No yMonuasuo

Cry#6el KOMNOHEHTOR
Cnpaska n nogaepxxa

Bce nporpammel

alimu npozpammel u gatine: | [Sascptiicrine paborar | > |

B oTkpbiBlIEMCA OManoroBoM OkHe BbiGepuTe NyHKT [[pOCMOTP cOCTOAIHUA ceTu U

3apav] B pasgene [CeTb n UHTepHeT] (Puc. 5.2).
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IE » [aHens ynpaeneHuns »

HacTpolika napaMeTpoB KoMMbloTEpa

CucTema W De30MacHOCTE
Mposepka COCTORHWA KOMMBIOTEPS
ApXMEMPOBAHWE A3HHBIX KOMMBHITERE

Mowuck n ncnpaenesne npobnem

&l l!'lgocmcrrp COCTOAHUA CETH 1 3343y I

Bribop napameTpos goMaluHed rpynnel v ebuiero

ACCTYN3 K A3HHBIM

O6opyaoBaHWe U 3BYK
MpocmoTp yoTpoiicte u npunTepos

[obBaenenne ycrpoiicrea

Mporpamme

¥,AaneHne nporpammel

Puc. 5.2

- H TMouck & naHeAU ynpasieHus

Mpocmotp: Kateropwa ~

YueTHble 3anucK NoaL30BaTenei u

CEMEWH...

'@' Jo6asnenne n yaaneHue yHeTHBIX 3anncei
noneksosatencii

) YcTanoeKka poaMTENBCKOTD KOHTPONA ANA BCEX
nonbsosaTensii

OdopmaeHne v nepcoHanmsauma
Mzmenermne Temol

Mzmenenune dona pabouero cTona
HacTpoiika paspelueHna skpana

L‘laChl, ASbIK W PETWOH

CreHa packnagku KNaenatypel Wi Apyrix
cnocoBos BEoga

WM3amenenne asbika nntepdeiica

CneunansHele BO3MOXHOCTH
Pexomengyembre Windows napamerpel
OnTUMU3aLMA M306PaKEHNA HA IKPAHE

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [loakntoyeHue no nokanbHon cetu] (Puc.

5.3).

Gu

Manens ynpaeneqns -
AOMBLUHAA CTPAHNLA

Ksmenenwne napamerpos
aganTepa

VEMEHNTE A0NCAHUTENEHBIE
napameTpsl obLLEero gocTyna

ca,

MpocMoTp aKTMBHLIX CETER

Cems 4
OBLLECTEEHHEA CETB

WN3meneHune ceTesbix napaMeTpos

Heckoneko cetei

pHET » LLeHTp ynpaeneHun ceTAMn U oBLLMM JOCTYNOM - || [Mouck & naHeAu ynpasneHus o

MpoCMOTP OCHOBHLIX CBEAEHMIA O CETW W HACTPOWMKa NOAKAOYEHNIA

LY
BEWARD
(3T0T KomnsioTep)

o MNpoCMoTp NOAHOR KapTbl

MHTepHeT
MoAKNHOYEHNE AN OTKAHOYEHHE

Tun goctyna: WHTepHET

MopxnroueHna:

il HECI'pOﬁKE HOBOIMC NCOAKNHOHEHWA WAK CETH

Hacrpoiika BecnposogHore, WWpokononocHoro, MogemHoro, nparoro uan VPN-nogenoueHna
WM 2KE HACTPOMKE MApLUPYTU3IaTOPa MAKM TOYKK ACCTyNa.

E

MognrounTec K ceTh

MoAKNHOYEHNE WK NOBTOPHOE NOAKNHOYEHNE K BECNPOBOAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY COEAMHERNIO WK nograrodenne k VPN,

%

Cra. TaKcKe
Bpanamayzp Windows
Aomalunan rpynna

CeoiicTea obospesatena

NMPUMEYAHMUE!

YeTpaHenue Henonagok

Puc. 5.3

Buifop gemawunei rpynnel v napamerpos obujere goctyna

Joctyn k daiinam n NpUHTEPaM, PacnooXEHHBIM HE APYTHX CETEBBIX KOMNBHOTEPEX, MK
U3MEHEHNE NAapaMeTpoe oBLLEro 4ocTyna.

JuarHocTika n nCnpaeneHne CeTeBbx NpoBaem MAN NoayHeHne cBeAcHNid of ncnpasneHng,

Mpn HanNMUMM HECKONbKMX NOAKMYEHN BbibepnTe TO, K KOTOPOMY NIIaHMPYyeTCs NogknounTb IP-kamepy.

B oTkpbIBLLEMCA OKHE HaXxXmuTe KHorky [CBoncTBa] (Puc. 5.4).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Ofbme

Moaxnouyerne

IPv4-noaknioHeHme: WHTepHeT
IPYE-NOAKNIOHEHWE! Bes nocTyna K VIHTepHETY
COCTORHME CPefbI: MoAKHHEHD

AnUTensHOCTL: 04:47:33
CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— L! = TpuHATO
&
BaifT: 79 188 140 I 805 509 770

[ rSkiﬁmﬁcnfia ][@OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4

B pgmanoroBom OKHE CBOWCTB CETEBOr0 MOAKMYEHUsT HeoOGXoamMmo BbiGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxxaTb kHomnky [CBoncTBa] (Puc. 5.5).

@ MoaxnoueHWE NO JCKANBHOW CETH - CBOWCTEA M

Cets | Oocmyn

MNopknioueHie yepes:

L¥ Realtek RTLE139/810« Family Fast Ethemet cetesoin a:

OTMBHEHHb\B KOMMOHEHTRI MCNONESYIOTCA 3TUM NOQKNICYEHWEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnanwpuﬁmmﬁ nareTos (oS

gCnyxﬁa L0CTYNa K afnam v npuHTepam ceTel Micr—,
-2 [IpoTokon E/P

MHTepHeTs Bepoin 6 (1T &)
- I [lpoTokon Whrepreta sepown 4 (TCP/IPv4) .
||

v i Ilpafisep 6/8 Tononora KaHankHOro YPOBHA

m

i OTBETUMK 06HAPYKEHMA TONONOTWK KBHANBHOTO YPOE ™
@l m | &

YeTaHoBUTE Yoanams | CaoilcTBa I

Onucaque

Mpotoron TCP/IP - cTaspapHelit npoTokon rnofansHex
ceTell, 06ECNEYMBEIoILNA CEASE MEXY PA3IMYHBIMA
B3aMMONSACTEYIOWMMA CETAMM

Puc. 5.5

OTKpoeTcsi OKHO, B KOTOpPOM oOTobpaxaeTcss MHGOPMauMa O HaCTpOWMKax CeTeBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwero
MK:

1. NMNonyuutb IP-appec aBToMaTtuyecku: |IP-agpec HasHavaeTcs aBTomatudeckm DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawemy [K Bblgaetca asTomaTudecku, Torga Aand

ornpenerneHns napameTpoB foKanbHoW ceTn nepenanTe k nyHkTy 5.1.1 gaHHoro PykoBoacTsa.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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Ceoitcrsa: Mpotokon WktepreTa sepcun 4 (TCP/IPv4) léu

Ofume ANbTEpHaTHBHAR KoHerypau.Mﬂ|

MapaMeTpl IP MOTYT HE3HAHETHCA A5TOMATUHECKM, BCTM CETh
MOAAEMHBAET 3TY BOSMOKHOCTL, B MPOTMBHON Cy4ae NapaMEeTPbl
IP MOXHO NONYYMTE ¥ CETEBOrD SAMMHMCTPATOPA.

Mony-mTo IP-aapec asToMaTIHEd M I

() McnonesoBaTe cneayiowmi IP-anpec:

IP-aapec:
MMacka noaceTh;

OICHOBHOR WS

| (@ Mony4uTe aapec DNS-CEPEEPa BTOMATHHEN I

) McnonbsoBaTe cneaytowmWe agpeca DNS-cepsepos:

MpeanosMTaemel DHI-cepeep:

ANETERHSTHEHEIR DMS-cepEep:

MoATEEPAWTE NaPEMETPEI NPH BEIX0AE [ONOMHATENLHO. ..

Puc. 5.6

2. Ucnonb3oBatb cneayowmin IP-agpec: IP-agpec 3agaetca nonb3oBaTenem BPYYHYHO

(Puc. 5.7):

Ceoitcrea: Mpotokon Wuteprera sepcuu 4 (TCP/IPvA) &g

Obuwwe

MapamMeTpel IP MOrYT HA3HEYSTECA AETOMETUYECKM, BCTM CETE
NoAAEPHWESET 3TY BOSMOXHOCTE, B NPOTHBHOM CyJae napaMeTpe!l
IP MOHO NOAYHWTE ¥ CETEE0MD aAMUHMCTPETOPE.

(:) MonyunTe IP-aapec aETOMaTHYECKMA
@ Wcnonb30BaTh Cenyiowwmi IP—anpeg
IP-anpec: 192 . 1683, 0 .

Macka nogceTu: 255,255,255 .

OcHOBHOM Wo3: 192.168. 0 .

Mony4nTe anpec DNS-cepeepa aBTOMETHYECKK

(@ WMmonb30BaTh CNeAYIOWWE aapeca DNS-cepBepos:I
MpeanounTaemsii DNS-cepsep: 192 .18, 0 .1

AnbTepHaTUEHBIN DNS-cepsep:

[T NoaTeepanTs napaMeTpel npu seixone

Puc. 5.7

3anomHuTe nnbo 3anuwimTe KOHUrypaumio ceTeBbix HacTpoek agantepa Bawero MK (IP-

agpec, Macka nogcetun, CeteBon wnto3, DNS-cepgsep).

BHUMAHUE!
Ecnu Bbl He 3anucanu AaHHble TeKyLero ceTeBoro MoAKMioYeHns, To nocrne HacTponkn kamepbl N120

6y,u,eT HEBO3MOXHO BEPHYTb CeTeBble HaCTp0I7lKVI KOMnbOTEPaA B MNepBOHa4YalribHOE COCTOAHUE O514

NoaKITOYeHUs K niokanbHon cetn n/mnu cetn HtepHeT!

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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5.1.1. OnpepeneHne napameTpoB ceTu Npu auHamu4veckom IP-agpece

NMPUMEYAHME!
[aHHbIn NyHKT PyKOBOACTBa NpefHas3HadeH AOns onpedeneHus napamMeTpoB fOKarbHOW ceTn npwu

HasHayeHun |IP-agpeca Bawewmy MK aBTomatuyecku (DHCP-cepeepom).

Mogkntounte kommnbioTep (HOYTOYK) C¢ nomowibio kKabensa k Bawen nokanbHom cetn u
AOXONTECH OKOHYaHUSI NpoLecca NOAKITHYEHMS.
Mocne aToro Ana onpeaeneHns TEKYLUX HAaCTPOEK KOMMNbIOTEPA B fOKarbHOW NPOBOAHOM

cetn Haxmute lyck — NMaHenb ynpaeneHusi (Puc. 5.8).

@ Internet Explorer
C

@ Skype BEWARD

|23 Microsoft Office Excel 2007 -

-‘-"" BnokHoT

Mysbika
E DVR Server

Wrpsi
m BRSController

Komnetotep

@ BEWARD IP Visor
m BEWARD Player

i'(.. I':. CrysBel
a1t 'y

Manens ynpasnexns
YeTpoicTea w NpUHTEpPLI

porpammel No yMON4aHARD

@
0@, Cry#Bbl KOMNOHEHTOE
Cnpaska u nogaepxia

» Bce nporpammel

— - - — IS TTE————
‘ Halmu npozpamme u hatine Fe | 3aseplenne pabotel | + |

| | St sttt s |
T ® 8 & &
Puc. 5.8

B OTKpbIBWUEMCA OMarioroBOM OKHe Bbl6epI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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[ e

& » Manens ynpaenenma »

HacTpoiika napaMeTpos KoMMetoTepa

% CucteMa v BesonacHocTs
MpoBEpKa COCTOARNA KOMMBOTEPE
ApPXMBMPOBAHNE JBHHEIX KOMMEHOTEDE

Mowck u ucnpasneqne npoGnem

| lHSOCMOTp COCTOAHWA CETH M 33434 I

BolBop napamMeTpos 4oMALUHER rpynnsl n obuerc
ACCTYNa K A3HHBIM

OBopyaosaHue W 38YK
MpocMoTp YCTpoicTs M NpUHTEpOS
[JoBaeneHue ycTpoidcTea

MNporpammil

¥aaneHue nporpammbl

Puc. 5.9

Mpocmotp:  Kareropua

YueTHble 3anNUcK NOAL30BaTENed K

CEMEWH...

@,ﬂ,ofwaaﬂenhe 1 YARIEHUE YHETHBIX 3aNMCed
nonbseeaTenei

'@' ¥CTEHOBKA POAWTENBCKOD KOHTPONA ANA BCEX
nonkzoBaTenei

OdopmneHne W NepcoHaNnsaLmna
WMamererne Tembl

VameHenmne doHa paouero crona
Hacrpoiika paspeluema skpaqa

Yacel, A3LIK U pernoH

CreHa packnagkn KNaematypsl Mam 4pyri
cneceboe BECAA

VameHenmne asbika MHTEpdeiica

CI'IE‘LI,HBJIIJHIJIE‘ BO3MOXHOCTH
Pexomengyemere Windows napamerper
OnTrmmsaums n30Bpaxenna Ha IKpaHe

- || [Mouck & narenu ynpasncHus

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [loakntoyeHue no nokanbHon cetu] (Puc.

5.10).

HTepHET b LlenTp ynpasnenna ceTAmn u oBLymm JocTynom -

Manens ynpaenexns -
ACMALLHAA CTPaHMLE

V3MEHEHME NApaMETPOB e S
Easllis BEWARD
MzmennTe gonoaHuTenbHEIE (3707 KomnbtoTEp)

napameTpel obluero octyna MpocmoTp aKTUBHBIX CETER

Cets 4
CBuwecTeeHHaA CETE

MzMEHEHNE CETEBLIX NAPAMETPOE

Heckoneko cetefi

MNpocMoTp OCHOBHBIX CEEAEHWIA O CETH WM HACTPORKa NoAKAHYEHMA

0 MpocmoTp NonHo#R KapTel

WHTepHeT

MoAKNHYEHNE UK OTKNHOYEHHE

Tun goctyna: WHTEpHET

MogknoueHna:

gu HacTpoiika Hosore NogkntoHeHna nan CeT

HacTpoiika BecnpoeogHore, WMpoKononocHoro, MogemHore, npamoere wan YPMN-nogeaouenna

WM 2KE HACTPOIKE MApPLUPYTUIATOPa MK TOUKK A0CTYNa.

s. MoakntounTeca K ceTH

MoAKNHYEHME WKW NOETOPHOE NOAKS

CETEEOMY COEA) WAN NogKS

[Mouck & nasenu ynpasneHus yel

K Becnp
K VPN,

ﬁ BeiBop AcMaELUHER rpynnel n napameTpos obulere AocTyna

Cr. TaKCKE Joctyn k daitnam n NpuHTEPaM, PacNONOHKEHHBIM Ha APYTWX CETEBBIX KOMMNBFOTEDAX, MW

Bpanamaysp Windows
[omalukan rpynna YcTpanenne HENONAACK

CeoiicTea obospesatena

Puc. 5.10

NMPUMEYAHMUE!

W3MEHEHWE NAPAMETPOE ofwero AoCTyna.

JMarHoCTHKE M MCNpPaBNEHNe ceTesbx Npobnem nnKn nonyHedne ceegennid of ncnpasnesnn,

I'Ipvl HanM4MmM HECKOSbKMX CETEBbIX MOAKMOYEHUN Bbl6€pVITe TO, K KOTOPOMY nnaHNpyeTcA NOAKIIOYNUTb

IP-kamepy.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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B oTkpbiBLIEMCA OKHE HaxmuTe kHomKy [CBeaeHus] (Puc. 5.11).

4 CocroaHue - MNogkaroueHne No NOKANLHORA ceTh ﬂ

Obwne

MNoaknoYeHne
IPv4-noaKnoHeEHIe:
IPvE-noaktoHeHme:
CocToAHKME Cpedbil:

AnUTensHOCTE:

CKOpOCTE:

WHTEpHET

Bes poctyna k MHTEpHETY
Moarnioyero

04:47:33

100.0 MBuT fc

AKTMBHOCTL

OTnpasneHo — ;ﬁ!{ ——  MpuHATo
w7
baiiT: 79 138 140 I 805 509 770

[ @'Csoﬁcrsa ] [@'Oﬂmmumb] [,CluarHocrnK.a ]

Puc. 5.11

B OTKpbIBLUEMCA OKHE MOXHO YBUOETb I/IHC*)OpMaLl,I/II'O O TeKywem ceTeBOM NOAKNHYEHUN
(Puc. 5.12).

CEEAEHMA O CETEEOM no,q,unoqenuul u

JononHuTensHbie cBENeHnA o CeTH:

CaolicTeo ZHaueHue

COnpegenenHeii ans no....
Ormcanwe Realtek RTLE16BC{P)/E111C{P) Family P
Pusnyecrril agpec 00-24-1D-57-45-30

HCP ermiouer [Oa

ec [Pvd 152.168.0.14

Macka nopcem [Pvd 2h5.255 265.0
Lperina nonyuexa 11 aneapn 2011 . 10:27:11
Lperpna wctexkaeT 11 wespana 2011 r. 10:27:11
Wnios no ymonuaraio 1P 15216801
DHCP-cepeep [Pvd 15216801
DMNS-cepeep IPvd 192.168.0.1
WINS-cepeep [Pvd
CnyxGa NetBIOS yepes... [a
INokaneHelid IPvE-agpec... fe8D:3126:2820:8112:163%11
Wnies no ymonuaruio 1P
DNS-cepeep IPvE

4| 1

Puc. 5.12

Ecnu B oTkpbiBleMcst okHe Bbl yBuagenu cnepytowme ctpoku: [DHCP BknroveH] — [a,
[Appec IPv4— xxx.xxx.xxX.xxX] (F4e XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca), s3HaumT Bawemy MK
AN NPOBOAHOrO coeAuHeHus Obin HasHadveH IP-agpec, 3HayeHWe KOTOpOro ykasaHo B CTpPOKe
[Appec IPv4], macka nogcetn ykasaHa B cTpoke [Macka noacetm IPv4], agpec ceTeBoro wwto3a -
B cTpoke [lUno3 no ymonuaHuto IPv4], agpec DNS-cepBepa - B ctpoke [DNS-cepsep].
3anomMHuTe Nnbo 3anuwmTe KOHdUrypaumio ceteBblX HacTpoek agantepa Bawero MK (IP-agpec,

Macka nogcetun, CeteBon w3, DNS-cepsep).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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BHUMAHMUE!

Ecnun Bbl He 3anucanu gaHHble TeKyllero ceTeBoro noakr4eHud, 1o nocne HaCTpOl7IKI/I kamepbl N120
6y,£|,eT HEBO3MOXHO BEPHYTb CETEBbLIE HaCTpOVIKVI KOMMNbOTEPA B NepBOHa4YalibHOE COCTOAHME ONA

NoaKIoYeHns K nokanbHon cetn n/mnu cetn NHtepHeT!

BHUMAHUE!

Ecnn B oTkpbiBwemcs AuanoroBom okHe [CBepmeHuss o ceTeBOM nopgkmntoyeHuun] Boel yBuaenu
cneaytowme ctpokn: [DHCP BknroueH] — [a, [IPv4-agpec aBTOHACTPOMKU — XXX.XXX.XXX.XXX] (rae
XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca), 3HaunT Bam He yganocb MogkmiounTbecs K ceTu no kabenbHomy
coeanHeHuto (DHCP-cepBep He npucBoun IP-agpec Bawemy [1K). [MpoBepbTe npaBUIibHOCTb

NOAOKITKYEeHNA K I'IpOBOﬂ,HOVI cetm wn B Cliydae HeobxoaumMocTu 06paTVITer K CUCTEMHOMY

agMuHucTpartopy Bawen cetn.

5.2. \3ameHeHMe napamMeTpoOB fIOKaribHOW CeTU ANA NPOBOAHONo NOAKIHYeHUsA
IP-kamep

Mo ymonuaHuto IP-kamepa N120 umeet IP-agpec 192.168.0.99. [Ons TOro 4tob6bl

MOAKIIOYMTBCA K Kamepe A1 NepBOHaYanbHOM HACTPOVikn Heobxoaumo, 4Tobbl Baw komnbloTep

Haxoauncs B TOM e noaceTu, 4to u kamepa. lNMpu atom IP-agpeca kamep, KOMMbLIOTEPOB U NHOObLIX

ceTeBbIX yCTpOI‘/‘ICTB B CeT He OO0JPKHbl CoBMaaaTh.

BHUMAHUE!
IP-kamepbl BEWARD N120 no ymonyaHuto umetoT IP-agpec 192.168.0.99! Ecnn Bbl nnaHupyete
nogkrtoyaTb HeCKosbKko IP-kamep, To Ansa nckrodeHus koHdnukra IP-agpecoB nogknoyante kamepbl No

OfIHOM 1 u3meHsnTe mx IP-agpeca Ha ntobble cBoboAHbIE U3 Ballel nokanbHom ceTu!

BHUMAHUE!
Ecnun Bbl yBepeHbl, 4To ceTeBon agantep Bawero NK, noakntoveHHbI B NPOBOAHYO ceTb ¢ IP-kamepon
nmbo Hanpsamyto k IP-kamepe, HaxoguTca B ogHom noacetu ¢ IP-kamepon, Toraa Bel MmoxeTe nepentu K

nyHkTy 5.3 naHHoro PykoBoacTea.

,D,J'IFI M3MEeHEHNA TeKyLMX HaCTpOEeK KOMNbTEpPa B nokarnbHomn I'IpOBO,El,HOIZ CeThn HaXXMute

Tyck — Manenb ynpaenerHus (Puc. 5.13).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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Microsoft Office Excel 2007

Ef
'd"‘ Bnoknot

@ DVR Server
m BR5Controller
m BEWARD IP Visor
Q EEWARD Player

ety CrnyBe

a
9‘, Crny#Bbl KOMNOHEHTOE

> Bee nporpammae

| Halmu npozpammsi u ghailabi

Puc. 5.13

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

@ » [laHens ynpaeneqna b
Hactpoiika napameTpoB KOMNbIoTepa

Cuctema v BE30NACHOCTb
I'Ipoﬁepka COCTOAHWA KOMNBHOTEPA
ApXV‘EMpUEEHIﬂE AdHHBIX KOMNBHOTEPA
Mowck 1 ncnpasneHne npoGnem

- CeTpw MuTepueT
@UCMDTp COCTOAHNA CETH 1 5a,a.£|
Buibop napameTpos ACMALUHER rpynnel n oBuiero
ACCTYNA K A3HHBIM

O6opyaosaHe 1 38yK
MpocroTp yCTpoicTe U NpUHTERCE
JloBasneHue yeTpoiictea

Mporpammeo

¥aanenne nporpammel

Puc. 5.14

BEWARD

NokymenTe

Mysbika
Wrpei
Komnetotep
MaHens ynpasneHus
Ycrpoiicrsa n npuHTEpDI
Mporpammer no

FMONHEHAID
Crpaska n nogaepxka
»

3aBepLUeHNe paboThl

B OTKpbIBLUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

o
_— )

Mpocmotp:  Kareropua

YueTHble 3anucK NoaL3oBeaTenei u

CEMENH...
'@' JloBaenenue n yaaneHne yueTHEIX 3annceil
nonsz0eaTEned

'@' YcTaHoBKa POAMTENECKOTO KOHTPONA ANA BCEX
noL30BaTenei

OgopmneHne W NepcoHannsaLma
Mzmererme Teme

Wsmernenne dona paboyero crona
Hacrpoiika paspelenna 3kpana

Yackl, A3bIK 1 PETMOH

CMEHa packnagkm KNasnaTypol WK Apyrix
cnoceBos secga

MzmeHeHmne A3bika nHTEpdEca

CI'IE.‘LLI"IaJ'IthIE.‘ BOZMOXHOCTH
Pexkomengyenbie Windows napamerpel
OI'ITMMI/L’-ELI'ME M,’-DSFIE)KEHME Ha 3KpaHe

B oTkpbIBLLIEMCH OKHE HaxxmuTe «lMoakntovyeHne no nokanbHom cetn» (Puc. 5.15).
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QU

Marens ynpasneqna -
AOMALUHAA CTPaHMLa

&I' . ‘. 0 Mpecvotp noaHoi kKapTel
zmereHune napamerpos | T e -

ajamicpa BEWARD Heckonsko cereit Wrreprer
M3mernTe gonoaHuTeneHEIE (3707 KOMnBIOTED)
napameTpel 0BLLErD JocTyna

MpocMoTp OCHOBHBIX CEEAEHWA O CETH W HACTPORKa NoAKAOUEHNA

MpocMoTp aKTneHBN: CETER MogKntoyerne nan oTKIOYEHNE

Cems 4 Tun goctyna: IHTERHET
OBLUECTEEHHEA CETE MNogknoyeHna:

Wzmenenune ceTeBbix napameTpoe

@l HECTpDﬁKE HOBOTC NOAKNHOYEHHA MAK CETH

Hacrpoiika BecnposogHoro, WMpokonoaocHero, MogdemHors, npamoro unn VPN-nogkntouerua
WK 2KE HACTPOHKE MApPLUPYTU3aTopa AN TOYKN JocTyna.

‘5. MogKNHYMTECA K CETH

MeakaroueHne nan NOETOpHOE NOAKS K Becnpoeog) y, NPoBOA) Y, MOA
CETEBOMY COEIMHEHUHY MAKW NogkntodeHme Kk VPN,

Buifop AomMalLHed rpynnbl W NapaMeTpos obLUero AocTyna
Cra. Takcke ,ﬂ,OCI'_"’I'I K ¢EﬁﬂEM W NPWHTEPAM, PAaCNON0XKEHHBIM HA APYTHUX CETEEBIX KOMNBHOTEDAX, UK

W3MEHEHWE NapaMeTpoE obLLEre 4ocTyna.
bpanamaysp Windows P P HuEre AocTy!

Jomawinag rpynna YcTpaHeHne HENONAA0K

CeoiicTea oBospesarenn JuarHocTuka n NCnNpasneHne ceTeekix Npob. CEEAEHMI 0B McnpaBneHum,

Puc. 5.15

NPUMEYAHUE!
Mpy HanUUMKM HECKOMNbKUX CETEBbIX MOAKIOYEHUA BbiIOepuTe TO, K KOTOPOMY NIaHMpyeTCs MOAKMYUTD

IP-kamepy.

B oTkpbiBLUIEMCA OKHE HaxmuTe kHoMnKy [CBomncTBa] (Puc. 5.16).

[ Cocroanue - Mogk no W ceTn . M
Ofwme

MoaknodeHie

IPv4-noaknoHeHme: WHTepHeT
IPvE-noaknoYeHe: Bes pocTyna k MHTEpHETY
CoCTosHWE Cpeabl: MoaknoyeHo
AnuTensHocTe: 04:47:33
CKOpOCTE: 100.0 MamT/fc

AKTUBHOCTE

1
OTnpasneHo —— %i! ——  TlpUHATO

79 188 140 I 805 509 770

[@D‘rmouwrh] [ﬂuarHocrnKa ]

Puc. 5.16

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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B OTKpbIBLLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoommo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

E] MogxntoueHne No NoKANEHON CETH - CEOWCTER u

Cem | Ooctyn

Moaknioverue Yepes:

l_-T Realtek RTLE1359/810¢ Family Fast Ethemet cetesoil ag:

O TMEUYEHHEIE KOMMOHEHTEI WCNONB3YOTCA 3TAM N0 QK NHOYEHWEM

Bl Kaspersky Anti-Virus NDIS 6 Filter .
.Q Mnanuposwmk naketos QoS

] gCnyxﬁa AOCTYNE K ainam u I'IDMHTEDEM ceTeil Micre—,
vl - [poTo E/P

-. il npOTOK.OJ'I HHT&pHem BEpCl -i{TCF' 'IF'v-ﬂ .

W i [paitsep 6/8 Tononora KaHansHOro YPoEHA ||
M i Omeemumx oﬁHapyxemﬂ TOMGAOMAW KSHANEHOrD YPOoE =

[l | [

YCTaHoBMTE. .. Yoamte | CeoitcTEa I

Onncarne
MpoTokon TCP/IP - cTaH@apTHbIA NpoToKon rnoGansHLD
ceTell, 0BECNEYMBIIOLUNA CBASE MEXAY PESNMYHEIMK
BSEHMOD.E“CTBHOLUMMH CETAMW.

0K ][ Omena ]

Puc. 5.17

OTKpoeTcsi MeHl, B KOTOPOM Heobxoaumo yCTaHOBUTbL 3HadveHus IP-agpeca u macku
noacetn. Boibepute nyHkT [Mcnonb3oBatb cnepyowun IP-agpec] v seeante csoboaHbin [IP-
agpec] u3 nogcetM kamepbl, Hanpumep 192.168.0.20, [Macky noacetu] 255.255.255.0,

ocTarnbHble 3HaYeHUsi BBOAUTb HET HeobxoammocTtn (Puc. 5.18).

Croitcrea: MNpotokon Whreprera sepoun 4 (TCP/IPvd) @g

Ofume

MapamMeTpel IP MOryT HASHAYATLEA SETOMATHHECKH, S0 CETh
NoAAEPHHMBEET 3TY BOSMOMKHOCTE, B NPOTMBHOM CNyyae NapamMeTpel
IP MOMHO NONYYMTL ¥ CETEB0M0 AAMAHWUCTPATOPA.

() Mony4uTe IP-aapec aBTOMATHHECKH

@ Wcnonb3osaTh cnenyrowmi IP-agpec:

IP-anpec: 192,188, 0 . 20

Macka noaceTu: 255 .255.255. 0

OCHOBHON LWMKO3:

Monyquts anpec DNS-cepsepa aBTOMaTHHECKK

(@ Wcnonb3osaTh cneayrowne anpeca DNS-cepeepos:

MpeanounTaemsIi DNS-cepeep:

ANETEpHETHEHENI DNS-cepeep:
[C1NoaTEEpAMTE NapaMeTpel Npu Bbixoae
l Ok I OTMeHa

Puc. 5.18

[na npyMeHeHnsa n3ameHeHun HacTpoek Haxkmute kHonky [OK] anst Bcex OTKpbITbIX OKOH.
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5.3. Nony4yeHune goctyna K |IP-kamepam

MonyunTb gocTyn K IP-kamepe Bbl MmoxeTe cnegyrowmnmm cnocobamu:
e C nomouwbto NO «BEWARD IP Installer».
¢ C nomouwpto MmeHto [CeTb] OC Windows 7.

e C nomouwpbto 6paysepa Internet Explorer.

BHUMAHUE!
Mpn nogknoyeHnn IP-kamepbl K NOKanbHOM ceTu HEOBXOOUMO Y4UTbIBATb, YTO NO ymonyaHuto IP-kamepa

nmeet ceTeBou agpec: 192.168.0.99.

5.3.1. YcraHoBka «BEWARD IP Installer»

BcraBbTe guck ¢ nporpammHbiM obecnedeHnem B npumsBog CD-ROM. Ha akpaHe
aBTOMaTUYECKN MOABUTCH MEHI0 ycTaHoBku (Puc.5.19).

Ona ycTtaHoBkn nporpammHoro obecneveHus Bblibepute [BEWARD IP Installer] u
BbINOMHUTE NPOLIECC YCTaHOBKM (NOAPOGHO npouecc ycTaHoBku onucaH B «PykoBopacTteBe no
akcnnyaTtauum MO BEWARD IP Installer»).

BeWﬁRD NOCETWUTb CAMT | HA3AL | CBEPHYTb | BBIATW | ENZE

BEWARD IPS
lNpodeccroHansHoe NporpaMMHoe obecrneyeHmne
AnA NocTpoeHWA CUCTEMBI BesonacHocTK

BEWARD IP INSTALLER
MporpamMMHoe ofecnedeHne OnA NOMCKa
W HAcTpoKK IP-Kamep B ceTH

OOKYMEHTALUA

JoKyMeHTauMA ANA YCTaHOBHKKW W HACTPOMKW KaMep cepun N

PDF READER
MporpamMma gnA YTeHKAa JoKyMeHToB B popmate PDF

Puc. 5.19

5.3.2. Nony4yeHue poctyna Kk IP-kamepam ¢ nomouwbio MO «BEWARD IP Installer»

BHUMAHUE!
IOna nowucka IP-kamep ¢ nomowbto MO «BEWARD IP Installer» gomkHa 6biTb BKAOYEHaA nogaepkka
TexHonorun UPnP gnsa Bawero MK n ans IP-kamepel. g OC Windows 7 nogaepxka UPnP BkntoyeHa no

YMOYaHuHo.
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NMPUMEYAHME!
Ons IP-kamep BEWARD N120 ncnonb3oBaHne nogaepxkm texHonornm UPnP BkntoYeHO Mo yMon4aHuto.

Onsa noncka kamepbl ¢ nomowbto MO «BEWARD IP Installer» 3anyctute nporpammy npu

NnOMOLLUKN Apnblka Ha pa6oqu ctone. B OTKPbIBLLEMCA OKHE NOABUTCA CMUCOK BCEX aKTUBHbIX

Kamep u BuaeocepsepoB. Beibepute Tpebyemyto IP-kamepy n Haxmute [OTKpbITh B IE] (Puc.

- b
KoHdpurypuposanue IP Bugeokamep / IP Bupneocepeepos BE@\VARD
O Kamepa |D. O mparpamme... |
— CNMCOK HaligeHHbIX yCTpoiicTE
Yerpoiicten | IP-anpec | MAC-anpec | MoNHOE HAHMEHDEAHHE | Mogens | 'S HacTpoliku '
E Metwork Camera 132.168.093 O04B10034108  H.264 VGA Wieless [P Cube Camera N120
S ObHoenTe '
3% COpoc HacTpoek '
W Mepeaarpyaka }
d nouck || @  ompumelE _J
—CoseT
BbIGEPHTE CPEAN HANAEHHBIX HEOGXOAUMYID KAMEDY, @ 3aTEM HAXMUTE HEDGXDAUMYID KHOMKY MEHID. HaXMUTE Monck
ANA Hayana HOBOro NoWCEa.
Puc. 5.20
BHAMAHUE!

l'lpVIJ'IO)KGHVIVI Bawero aHTUBUPYCa N CETEBOIO 3KpaHa.

NMPUMEYAHMUE!
B Windows 7 gnsa koppekTHon paboTbl nporpaMmmbl MoxeT notpeboBatbes 3anyck BEWARD IP Installer

NMPUMEYAHME!
Ecnun IP-ycTponcTBO (MnnM yCTPOMCTBA) HE MOSIBUNNCL B OKHE MOMCKA, TO HaxXmute KHorky [Mouck] ans

obHoBneHus cnucka (Puc. 5.20).

nosasuBLLEMCA KOHTEKCTHOM MEHIO Bbl6epV|Te NYHKT [3anycx OT UME€HMU aAMMHMCTpaTOPa].

Onsa koppektHor pabotel BEWARD IP Installer Heobxoaumo [o6aBuTb €ro B CMUCOK OOBEPEHHbIX

OT MUMEeHN agMUHUCTpaTopa. D,J'IFI 3TOro0 HaXMUTe Ha ApJibike nporpamMmmbl HpaBOVI KMaBULLEN MbIWLK U B
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BC\VARD I'nasa 5. Hacmpotika nposooHnozo coedunenus ons Windows 7

5.3.3. Nony4yeHune poctyna Kk IP-kamepam ¢ nomowbo meHro [CeTb] OC Windows 7

NMPUMEYAHMUE!

Ons IP-kamep BEWARD N120 ncnonb3oBaHne nogaepxkm texHonornm UPnP BkntoYeHO Mo yMon4aHuto.

Ona noucka kamepbl ¢ nomowbio MeHto [Cetb] OC Windows 7 oTtkponte okHo [Mown
komnbloTep] 1 BoibepuTe nyHKT [CeTb] (Puc. 5.21).

18 ) KomnbtoTep » - || Mouck: Komnoiomep

Ynopagounte ¥ CeoiicTBa cHCTEMBI YaanuTe unun M3MEHWTE NporpamMmy

I ¢ MsBpannoe 4 XKecTkme ancky (3)

NokaneHeiii guek (C:)

1[5 BuBanotexn w ——
14,0 TE ceoBoaro n=39,9TE

> M KomnstoTep | TNokanexen guck (0:)

|
S 105 15 coobopro m 10916
Transcend (F)
- S
€S 161 b ceobogro w 5276

4 YCTpOWCTBa CO ChEMHBIMM HOCKTEARAMM (1)

%y Junckosop, (A2

. /| CONTENTMGR Pabouan rpynna: BEWARD Mamste: 4,00 6
L | Mpoueccop: Intel(R) Celeron(R) CPU ...

Puc 5.21

B nosiBuBLLIEMCA MeHIO HanauTe MHTepecylollee Bac ycTpocTBO M HaXXMUTe Ha HEM ABa
pasa neson KHonkou Mblwu (Puc. 5.22).

Mocne atoro IP-kamepa N120 oTkpoeTca B Opay3epe, KOTOpPbIA YCTaHOBMEH MO
YMOIYaHuUIo.

72

Ynopaaounte ¥ LlenTp ynpasnenns ceramu 1 06umm AocTynom

W Wsbpannoe N120 H.264 IP Camera -

Qll 004B1004335D

A Bubauorexn

. &)“ N1251 IP Camera - 004B10003C9E
1% Komnsrorep =

€l Cens &jll N1251 IP Camera - 004B10003COF

gjl N1251 IP Camera - 004B10003DAS
T

N120 H.264 IP Camera - 0048100... Kareropum: Dotokamepnt
Ceresoe pasmeuye... Cems 2

Puc 5.22

Ecnn y Bac no ymonuaHuio BbibpaH 6paysep, oTnnyHbin OT Internet Explorer, To ons Toro
4YTOOLI OTKPLITL Kamepy B Internet Explorer, nepengute B NyHKT 5.3.4.
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5.3.4. Nony4yeHue poctyna k IP-kamepam ¢ nomouwbto 6pay3sepa Internet Explorer

IOns poctyna k kamepe ¢ nomoulbto 6paysepa Internet Explorer HeoGxogmumo 3anyctuTb
Opaysep 1 B agpecHomn CTpoke BBECTU 3anpoc: http://<IP>:<port>/ ;, rge:
<IP> — IP-agpec kamepsbl, a <port> — 3HayeHue http-nopta), nocne yero HaxaTb [[epenTn] nnbo

[BeBoa] (Puc. 5.23).

BHUMAHMUE!
IP-kamepa BEWARD N120 no ymon4yaHuto numeet ceteBon agpec 192.168.0.99, http — nopt 80.

NMPUMEYAHMUE!

Ecnun gns http-nopTta ucnonb3yetcsa 3HaveHve 80, Torga ans AocTyna Kk kKamepe B Gpaysepe AOCTaTOYHO

BBECTM CTpoKy http://<IP>/, roe <IP> — |IP-agpec kamepbl.

p E=REN™)
2
é'i;;o\' & hittp://192168.099/ P - = X || & TNycras crpanmua u f % &

=

Puc. 5.23

5.4. MNony4yeHue goctyna K Be6-nHTtepcency IP-kamepbl
Mocne Toro kak Bbl nonyuunu goctyn Kk IP-kamepe ntobbim U3 cnocoboB, pacCMOTPEHHbIX

nyHkTax 5.3.2, 5.3.3, 5.3.4 gaHHoro PykoBoacTsa, byaet 3anyweH 6paysep Internet Explorer, rae

OTKPOEeTCA OKHO aBTOpu3aunn and nonyyvyeHmda gocrtyna K Be6-MHTepcbe|710y yCTpOVICTBa.

NMPUMEYAHMUE!

[na koppekTHon paboTel Beb-uHTepdeiica IP-kamepbl Heobxoanma Bepcus Gpaysepa Internet Explorer

He Hmxe 9.0.

BeeanTte nmsa nonb3oBartens n naponb, nocne yero Haxmute [OK] (Puc. 5.24).

BHUMAHMUE!
Vima nonb3oBaTens no ymonyaHuto: admin. Maponke no ymonyaHuo: admin.
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r N
BesonacHocts Windows i g

[Ans exoaa Ha cepeep 192.168.0.99 no agpecy N120 H.264 Wireless IP
Camera HyxHbl MMA MONL30BATENS W NAPOAL.

Mpeaynpexaenue: Cepeep TpeSyer nepesaum MMeHN NOALICEATENS U
naponsa yepes nebesonacHoe coegurenne (Gyaer evinonnena obbiunas
NPOBEPKa NOATMHHOCTH).

"= |

33aNOMHWTE YHETHBIE A3HHBIE

Otmena

Puc. 5.24

Mocne ypayHom aBTOpM3aumm npu nepBom noakmnodeHnn, OC Windows 7 ©Oyget
6rnokvpoBaTb ycTaHOBKY npunoxeHusa ActiveX (HeobxogMmo Ansi nmpocMoTpa M3obpaxeHus c
Kamepbl), 0 Yyem OydeT CBMAETENbCTBOBATb CUCTEMHOE YBEAOMSIEHME B HUKHEW 4YacTu OKHa
Internet Explorer: «3TOoT Be6-cauT nNbITaeTCA YCTAaHOBUTb CreayloWwy HaACTPOMKY:
«AxMediaControl.cab» ot «BEWARD Co., Ltd». Haxmute Ha kHOnky [YcTaHoBuTb] Ans

NpogosKeHnst yctaHoBku (Puc. 5.25).

BHUMAHUE!

YcTaHoBKa KOMMNOHEHTOB ActiveX BO3MOXHa TombKo Ha 32-0UTHYO Bepcuio Bpaysepa Internet Explorer.

NMPUMEYAHUE!
B onepauuoHHoi cucteme, otnmyHom ot Windows 7, nnm B 6paysepe, otnuyHom ot Internet Explorer 9.0,

Ha3BaHUS MEHK WU CUCTEMHble COO0OLLEeHMs MOryT OTnun4aTbCA OT Ha3BaHWN MEHID N CUCTEMHbIX

coobwenun B gpyrnx OC cemenctea Windows nnu B gpyrmux 6paysepax.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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( |¢::@—‘*3-

14)192.168.0.99 L

(Q (Y] http://192168.099/ o~ 2 x|

N120 H.264 Wireless IP Camera

ﬁ x MNMpocmotp I Hacrponkm

0 0 ] O O 05-06-2012 11:32:43 I@_,_ I © @

370T Be6-CANT NBLITAETCA YCTAHOBUTL CREAYIOWLYIO H3ACTPONKY: “AxMediaControl.cab” ot
"BEWARD Co., Ltd".

Ycranoeuts

Puc. 5.25

Cuctema 6esonacHoctn Opaysepa Internet Explorer Takke ©OygoeTr aBTomMaTUYeECKM

6nokupoBaTb ycTaHoBKy ActiveX. [Ins NpO4OMmKeHNsa YCTAHOBKM HaXXMUTE KHOMKY [YCcTaHOBUTL] B

OKHe noaTBepXxaeHus yctaHoBku (Puc. 5.26).

Internet Explorer - MNpeaynpexgaedue cucremel BE30NacHOCT [&J

YCTanoBMT b 3T0 NporpaMmice obecnevenne?

Wms: AxMediaControl.cab

Wznatens: BEWARD Co., Ltd.

| % | fononHuTensHo | YCTEHOBWTb | [He YCTEHABNMEATD

2 ®aine 13 MHTEpHETa MOryT DbiTh NONESHLI, HO 3TOT TN daina MoweT
" ! ) noBpeanTb KoMMbtoTep. CReAyeT YCTaHaBMMBaTE NPorPaMMal, MoMYHeHHEIE
=" ToNkKo OT AOBEPEHHOro M3AaTens, DaKTopel pUcka

Puc. 5.26

NMPUMEYAHUE!
Mpu ycraHoBke ActiveX gna OC Windows 7 npu BKIOYEHHOM KOHTPOME Yy4YeTHbIX 3anucen Oyaet

OOMNOJNIHUTENbHO NMPOn3BOANTLCA 6J'IOKVIpOBKa YCTaHOBKK, O 4eM nosb3oBaTtesio 6y,u,eT BblgaBaTbCA

[ononHuTenbHoe onoeelleHne. [Ons paspewieHna yCtaHOBKA HeobxoQMMO MOJIOXKUTENBHO OTBETUTL B

nodaBuBLLEMCA ONANoOroBomM OKHe.
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Mpyn npaBunbHO BbLINOSIHEHHBIX AeNCTBUAX Bbl cmoxeTe yBuaeTb 4depe3 Beb-Opaysep

n3obpaxeHue ¢ Bawen IP-kamepsbl (Puc. 5.27).

(_. v. : £~ 2 X ||1Y192168.099

BC\VARD N120 H.264 Wireless IP Camera

\_‘_J L;X..) Mpocmorp | Hacrponkn

(@O0 [0 O [ 2013-0326 121451 | (@ —a—) [© ©)

COPYRIGHT © 2013, Beward RAD Co., Lid. ALL RIGHTS RESERVED.

Puc. 5.27

5.5. \ameHeHMe HacTpoeK noakno4veHus |IP-kamepbl Yepe3 Be6-nHTepdenc
Mocne nogkniodeHns k IP-kamepe N120 no npoBogHOM ceTu HeobxoauMo WU3MEHWUTb
HaCTPOVKN Kamepbl Takum obpasom, 4Tobbl OHa Haxogunacb B OOQHOW MOACETUM C OCTallbHbIM

obopyaosaHunem (Hanpumep, Bawum IK).

BHUMAHUE!

Ons pabotbl IP-kamepbl 1 Bawero MK Heobxogmmo, 4ToObl coBnaganu Tpu 4Yactu |P-agpeca, 3a
NCKMOYEHMEM YETBEPTOW YacTu, U HEOOX0AMMO, YTOObI MOMIHOCTBLIO COBNaZarna macka noaceTu.
Hanpumep, IP-agpec Bawero NK: 192.168.50.40. IP-agpec pasgeneH Toykamu Ha 4veTbipe okTeTa. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam He06X0ONUMO N3MEHUTL
IP-agpec Kamepbl, 4TOObI Y HEFO MepBble TPWU OKTETa COBMaZanu, TO eCTb YTOObI ObiNO 3HayeHne Buaa
192.168.50.XX. YeTBepThbin OKTET 00A3aTenbHO JOMKEH OblTb OTNMYHBIM OT 3HadeHusa Ha Bawewm TK, a

Takke gpyroro ceteBoro obopynoBaHus Bawen cetu (ecnm Takoe nmeetcs).

[ns nameHeHuns ceteBbIxX HaCTpOeEK B Be6-VIHTepCbel7ICG HaXXMuUTe B rMaBHOM MEHIO KaMepbl

KHOMKY X [HacTponku] n nepengnte B meHio Cemb — OcHogHbIe (Puc. 5.28).
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BC\VARD N120 H.264 Wireless IP Camera
|_“_”_X_| FYce/1p 1 PPPoE ] Wi-Fi T WPS ]

WMHdopMauma

CHCTEMHDbIE MNpotokon UuTepHeTa Bepckun 4 (TCP/IPv4)
¥ CeTb MAC-aapec

OcHOBHbIE @ Monyuuts [P-agpec aeToMaTHyeckn (DHCP)

NononHUTENbHbIE .
@ WcnonbzoeaTe cnegyowmid [P-agpec

MpocmoTp

BocrnpouzBejeHne IP-appec 192 . 168 . 0 . 99

CobbiTne Macka nogcetu 255 . 255 . 255 . 0
OCHOBHOW W03 192 . 168 . 0 . 1

@ Wcnonbzosats cnegyowWe agpeca DNS-cepsepoe

DNS-cepeep 1 192 . 1e8 . 0 . 1

DNS-cepeep 2 0 . 0 . 0 . 0
HTTP
HTTP-nopr @ 80 © (1124 ~ 65534)

CoXpaHuTh ] [ OTMEHWTb
COPYRIGHT @ 2013, Beward R&D Co., Ltd. Bee npaga zampmmensi.
J
Puc. 5.28

Bo Bknagke [TCP/IP] HyxHO BBecTu TakuMe 3HayeHus |P-agpeca n gpyrmx ceTeBbiX
napametpoB pAns |IP-kamepbl, 4TOObI OHa Haxogunacb B OAHOM MNOACETM C OCTalNbHbIM

obopynosaHuem (Puc. 5.28).

NMPUMEYAHUE!
B cnyyae Heob6xoaMMOCTM ONS HasHayeHUst CETEBbIX HACTPOEK YCTpOWCTBaM obpartutecb Kk Baiwemy

CEeTeBOMY aMUHUCTPATOPY.

[nsa coxpaHeHst UIAMEHEHWUI CETEBbLIX HACTPOEK MPOBOAHOIO COEANHEHUS HAXKMUTE KHOMKY
[CoxpaHuTb], Nocne Yyero B NOSABMBLLMXCA OKHaX Heobxoaumo HaxaTtb kHonky [OK].

Ha atom HaCTpOIZKa npoBOAHOIro coeanHeHuna and |P-KaMepr 3aBepLieHa.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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Ytobbl BEPHYTb 3Ha4YeHunA NpoBOOHONo CeTeBOoro NOoAKNKYeEHNA K YCTaHOBJIEHHbLIM paHee

3Ha4YeHuAM, BbINONIHUTE cneaywmne nencTeus.

Haxwuute lyck — lMaHenb ynpaeneHus (Puc. 5.29).

9. Internet Explorer
ST

| X5 Microsoft Office Excel 2007
=

"ﬂ Enoknot

@ DVR Server
@ ERSController
@ EEWARD IP Visor
m BEWARD Player

S5
g, CnyxBol

L

9‘, CryBel KOMNOHEHTOB

» Bce nporpammel

| Hatimu npozpamme u dhaiine

[NokymeHTbi

Vsobpaxenna

Myseika

Wrpei

Komnerotep

Manens ynpasnenna
Yerpoiictaa n npuHTEpBIl
Mporpamme! No yMonuaHuo

Cnpaska n NOALEpKKa

r—'l
3asepuwienne paboTel | H

T 88 &
Puc. 5.29

B OTKpbIBWUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTU "

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.30).

@ » [NaHens ynpaeneHus »
Hactpoiika napameTpos KOMMboTEPa

Cuctema v BesonacHocTb
MpoBepKa COCTORHWNA KOMMBHITEDE
ApPXUBMPOBAHUE JBHHBIX KOMIBHOTEDS
Mowck n ucnpaeneHne npobnem

Cern n HTepHeT

@ocmmp COCTOAHMA CETH msap,a
Bribop napaMeTpos goMalunei rpynne u obuiero
ACCTYNa K A3HHbIM

OBopyaosaHmne 1 38YK
MpocmoTp yCTpoRcTE N NPUHTEROE
[NoGaeneHne ycTpoicTea

MporpaMmel

YaaneHne nporpanmel

Mpocmotp: Kateropwa ~

YueTHble 3anncK Nonb30BaTenei n

CEMEWFH...

'@ Jo6asnenne n yaaneHne yHeTHBIX 3anncei
nobsosaTenei

@' ¥CTaHOoBKA POAMTENLCKOTO KOHTRONA ANA BCEX
nob3osatenci

Odopmaerie W NepcoHannsalma
VaMEHEHNE TEMBI

Vamenenune dora pabouero cTona
HacTpoiika paspelueHna skpana

Yackl, A3blK 1 pervoH

CieHa packnagkv KNasmaTyphl Wau Apyrix
cnocoBos BBoga
Mzmenenne aspika nHTeEpdeica

Cneunaﬂthle BO3MOXHOCTH
Pexkomergyembre Windows napamerper
OnTUMU3aUNA M30BPaKEHNA HA 3KpaHE

Puc. 5.30

B oTkpbiBLEMCA OKHe HaxmuTe [MoakntoveHune no nokanbHom cetun] (Puc. 5.31).
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GU

Manens ynpaenexma -

T A MPOCMOTP OCHOBHbIX CEEAEHWA O CETW M HACTPOMKA NOAKNHUEHWUA

o N
Mzmenenne napameTpos &! -'&.;

a4anTepa BEWARD
(370T KoMnbrOTER)

MpocroTp nenHoi KapTo

Heckoneko cetei HHTepHeT
VISMEHUTE JONCAHNTENBHBIE
napamMeTpel ofLLErD 4oCTyna

MpocmoTtp akTuBHB ceTeil MogKnoUYEHNE MKW OTKMHOUEHKE

Cemn 4 Tun gocTyna: WNuTepHer
OBuwecTaeHHan ceT MogkntoueHna:

[3MEHEHWE CETEBBIX N apaMeTpoB

@i Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH

HacTpoiika BecnpoBcdHoro, LWMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogentodeHns
WM KE HACTPOIKE MAPLUPYTUIaTOPa MK TOYKN AoCTyna,

-s. MoAKNHOYMTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD AW Nogkntodedine k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos oblero aoctyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

OocTyn k Gaiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTMX CETEBB KOMMLHOTERAX, WK
W3MEHEHWE NapaMETpOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

AnarHocTika U NCNpasneHne ceTesbix NpoBRen WAN NoAyYeHUe CBEAEHNA 06 ncnpasneHn,

Puc. 5.31

B oTkpbiBLIEMCS OKHE HaxmuTe kHonky [CBomncTBa] (Puc.5.32).

@ Cocroanue - Mogkao4enne No NoKaNsHOH ceT i M
Ofiwne

MoaknYeEHe

IPv4-NoAKIOYEHME: WHTEpHET
IPvG-NOAKIOHERNE: Bes gocTyna Kk MHTepHeTy
COCTOAHUE cpefbl: MopknoYeHo
AnMTensHOCTE: 0447:33

CKOPOCTL: 100.0 MBMT fc

AKTMBHOCTE

y
OTnpaeneHo — %1! ——  TlpuHsTO

BaiiT: 79 188 140 I 805 509 770

| [ @Caom'craa ][@D‘rmol-m‘ru] [,ﬂ,marnocrma ]

Puc. 5.32

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOr0 MOAKMOYEHUST HEobXoaMmo Bbl6paTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.33).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve
Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.33

OTKpoeTCcs MeHl, B KOTOPOM HeobxoouMo 3adaTb 3HAYeHUs1 CeTeBbIX HAaCTPOeK,
YCTaHOBIIEHHbIX M3Ha4anbHO (CM. NyHKTbI 5.1, 5.1.1 aaHHoro PykoBoacTea).

Ecnu mnsHavanebHo IP-agpec Bawewmy MK HasHayancs aBTomMaTuyecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuyecku] wn [[onyunts appec DNS-cepsepa

aBToOMaTM4ecKu], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.34).

Ceoicrea: Mpotokon Wtepreta sepcnn 4 (TCP/IPv4) @g

Ofwme ANETEPHATUBHAA KOHDMT YPaLMA |

MapaMeTpsl IP MOTYT HA3HAYATHCA SETOMATHHECKH, ECIH CETh
NOAAEMKMBAET STY BOSMOKHOCTS. B MPOTUBHOM Clyu4ae NapamMeTpsl
IP MOKHO NONY-MTb ¥ CETESOr0 AOMHHWCTPATOPa.

| (@ Mony-uTe IP-aapec aBTOMaTUHECHA I

(7 Micnonb30BaTh cneayrowwil IP-agpec:

IP-aapec:
Marka noaceTH:

DCHOBHOA WNHDE:

| (@) Mony4uTe aapec DNS-Cepsepa SETOMATHHECKH I

Mcnonb3oBaTe cneayowre anpeca DNS-cepeepos:

MpeanoqunTasmei DNS-cepeep:

ANETENHATHEHEIA DNS-CepEep:

MoATEEpAWTE NEPaMETPbI NPH BolXoae T ———,

Puc. 5.34

Ecnu nsHavanbHo IP-agpec Bawewmy MK 6bin 3agaH Bpy4dHylo, Torga BbibepuTe MyHKT
[Ucnonb3oBatb cnepywowmn IP-agpec] v 3anonHute Heobxogumble nond (CcM. nyHkT 5.1

AaHHoro PykoBofcTtea), nocrie Yero HaxxmuTe kHorky [OK] ansa Bcex oTKpbIThiX OkoH (Puc. 5.35).
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Croiictsa: Mpotokon MurepHera sepcun 4 (TCP/IPvd) @Iﬂ

Ofiwme

MapamMeTpel IP MOryT HASHAYATLEA SETOMATHHECKH, S0 CETh
NoAAEPHHMBEET 3TY BOSMOXKHOCTE, B NPOTMBHOM CNyyae NapamMeTpel
IP MOMHO NONYYMTL ¥ CETEB0M0 AAMAHWUCTPATOPA.

() Mony4uTe IP-aapec aBTOMATHHECKH

@ Wcnonb3osaTh cnenyrowmi IP-agpec: I

IP-anpec: 192,188, 0 . 20
Macka noaceTu: 255 .255.255. 0

OCHOBHON LWMKO3: 192.168. 0 . 1

Monyquts anpec DNS-cepsepa aBTOMaTHHECKK

@) Wcnone30BaTe CNEAYoWMe aapeca DNS-CEDBEDOB:I
MpeanounTaemsIi DNS-cepeep: 192,188, 0 . 1

ANETEpHETHEHENI DNS-cepeep:

D MoaTBEEpAMTL NEPEMETPEI MNP BbIXOAE [lononHUTENLHD

[ Ok J[ OTMeHa ]

Puc. 5.35

5.7. TpoBepka npaBUNBLHOCTM HACTpPoOeK Mnoakno4vyeHusa IP-kamepbl K
NIoKanbHOM ceTun

Ons  KOHTpONsi npaBUMbHOCTM CETEBbIX HACTPOEK Kamepbl M KOMMbTepa HYXHO
NoAKMYNTLCS K Kamepe Yepes 6payaep Internet Explorer.

3anyctute 6paysep Internet Explorer. [na atoro Haxmute lMyck — Bce lMpoepammbi v
BblGepuTe cTpoky [Internet Explorer].

Beeaute B agpecHonm cTpoke |IP-agpec, nNpUCBOEHHBLIN Kamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.36).

-.—_-JEHQ1
a@ @ http://192.168.0.99/ P~a4X @ Mycran crpanmua x ﬁ ﬁ fé}

-

Puc. 5.36

Mpun NpaBunbHbIX HACTPOMKaX OTKPOETCA MEHI0 aBTopusauuun. [Ins aBTopmusauun BBeauTe
nmsA Nonb3oBaTensa u naposb, nocne yero Haxmvute [OK] (Puc. 5.37).
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BHUMAHMUE!

Mms nonb3osaTtens no ymonyaxuto: admin. Maponb no ymonyaxumio: admin.

[Ans exoaa Ha cepeep 192.168.0.99 no aapecy N120 H.264 Wireless IP
Camera HyxHbl MMA MONL3083TENA W NAPONL.

Mpeaynpexaenue: Cepeep Tpebyer nepeaaun nmexn
naponsa uepes neb (6yaer
NpoBepKa NOATMHHOCTH).

) l admin J
| l i ssses }
("] 3anomHuTE yueTHbIE AaHHbIE

Puc. 5.37

Mpy NpaBMNbHO BBLINOJSTHEHHLIX AENCTBUAX Bbl cMoXeTe 3anTu B BebG-uHTepdenc yepes

Gpaysep v yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.38).

LB ({8 htp//192168.099/ O~ B¢ X |1Y19216809

" BE\VARD N120 H.264 Wireless IP Camera
7‘7“77 ~x [ﬂpocnorp1 Hacrponkn

(000 O | 20130326 1211451 | (@ —a—) [© ©)

COPYRIGHT © 2013, Beward R&D Co., Lid. ALL RIGHTS RESERVED.

Puc. 5.38

NMPUMEYAHUE!
B cnyyae HeynoayHOro COeAUHEHUs C KaMepoW MpoBepbTe MPaBWUMbHOCTb MOAKIIOYEHUS] K MPOBOAHOM
CeTu, BEPHUTEChb B HAa4arno AaHHOW rMaBbl U NOBTOPUTE HAcTPoOIiky. B cnyyae HeobxoamumocTu obpatuTech

K CUCTEMHOMY aAMUHUCTPpaTopy Bawen ceTu.
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NnmaBa 6. HacTtpouka 6ecnpoBogHoro Wi-Fi coeguHeHus

6.1. O6wme cBeaeHusi o 6ecnpoBogHom Wi-Fi nogkntoyeHum IP-kamepbl N120
[nsa toro utobbl IP-kamepa BEWARD N120 pa6otana B Bawen 6ecnposogHon Wi-Fi cetn
COBMECTHO C Bawwumu komnbroTepamu, HoyTOykamy u apyrum obopyaoBaHueMm, Heobxoanmo
BKMNOUNTb IP-kamepy B ceTb B COOTBETCTBMM C TEKYLLMMU HACTpoOWMKamMu gaHHOW GecnpoBOLHOM
ceTu. MNoaknoyeHne MOXHO BbIMOSNTHUTL CreayrWwmnMmn cnocobamu:
o [logkniounte IP-kamepy, wucnonb3ys TexHonormwo WPS, «koTopas nossondeTr
aBTOMATMYECKM NONYyYnTb AaHHble, Tpebyemble cuctemon 3awmuTbl 6eCnpoBOAHON CETU

(Mpwn ycnoBuu, 4TO CeTb ABNAETCH 3aLLUULLLEHHON).

BHUMAHUE!
HacTtpovika IP-kamepbl ¢ nomoLubio pyHkumMm WPS BO3MOXHA TOMbKO MpK YCAOBUKU, YTO MapLupyTu3aTop,

K koTopomy Bbl xoTuTe nogkntountbes no Wi-Fi coeanHennto, nogaepxuBaeT aHHY0 YHKUMIO.

o [logkntountcsa k kamepe 6e3 ncnonb3oBanus TexHonorum WPS. [Ina storo HeobxogmMmo
CHa4yana onpegenuTb HacTponkn Tpebyemoro Wi-Fi coegmuHeHns npu nomowu:
MEHI0 HacTpoek Balwlero mapwpyTtunsatopa (CM. MHCTPYKLUMIO NO 3KcnnyaTauun Bawero
MapLupyTM3aTopa) unuM npu nNomoLiM Apyroro obopynoBaHusi, NOOKMIOYEHHOTO K HEeMy

(Hanpumep, HOyTOYKA).

6.2. Noaknro4yeHne kK 6ecnpoBoaHon Wi-Fi cetn ¢ nomouwbio WPS
Cnocobbl nogkntoveHusa k 6ecnposogHon Wi-Fi cetn ¢ nomowbto WPS MOXHO yCnoOBHO
pasgennTb Ha ABa Tuna:

e Cnocob HacTponku, Npn KOTOPOM HeobxoanMo caenaTtb COOTBETCTBYHOLLUME U3MEHEHUS
B BeO-mHTepdpence IP-kamepbl, a Takke B Beb-uHTepdenice Toro Wi-Fi
MapLupyTM3aTopa, K KoTopoMy Bbl cobrpaeTechb NogKNIOYNUTLCS.

e Cnocob HacTponkm GecrnpoBOAHOrO COEOMHEHMS, MPU KOTOPOM HET HeobXxoaumMocTu
3axoauTb B Beb-mHTepdenc Wi-Fi yCTponCcTB, a OCTaTOMHO BCEro Nulb NooYepenHo
HaxaTtb kHonkn WPS Ha kopnycax Wi-Fi ycTponcTs.

O6a cnocoba nogkntoveHnsa 6onee NogpobHO ONUCaHbI HUXE.

6.2.1 MNogkniovyeHne ¢ ucnonb3oBaHuem Beb-uHTepdenca IP-kamepsbl
Monyunte poctyn k BebG-uHTepdency IP-kamepbl nobbiM 13 cnocoboB NPOBOAHOMO
CcoefMHeHUs, onNucaHHbIX B NyHKTe 5.3 gaHHoro PykoBoacTea.

B oTkpbiBLIEMCA OKHE BBeAMTe UMS nonb3oBartens u naporns (Puc. 6.1).
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BHUMAHMUE!
Mms nonb3osaTtens no ymonyaxuto: admin. Maponb no ymonyaxumio: admin.

[ns exoaa Ha cepsep 192.168.0.99 no agpecy N120 H.264 Wireless IP
Camera HyXHbl MMA NONBL30BATENA U NAPONb.

Mpeaynpexaenue: Cepeep Tpebyer nepeaaun MMeHN NONLIOB2TENA 1
napons yepes neb Hoe coeal (Gyaer obbiunas

NPOoBEpPKa NOANMHHOCTH),

¥ [

Puc. 6.1

Mocne ycnewHon aBTopusaumm B Gpaysepe nosiBUTCA rnaBHoe MeHto Beb-uHTepdenca IP-
Kamepbl. Haxmnte B 9TOM MeHI0 KHOMKy Hacmpouku - X (Puc. 6.2).

m— " e

£~ B¢ X ||1Y192168.099

& @ Y http://192.168.099/

N120 H.264 Wireless IP Camera

I'npocnotp ] HacTpoikmn

" BE\WARD
A X

| & —e— [© @)

| 2013-03-26 12:14:51

COPYRIGHT © 2013, Beward R&D Co., Lid. ALL RIGHTS RESERVED.

Puc. 6.2

BKItoyeHua pyHkumm WPS B

3aTtem nepengute B MeHto Cemb — OcHogHble - WPS. [Ins
NYHKTHI,

AaHHOM MeHl BblGepuTe onuuio «Bknwo4veHo», nocrne 4Yero CTaHyT [OCTYMHbI

nokasaHHble Ha PucyHke 6.3.
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-

BE\VARD N120 H.264 Wireless IP Camera
‘ X TCP/IP T PPPOE T wi-Fi [ WPS
WUudropMaumna
CucreMHble WLAN
= Cetb WPS BrnwyeHo |Z|
MAC-agpec
[lonoAuuTensbHble
IP-agpec
MpocmoTp
BoCnpon3BeleHue MeTon @ PBC © PIN
CobbiTHe OBHapy#eHHsle BECnpoBOAHLIE CETH
ESSID CHrHAT Pexmm
MOAKAKYATECS ] [ OTKNHOUUTS ] [ OGHOEMTE
COPYRIGHT & 2013, Beward RED Co., Ltd. Bee npaca saummens.
Puc. 6.3

Mone [OOHapyXeHHble OecnpoBoAHble ceTU| npegHasHayeHo AN OToOpaXxeHus

[AOCTYMHbIX K NOAKMIOYEHMI0 6eCcnpoBOAHbIX CETEN C BKMOYEeHHON dyHKumen WPS.,

BHUMAHUE!

BecnpoBogHble cetn ¢ yHkumen WPS oTobpaxaloTcs B OaHHOM Mofie TONbKO TOrda, Korga Ha
MapLipyTu3aTope BKYeHa AaHHas YHKLUNA U HAXOAUTCS B JaHHbI MOMEHT B aKTMBHOM cocTosiHumn! Ha
HEKOTOpPbIX MOZEensiXx MapLipyTU3aTopoB akTnBHoe coctosHne WPS anutca 2 muHyThl. [logpobGHoe
onucaHue pabotbl yHKUUn WPS ans Bawero mapLupytvMsaTopa OOSPKHO HaxXo4MTbCs B npuriaraemon K

HeMy WHCTPYKLUW..

B nyHkTe meHio [MeToa] Ans Beibopa AOCTYNHbI ABa METOAA HACTPOMKMN:

[PBC]: ato cnocob HacTtpomnkm 6ecnpoBogHoro coeaumHeHuss 4depe3d WPS nytem
nooyepeaHoro Haxatums kHornkn WPS Ha oboux yctpounctBax. [locne HaxaTtusi KHOMKK
HeobxoQuMO noJoXaaTb HEKOTOpOe BpeMs, NOoKa 3aBepLuMTcs npouecc nepenaydv
HaCTPOeK Mexay MapwpyTtusatopom u IP-kamepon. Kak npasuno, y 6onbimHcTea Wi-Fi
YCTPOUCTB C nogaepxkon TexHonormm WPS npouefypa nepefadm u npuMeHeHuUs
CeTeBbIX HACTPOEK ANNTCHA MPUMEPHO 2 MUHYTHI.

[PIN]: gaHHbIi cnocob® oTnuyaeTtca oT cnocoba [PBC] Tem, 4TtOo Onsi HacCTpOWMKm
©ecnpoBogHoro coeguHeHust Heobxogmmo BBecTu PIN-kog, creHepupoBaHHbIn |P-
KamepoKn, B COOTBETCTBYKOLME HacTporkn WPS Ha maplpytusatope, MNOocrne 4ero
HacTporikn 6ecnpoBoAHOro coeauHeHus 6yayT nepenaHsl He ntobomy Wi-Fi yCcTponcTBy
c nogaepxkon WPS, a Tonbko Bawen IP-kamepe, Ha kotopon 6bin creHepuposaH PIN-

kod. PIN-kof oToGpaxkaeTcst B HEGOMbLLIOM Mosie PsAoM C MOMOXEeHUEM NepekroyaTtens
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[PIN]. Ons co3gaHus HoBoro PIN-koga ucnonb3ynte kHornky [HoBbin PIN-koa] (Puc
6.3).

NMPUMEYAHUE!
MNpy 3anycke npouecca noucka W HacTPOWKM noakmoveHus IP-kamepbl MHAOMKATOP MUTaHMSA Kamepbl

MuraeTt (bVIOJ'IeTOBbIM LUBETOM.

BHUMAHUE!

MoppobHoe onucaHue BBoga PIN-koga Ans KOHKpPETHOW Mogenu MapLipyTtu3aTtopa B pamMkax AaHHOro
PykoBoacTBa He paccmaTtpuBaeTcsl, Tak Kak npeanoriaraeTcsi, YTO OHO OMUCAHO B WHCTPYKUUWU K
MapLlpyTMsaTopy. Takas WHCTPYKUMSI MOXeT HaxoouTbCsl Ha calte npousBoguTtens Bawero

MapLpyTmusaTtopa unnm natn B ero Komnnekraumu.

Ecnn BbiOpaH meTog HacTporkum [PBC], TO Ona ycCTaHOBKM COeOMHEHUst cnegyet
BbINONHUTL CreayoLme LWwaru:

War 1: skntounte hyHKumio WPS Ha Bawem maplipytmnsaTope B akTUBHOE cocTosiHMe. [1ns
3TOro ecTb ABa crnocoba:

o  ®dusmyeckn Haxatb kHonky WPS Ha kopnyce Bawero mapLupyTtusartopa.

e HaxaTb KHOMKy B HacTpovikax Beb-nHTepderica Bawero mapwpyTtunsaropa.

Bbibop cnocoba BKITHOYEHUA aKTMBHOIO cocTosiHuss WPS He umeeT 3HadveHus. [locne
BbINOSIHEHWNST AAHHOrO LWara ANUTEenbHOCTb akTUBHOro coctosHua WPS 6ygeT npogosmkaTbCa
OrpaHNYEHHbI MPOMEXYTOK BpemMeHu, n Bam HeobGxoammo OyaneT 3a 9TO BpemMs BbIMOMHUTL
ocTanbHble warn (06bI4HO Ha 3TO OTBOAUTCH AOCTAaTOMHO BPEMEHU — OKOSO 2-X MUHYT).

War 2: Haxmute kHorky [O6HOBUTBL] B MeHI HacTpoek kamepbl Cemb — OCHOBHbIE —
WPS, 3atem goxagutech nosieneHus B cnucke Bawen 6ecnpoBogHon cetn (Puc. 6.4).

LWar 3: Bbibepute B cnuncke Bawy 6GecnpoBoaHyto ceTb, B A4aHHOM npumepe 310 BEWARD.

War 4: HaxmuTe kHonky [[MoaknouuTbCA], Nocne 4ero Ha 3KpaHe MOSABUTCH OKHO C

OXngaHuem HacTpownku nogknodeHus (Puc.6.4).

-
2} http://192.168.0.99/progress.htm - Internet Explorer, optimized for Bi.. L =1 éj

|“‘J http://192.168.0.99/ progress.htm D|

-

MomanyiicTa, nogowauTe

Puc 6.4

LWar 5: nogoxauTte oKono ABYX MUHYT AN 3aBepLUEeHUs onepauumn HacTPOMKN.
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Mocne BbinonHeHus Wara 1 nosasuTca OkHO, oToBpaxatowee xo4 noakntoyeHus (Puc 6.4).

MNoka AaHHOE OKHO OTKPbITO, MEeXAy MapLupyTu3aTopoM W IP-kamepon npoucxoguT yCTaHOBKa
6ecnpoBogHOro coeanHeHus. B cnyyae ycnewHoro 3aBepLUeHWs HacTPOMKN COEAUHEHNS B OKHE
nosBMTCA Hagnucb Buaa: Connecting to AP(BEWARD)...success! (Puc 6.5). B ckobkax ykasaHo
UM MapLupyTusaTopa (TOYKM [OCTyna), K KOTOPOMY MpOM3OLWNO MNOAKMYeHne, B AaHHOM

npumepe ato BEWARD.

.
/& http://192168.0.99/progress.htm - Windaws Internet Explorer = et e

‘:é'_; http://192.168.0.99/progress.htm ‘ ] ‘

Connecting to AP(BEWARD)...

3aKpuiTh

@ WMHTEpHET | 3aLLMLLIEHHEIR DEKUM: BbIKA, fa v H100% -

Puc 6.5

Ecnv nogknioyeHve npongeT HeydayHo, TO MO OKOHYaHWW onepauuu B AaHHOM OKHe
nosisutca Hagnuce: Fail! (Puc 6.6). B aTom cny4ae nonpobynte NOBTOPHO MPOBECTU HACTPOWKY,

npegBapuTeNbHO 3aKpbIB OKHO 00 oLwmnoke.

/& hitp://192.168.0.99/progress.htm - Windows Internet Explorer = i

|£_‘ http://192.168.0.99/progress.htm |E|

3aKkphITE

@ WMIHTEPHET | 33LUMLLIEHHBIA PEKNM: BBIKN. fa v ®100%

Puc 6.6
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[na NOBTOPHOW HaCTPOMKM NOBTOpUTE Larn gns nogknioveHms metogom [PBC] (c 1 no 5).

Ecnn no kakum-tTo npuymHam Bam He ypaeTca HacTpouTb GecrnpoBoAHOE coeauHEeHUe,

obpaTuTech 3a NoMoLLbIO K Baluemy cucteMHOMY aaMUHUCTpaTopYy.

Ecnu BbI6paH meTog HacTponku [PIN], To AN yCTaHOBKW coeQUHEHWs cneayeT BbiNONHUTb
cnegyoLime waru:

LWar 1: creHepupyiite u 3anomHmte PIN-kog ¢ IP-kamepbl, npy HEOGXOANMMOCTM 3anuLINTe
ero unun ckonupymnTe.

War 2. 3angute B BeOG-uHTepdenc mapwpyTtmsatopa (ToukuM [OCTyna) UM Ha
cooTBeTCTBYOWeEN cTpaHuue Hactpoek (WPS) Beeamte PIN-kog IP-kamepbl B none PIN-kon
KnueHTa (CM. pyKOBOACTBO MOMb3oBaTens Ansa maplpyrtusaropa).

War 3: HaxXmuTe B 3TOM >XE€ MEHI0 MapLpyTusatopa COOTBETCTBYHOLLYIO KHOMKY Anis
3anycka HacTponkn WPS (cMm. pyKoBOACTBO NONb3oBaTenNs Ans MapLlpyTtm3aTtopa).

War 4: Haxmute kHonky [OBGHOBUTBL] B MeHIO HacTpoek kamepbl Cemb — OCHOBHbIE —
WPS 1 goxgutechb nosiBfneHnsa B cnucke Bawwen 6ecnposogHon cetun (Puc. 6.3).

LWar 5: BbiGepute B cnucke Bawy 6ecnpoBogHyto ceTb, B AaHHOM npumepe ato BEWARD
(Puc. 6.3).

War 6: HaxmuTe kHOMky [MMoAknYUTBLCA], NOcne 4Yero Ha 3KpaHe MNOSABUTCH OKHO C
OXMAaHMeM HaCTPOWMKM NOOKIIOYEHUS.

War 7: oxugante 3aBepLUeHUs onepauun HaCTPOMKU NPUONU3NTENBHO B TeYEHWe ABYX
MUHYT.

Ecnu Bbl npaBunbHo BBenu PIN-koA, onepauunsa nogknoyeHns NnpormaeT YCneLwHo, U B OKHe
oXugaHus MOAKITIOYEHNS IP-kamepbl MnosIBUTCS Hagnucb  Buaa: Connecting to
AP(BEWARD)...success! (Puc 6.5). Ecnu kamepe He ygactcs yCTaHOBUTb COEANHEHNE C TOYKON
AocTyna, TO B AaHHOM OKHe nosBuTca Hagnuck: Fail! (Puc 6.6), B TakoM cnyyae nonpobyinTe
nosTopuTh Warmn (¢ 1 no 7) gna nogkntoyeHns metogom [PIN]. Ecnv Bam He ygaetca HacTpouTb
becnpoBogHOe coedvHeHwe, TO obpatutecb 3a nomowpbld K Bawemy cuctemHomy

agMUHUCTpAaTopy.

BHUMAHUE!
MoppobHasa HacTporika yHkuum WPS Ons KOHKPETHOM MOAEeNnu MapLupyTu3aTopa B pamkax AaHHOro

PyKOBOD,CTBa HE paccMaTpuBaeTCd N O0JKHa ObITb ONUcaHa B MHCTPYKUUN K MapLLUPpYyTU3aTopy.

6.2.2 NMogknioyeHne 6e3 ucnonb3oBaHNA Beb-uHTepdenca IP-kamepsbl
TexHonorns WPS nossonseTt Takke OCyLLeCTBUTbL NOAKIoYeHne K becnposogHon cetn 6e3
HeoOX0ANMOCTN [OOMNOSIHUTENBbHON HACTPOKVkM |IP-kamepbl unuv Maplipytmsatopa udepes Beb-

nHTepdeiic. Monb3oBaTento HeobxoanMo HaxaTb kHonmku WPS nooyepeaHo Ha MapLupyTusatope
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n Ha IP-kamepe B TeYeHue OTBELAEeHHOro Ans 3TOro BpeMEHHOro MHTepBana, KOTopbli COCTaBnsAeT

NPUMEPHO 2 MUHYTHI.

[na ocywecTBneHns HacTponkm GecnpoBOAHOrO coeanHeHus 6e3 MCnonb3oBaHusS BeO-
WMHTepenca BuINOMHUTE cneayloLme warn:

War 1: HaxmuTe kHonky [WPS] Ha IP-kamepe (KHOMka HaxoguTCA Ha 3adHEen CTOpPOHe
kopnyca).

LWar 2: B Te4eHne ABYX MUHYT HaxxmuTe kHonky [WPS] Ha maplipyTtusaTope.

LWar 3: oxngante 3aBepLUEHUS HACTPOWKN NPUGNN3NTENBHO B TEYEHUE OBYX MUHYT.

NMPUMEYAHUE!
Mpu 3anycke npouecca MouMCKka M HaCTPOMKU noaknioveHus IP-kamepbl MHAWKATOP NUTAHUA Kamepsbl

Muraet (bl/lOJ'IGTOBbIM LBETOM.

War 4: npoeepbTe AOCTYNHOCTb KaMepbl NoO 6eCI'IpOBO,EI,HOMy coeanHEHUIO.

6.2.3. NpoBepka goctynHoctu IP-kamepbl

lMocne 3aBeplieHus npoueaypbl noakntodeHus |IP-kamepbl K ©GecnpoBOAHOM  CETU
HeobxoauMO onpefenuTb KOPPEKTHOCTb NoAKMYeHus. Mpy NpaBuIibHO BbIMOSTHEHHbIX LUarax u
noaaepxkn TexHonornn UPNP kamepa gomkHa ObiTb AocTynHa B «CeTeBOM okpyxeHun» B OC
Windows unu ¢ nomousto MO «BEWARD IP Installer» (cm. nyHkT 5.3 gaHHoro PykoBoacTsa).

Ecnu xe nogaepxka TexHonorun UPnP Ha IP-kamepe oTknoyeHa, To HeobxoamMmo y3HaTb
IP-agpec kamepbl, KOTOPbIA MapLlpyTu3aTop HasHauun IP-kamepe no 6ecnpoBogHOMY CeTEBOMY
noaknoyeHuto. [na aToro nogkniumte kamepy npyv noMoLM nNpoBoAHoro coeguHeHust LAN n
nocmoTtpute |IP-agpec kamepbl ans 6ecnpoBogHoro coegmMHeHust B MeHio: Cemb - OCHOBHbIe -
Wi-Fi (Puc 6.7). Janee Heobxoammo 3anTh Ha Kamepy Mo ykasaHHomy IP-agpecy. Npouenypa
nony4yeHms gocrtyna K Beb-vHTepderncy kamepbl NogpobHO pacnucaHa B NyHKTe 5.3 gaHHoro
PykoBoactBa.

Ecnu Bce HacTpowikn caenaHbl BepHO, TO Bbl cMOXeTe nony4ntb JOCTYN K BEG-nHTEpdency

IP-kamepsbl no IP-agpecy 6ecnpoBogHOro CoeanHEHUS.
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BC\VARD N120 H.264 Wireless IP Camera
A X (eee | WS )

WUudopmaymn

CucremMHbie Wi-Fi
v Cerb Wi-Fi BrnroyeHo E]

OcCHOBHbBIE MAC-anpe

LNononuurensvubie —_—

fMpocmorp

Bocnpou3ssegexnne

CobbiTne
ASUS good

v Beward RD good

BpysHyio | [ OBHoswTs |

COPYRIGHT © 2013, Beward R&D Co., Ltd. Bee npssa saumuiensi.

Puc 6.7
Ha atom HacTtporika ©GecnpoBogHoro Wi-Fi coegmHeHnss yepes WPS ansa IP-kamepsbl

3aBeplueHa.

6.3. Nopgknro4yeHne kK 6ecnpoBoagHon Wi-Fi cetn 6e3 ncnonbsosanuma WPS

Ha cerogHAwHWMA feHb GONbLUMHCTBO MapLupyTM3aTopoB C nopaepxkon Wi-Fi Ttakke
noaaepxunBatoT n TexHonornto WPS, HO HECMOTPS Ha 3TO MHOTME MapLlpyTM3aTopbl HE UMEIDT
AaHHOM byHKuMK. B aTOM cnyyae Heobxoaumo CHavana onpeaenutb HacTponkn GecnpoBOAHON
cetn. Onpegenutb HacTporku 6ecnposoagHoro Wi-Fi nogkntoveHnss MOXXHO ABYyMS cnocobamu:

e 3antn u4epe3 Beb-mHTEpdENC B MeHK HacTpoek Bawero maplwpytmnsatopa w
onpeaennTb HaCTPOWMKM CETEBOro MOAKIIOYEHMS MapLUpyTM3aTopa (CM. MHCTPYKUMIO MO
akcnnyataumm Bawero mapwpyTtusartopa).

e Onpepenutb HacTtpovikm Wi-Fi nogkniodeHus npyv nomowm Apyroro obopyaoBaHus,
NOAKMIOYEHHOro K MapLupyTusatopy (Hanpumep, HoyToyka).

Hwxe npuBeaeH npumep onpeaeneHnss HactTpoek Tpebyemorn 6ecnpoBOgHON CeTH, a TaKkkKe

pacCcMOTPEH MeToA HacTponkn GecnpoBogHOro noaxntoyeHnsa Bawen IP-kamepbi.

6.3.1. OnpepeneHue Tekywmx HacTpoek Wi-Fi cetn ana OC Windows 7

NMPUMEYAHUE!
OnucaHne ycTaHOBKM M HacTpowiku coeanHeHus ansg Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumanbHas. HasBaHue NyHKTOB MEHIO U HEKOTOPbIX (PYHKLMI MOXeT oTnuyaTbcs oT Bawen Bepcumn

Windows, oagHako anropntm npuBefeHHbIX JeNCTBUI SBNAETCH YHUBEPCArbHbIM.
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NMPUMEYAHMUE!

Ecnn HacTtponkn 6ecnpoBogHon ceTu Bam m3BecTHbl, Toraa Bbl MoXeTe nponycTUTb AaHHbLIA MYHKT

WHCTPYKLUUK U nepenamn K nyHKTy 6.3.2 gaHHoro PykosoacTtea.

PaccmoTpum npouecc onpeaenenns Hactpoek 6ecnpoeogHon Wi-Fi cetm ¢ nomouybto

NOAKMOYEHHOTO K HeW HoyTOYyKa.

[ns onpegeneHuns Tekywmux HacTpoek 6ecnposogHon Wi-Fi cetn HoyTOyka oTkmouMTe OT

Hero kabenb Ethernet n nogknounTteck k Bawen 6ecnposogHon Wi-Fi ceTn.

Mocne noakntoyeHus Kk Wi-Fi cetn Haxmute lMyck — lNaHens ynpaeneHus (Puc. 6.8).

@ Internet Explorer N
@ Skype 3
ﬂ Bnokrot 3
@ DVR Server

m BRSController

m BEWARD IP Visor

m BEWARD Player

L Coyen

Microsoft Office Excel 2007 3

)
D CryxBe kamnorenTos

> Beenporpams

BEWARD

Hokymentel

Wrpor

Komnbrotep

MaHens ynpasneHus
YcrpoiicTaa u npuHTEpbI
Mporpammsi no ymoauanmio

Crpaska u noggepsia

‘ Hatmu npozpawmmbi u gadas 0 | | 3asepiLueHme paboTel E
73 ™ e
A > b
PO A

Puc. 6.8

B OTKpbIBWUEMCA OMarioroBOM OKHe Bbl6epI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apnad] B pasgene [CeTb u UHTepHeT] (Puc. 6.9).

=|H » Nanens ynpaenerns »
HacTpoiika NapaMeTpoE KOMNbIOTEPa

CucTema M Be30MacHoOCTs
MNpoBepKa COCTOAHMA KOMNBIOTERS

ApXMENDOBEHME A3HHBIX KOMIBIOTEP
Meownck n ncnpaenexne npobiem

||'|§0(MDTp COCTOAHWA CETH W 3343y, I

Beifop napamerpos gomaluHed rpynnel n obilero
ADCTYNA K AaHHbIM

OBopyAoBaHWE W 3BYK
MpocrmoTp yCTPoRCTE M NPUHTEPOE
[JoBasnenne ycTpoiicTea

Mporpammel

¥aanenue nporpamme

Puc. 6.9

- Mouck & nasenu ynpaaneHus
Mpocaetp: Kateropua =

YueTHble 3aMMcK NOAL3OBATENEH K

CeMeMH...

'@ﬂ.uéasnenme W YAANEHNE YHETHBIX 33nMcei
nonesosatenei

f@ ¥CTaHOBKS POAWTENBCKOMO KOHTPOMA ANA BCEX
nonksoeaTenei

OdopmaeHKe W NepcoHanvsaumna
Mzmenenne Temer

Wzmenenue dona pabouere crona
Hacrpoiika paspeluenun 3kpada

Yacel, A3BIK U PernoH

CheHa packnagki KnasuaTypel MK Jpyrine
cnocoBoe BBO4a

Vismenenue asoika nntepdeiica

CneumnansHble BOSMOXHOCTH
Pexomengyembie Windows napamerpel
OnTumnzauns nzoBpaxkeHns Ha 3KpaHe
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B oTkpbiBLUEMCA OKHE HaxxmuTe [BecnpoBoaHoe ceTeBoe coeauHeHue] (Puc. 6.10).

@@v '-'.,: <« Cete n VIHTepHer » LleHTp yNpaBneHna CETRMKM W 0BLLMM A0CTYNOM v || [ouck & naHeAU yNPaeneHuR

Manens ynpasneqma -

e MpocMOTP OCHOBHLIX CBEAEHUA O CETH M HACTPOWKE NOAKAUEHWA

| ' Mpecmotp nonHoi KapTel
WzmeHenune napameTpos @-ﬁ 5

e COMPUTER BEWARD Whreprer
M3meHuTs gonNoAHUTENBHBIE (3T0T KoMNBHOTER)

napameTpel obLErD 40CTyNa MpocmoTp aKTHEHENX CETEl MoakntoueHne waw oTKAKUEHNE

% BEWARD Tun goctyna: nTepHer
Patouan cets MoaknroueHua: -1# BecnpoecaHoe
CETEBOE COEQMHEHME
(BEWARD)

MsmeneHne ceTesbix NnapameTpos

ﬁ- Hactpoiika HeBOro NogKNOYEHUA WK CETH
-

Hactpoiika GecnposogHoro, WUMpoKONONOCHOD, MogemHore, npamoro wan VPN-nogknmodenna
WM 3Ke HACTPOMKa MapLUPYTUIaToOPa UK TOUKKM JOCTYNE.

‘s. MoaknounTeea K CeTH

MogkntoueHne naw NOBTopHOE NoAKS k Becnposog) 'y, NPOECA Y, MOA
CETEBOMY COEIMHEHUHD AW nogkntoyerne Kk VPN,

Brifop aoMaluHed rpynnel v napamMeTpos cblere joctyna

focTyn k daiinam n NpUHTEPaM, PACNONOMKEHHBIM H3 APYTUX CETEBBIX KOMMBHOTEPAX, MM
W3MEHEHWE NAPAMETPOE 0BLLErD 4OCTYNa.

Cra, Taroke
BEpanamaysp Windows
JomaluHan rpynna @ ¥cTpanenue Henenagok

CeoicTea OGOBPEBETEJ'IR Anardoctuka u WCNPaBneHNE CETEEDIX I'IpOﬁ.ﬂEM WKW NoAy4YeHne CEEAEHNI b WCNPaBneHnn.

Puc. 6.10

NMPUMEYAHME!
Mpn HanNMuMn HECKOMNMbKUX CETEBbIX MOAKIYEHUI BblbepuTe BecnpoBOaHOE NOAKMOYEHME, K KOTOPOMY

nraHnpyeTcd NnoAKMYnNTb | P—Kamepy.

BHUMAHMUE!
Ecnu y Bac HeT Takoro nyHkTa mMeHo, ybeautech, 4to Baw HoyTOyk nogkntoveH k cetn Wi-Fi: oTknioumTe
ceTeBol kabenb OT HoyTOyka, Bkntounte agantep Wi-Fi, nocne 4yero AaHHbIA MYHKT MEHK [AOMKEH

NoABUTBLCA.

B oTkpbiBLIEMCS OKHe yka3aHo ums Bawen 6ecnposogHoun cetn [SSID]. 3anomHuTte nubo
3anuInMTe HasBaHWe ceTun, OHO MoHagobutca npu nogknoveHun kamepbl kK Wi-Fi cetn. Haxmute

kHonky [CBeaeHusn] (Puc. 6.11).
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ll Cocrontme - BecnpoBoaHoe ceTeBOR CoEgMHEHNE u

Ofiwme

MoaknodeHie

IPv4-noakmoYeHre: WHTepHeT
IPvE-TogKmoYeEHHE: Bes gocTyna k MHTepHeTy
CocToAHWE Cpeabl: MNoaknoYeHo
ssID wireless

ANUTENEHOCTE! 00:30:42

CKOPOCTL: 54,0 MBuT/c

KauecTeo curHana: ﬂﬂ!

AKTUBHOCTE

——  [MpuHaTo

i

805 509 770

[ |@'Cﬁcﬁcrﬁa ] ['@'Ommounm] [ AunarHocTisa ]

Puc. 6.11

B oTKpbIBLUEMCSI OKHE MOXHO YBMAETb MHAOPMaUMo O Tekylem 6ecnpoBogHOM CEeTEBOM

nogknoyeHun (Puc. 6.12).

CeeneHns O CETEEOM nmumm g

TpnonHuTenEHEIE CBEAEHMA O CETW:

CeoitcTBO 3HaueHue

OnpeasneHHeld anA no...

Oncanmne Intel{R} WiFi Link 1000
Pusnueckiil agpec 00-24-1D-57-45-30

DHCP sxniousr a

Macka noncem [Pvd 255.255.255.0

Aperga nonyseHa 12 areapa 2011 r. 3:20:21
Aperpga ucTexkaeT 12 pespana 2011 r. 2:20:20

rlnios no ymonuaniae 1P 192.168.0.
DHCP-cepeep [Pvd 1592.168.0.1

LONS-cepsep [Pvd 1352.168.0.1

WINS-cepsep IPv4

Cryxfa NetBIOS vepes... Oa

NowaneHeid IPvE-appec... feB0:3126:2820:8112:163%11
Wnto= mo ymonuar 1P

DMNS-cepeep IPvE

4 1

Puc. 6.12

3anuwmnte oTmeYveHHble Ha PucyHke 6.12 pnaHHble: [Agpec IPv4], [Macka noacetu IPv4],
[DNS-cepBep IPv4], [LLUnto3 no ymonyaHuio].

Tenepb Heobxogumo nogknountb IP-kamepy N120 k Bawewn 6ecnposogHon cetu. [MNpu
aToM kamepa N120 pomkHa ObiTb BkMoyMeHa B Bawy npoBoaHyl rokanbHyl ceTb AnS

nepBoOHa4YanbHOW HAaCTPOMKM.
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6.3.2. UameHeHune HacTpoek Wi-Fi coeanHeHusn IP-kamepbl Yepe3 Be6-uHTepdenc

Monyunte poctyn k Beb-mHTepdency IP-kamepbl nobbiM 13 cNocoboB, ONMUCaAHHLIX B

nyHkTe 5.3 ans npoeogHoro coeanHeHns B OC Windows 7.

B oTkpbIBLLEMCA OKHE BBEAUTE MMS Norib3oBaTend n naponb (Puc. 6.13).

BHUMAHMUE!

Mms nonb3oBaTtens no ymonyaxuto: admin. MNaponb no ymonyaxumio: admin.

oo e

[ns exoaa Ha cepeep 192.168.0.99 no agpecy N120 H.264 Wireless IP
Camera HyxHbI WMA NONL3083TENS W NAPONL.

Mpeaynp : Cepeep Tpebyer nepesaun MMeHN NONL3OE2TENA 1
napons yepes nebesonacHoe coegurerme (Byaer evinonmena obbiunas
NPoOBEpPKa NOANMHHOCTH).

w4 ::;:::2 |

1Tb YHETHBIE A2

Puc. 6.13

Mocne ycnelHoi aBTopusaummn Bl cMoxeTe yBuaeTh Yepes Be6-6paysep nsobpaxeHue ¢

Bawwen IP-kamepbl.

B Beb-uHTepdence kamepbl Haxmute kHonky [Hactpouku] Xy nepengute B MEHIO

Cemb — OcHogHbIe 1 BblbepuTe Bknaaky [Wi-Fi], npeaHasHavyeHHyo Ang HaCTPOWKN OCHOBHbIX

napameTpoB 6ecnpoBogHoro coeanHenus (Puc. 6.14).

BC\VARD

N120 H.264 Wireless IP Camera

A (X TcP/1P_| PPPoE [ Wi-Fi | WPs |

WHdopmaymn

Cucrermnes v
¥ Cern Wi-Fi OTknloYeHo

JononHWUTENnbHbIe

MpocmoTtp

BocnponssegeHue

Cobbitne

COPYRIGHT © 2013, Beward RAD Co., Lid. Bee npass saugmumene.
Puc. 6.14
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Ha paHHon cTtpaHuue B cTpoke [Wi-Fi] Bbibepute nonoxeHve [Bknwouutb]. Yepes

HEKOTOpOE BpeMs (HECKONbKO MMHYT) Kamepa BbIBEAET CNUCOK OOCTYMNHbIX 6ECNPOBOAHLIX CETEN.
Bbibepute cpeon HamgeHHbix 6GecnpoBogHbiX ceTen Bauwly, wWenkHyB no Hen neBow

KHonkon Mbiwwu (Puc. 6.15).

NMPUMEYAHUE!
Uto6bl HanTu Bawy ceTb B Tabnuue [OBHapyxeHHble 6ecnpoBoAHbIe ceTu], HanaguTe CTPOKY, And
KoTopoun 3HayeHue ctonbua [ESSID] coBnagaeTt ¢ 3anucaHHbIM Bamu 3HayeHvem [ESSID] (cMm. nyHKT

6.3.1 naHHoro PykoBoacTea).

BE\VARD N120 H.264 Wireless IP Camera
A X (Tco/ip | Prror [ WY Wes )
Uudopmaymn
CucremMHbie Wi-Fi

% Cetb Wi-Fi BKno4eHo E]

OcHoBHbIE

JlononuurensvHbie
Mpocmorp
Bocnpouszsegenune

CobbiTne

Beward RD good

Bpyuryo | | O6roswTs |

COPYRIGHT @ 2013, Beward R&D Co., Ltd. Bee npssa saupmuensi.

Puc. 6.15

Mocne atoro npeactonTt BbiGpaTh Cnocob HACTPOWMKM coeanHeHusa ¢ ceTbto. CyuiecTByeT
OBa BapmaHTa HaCTPOWKK CETU:

o ABTOMaTM4eCKuM - kHorka [MogknounTbes]

e PyuyHas HacTpomKa - kHonka [Bpy4Hyio]

Ecnmn B Bawen 6GecnpoBogHon cetu ectb DHCP-cepBep, KOTOpbii Ha3Ha4vaeT
AnHamnyeckue IP-agpeca yctponctBam B ceTu, TO Bbl MoxeTe BbibpaTb BapMaHT aBTOMaTU4EeCKON
HacTporkun Wi-Fi nogknmoyeHusa. Ona atoro Haxmute kHonky [MoaknouuTbeA], nocne 4ero
NOABUTCHA OKHO, NpuBeaeHHoe Ha PucyHKe 6.16.

Ecnu ceTb 3awmiieHa oT HECAHKUMOHMPOBAHHOMO MOAKMYEHUs, TO NoTpebyeTca BBECTU
Kntoy wncppoBaHus (napone) AaHHoW ceTn. BeeguTe knioy wndposaHua B none [Maponb], 3atem
NMOBTOPHO BBeAuTe TOT >Xe KoY wudpoBaHua B none [[oBTopHo] (Puc. 6.16). 3HayeHus

HacTpoek B nonax [AyteHtudpukauums] v [LUndpoBaHue] onpeaenstoTcd asToMaTUYECKU.
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' ™
(2 hitp://192.168.0.99/network_wireless_setting.htm?connect_1 - Internet Explor... E@g

‘ “‘J hittp://192.168.0.99/network_wireless_setting.htm?connect_1 2 |

MogknwueHne K CeTu

ESSID

PexuM @ KnuedT Ad Hoc

AyTeHTMDMKaLMSA
lWmndposaHue

Mapons

MoeTopHo

(64 HEX cvmeona wnu oT 8 go 63 ASCII cuMBonoe)

[ CoxpaHunTe ] [ OTMeHHTE

o

Puc. 6.16

[ns coxpaHeHWsl M3MEHEHMUI CeTeBbIX HACTPOeKk BecnpoBOAHOrO COEAVHEHUSI HAaXMUTE
kHonky [CoxpaHuTb]. Ecnv Bce HacTpoWku cpenaHbl NpaBUibHO, TO MOAKMYeHWe nponaet

yCnewHo, nocrne 4ero noABnUTCA OKHO, nNpmBeeHHOe Ha PucyHKe 6.17.

BCG\VARD N120 H.264 Wireless IP Camera
‘ <X.‘ TCP/IP Wi-Fi | wps |

Uudopmaumn

CucreMHbie Wi-Fi
v/ Cetp Wi-Fi Brn4eHo B

OcHoBHbIE MAC-an

[ononuurenvHbie
Mpocmorp

Bocnpousseaenmne

CobbiTne ESSID Curnan Pexym
[TASTS goed 1ib/g/n
v Beward RD good 1ib/g/n
BpyuHy0 ] [ 06HoBMTs ]
COPYRIGHT © 2013, Beward RA&D Co., Ltd. Bee npasa sauwmuenni.
Puc. 6.17

B naHHoM okHe B cTpoke [IP-agpec] ykasaH IP-agpec, npucBoeHHbln DHCP-cepsepom ang
GecnpoBoagHOro coeauHeHus kamepbl. Mcnonb3ya gaHHbii IP-agpec, Bbl cmoxeTe 3anWTu Ha
Kamepy 4yepe3 6ecnpoBogHOE CoegMHEHME.

Ecnn B Bawen 6ecnposogHon cetn HeT DHCP-cepBepa nnbo no KakMm-TO NpUYMHaM He
yOaeTcsl yCTaHOBUTbL COegMHEHME aBTOMATUYECKMM CNOCOOOM, ONMCaHHbIM Bbile, TO Bbl MoxeTe
ncrnomnb3oBaTb PYYHY HACTPOMKY OeCcnpoBOAHOrO MoAkmnoveHus. [Ong HaCTPONKM MOOKMHOYEHUs

BPYYHYIO Ha>XMuTe KHOMKY [Bpy4Hyto]. [NosiBuTca okHo, npuBeaeHHoe Ha PucyHke 6.18.
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(= hitp://192.168.0.99/netwark_wireless_setting.htm?manual_new - Internet Explarer, cpti...l =NRCS X

‘u} http://192.168.0.99/network_wireless_setting.htm?manual_new D|

MoaoxknwyeHne K CeTH

ESSID Beward
Pexim @ Knnenwt & Ad Hoc
AyTenTuduKalms WPAZ-PSK |z|
LindpoBaHue AES |Z|
Mapons TLITTITY]
MoeTopHo ssenenee
(64 HEX cumeona unum oT & go 63 ASCII cumeonoE)

7 MonyuwTe IP-agpec asToMaTUueckn (DHCP)
@ Mcnone30BaTe cneayrowmii IP-agpec

IP-agpec 192 . 168 . 0 . 99

Macka noaceTu 255 . 255 . 255 . O
OCHOBHOM LUMOZ 182 . 168 . 0 . 1

30BaTE Cnegyowue agpeca DNS-cepeepoB

192 . 168 . 0 . 1

o . o . 0o . O

CoxpaHuTe ] [ OTMEHWUTE

Puc. 6.18

Ha PucyHke 6.18 nokasaHbl nons, Kotopble OyaeT HeoOXOAMMO 3amnofHUTb BPYYHYHO.
BBeanTte B gaHHbIe Nons 3Ha4YeHMs, COOTBETCTBYOLME NapameTpam Bawen 6ecnpoBogHon cetu,
KoTopble Obinn onpeaeneHbl C NOMOLLbIO HOYTOYKa (CM. NyHKT 6.3.1 aaHHoro PykoBoacTea).

ESSID: BBeguTe umsi Bawen 6ecnpoBoaHoOn ceTu.

[AyTeHTudukaumsa]: Bbibepute TUN ayTeHTUdukaumm B Bawewn cetn. [Ona 6Gonblien
©e3onacHoCTN pekoMmeHayeTcs BblbupaTe TUN ayTeHTudukauun WPA2 npn ycnosumn nogaepkku
CO CTOPOHbI MapLupyTusartopa.

[WndpoBaHue]: Boibepute TN WNdPOBaHUA, KOTOPLIN Ucnonb3yetcd B Bawen cetwu.
Onpepensetca aBToMatu4ecky, HO AOCTYNEH A8 UBMEHEHUSA U NPU HEOBXOANMOCTU MOXET ObITb
N3MEHeH norib3oBaTeNnem Ha Apyroe 3HayeHue.

Maponb: Ecnu ceTb 3alyumuleHa OT HeCaHKLUMOHMPOBAHHOMO MOAKITIYEHMS, TO NoTpebyeTcs
BBECTM KNIOY LWKngpoBaHnsa (naponb) AaHHOM ceTu. BeeguTe knoy wudpoBaHus B none
[Maponb], 3aTem NOBTOPHO BBEAUTE TOT Xe KNtod WwudposaHus B none [MoBTopHo] (Puc. 6.18).

IP-appec: BBeanTe 3HayYeHMe U3 TOM Xe NnoaceTn, YTo 1 3HayveHune IP-agpeca, 3anvcaHHoe
Bamu B nyHkTe 6.3.1 gaHHOro PykoBOACTBa, HO OTNUYaIOLLIENCA OT HEro 1 Apyrux agpecos B CETU.

Macka nogceTw: BBeAuTE 3HA4YEHME MACKN NOACETMW.

OCHOBHOWM WNO3: BBEANTE 3HAYEHNE OCHOBHOTO LUMO3a.

Mpepnountaembin DNS-cepBep: BBeanTe 3HaueHne DNS-cepBepa.
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[ns coxpaHeHUss U3MeHeHW ceTeBbIX HAcTpoek GecrnpoBOAHOIO COEAMHEHWUS HaXMuTe
KHONKy [CoXpaHuTb].

B nosiBuBuemcsa okHe Heobxoaumo HaxaTtb kHonky [OK] (Puc. 6.19).

' R’
Coobwerune ¢ seB-cTpaHuUb ﬁ

I ke HacTpofikn yonewHo W3MeHeHsI

—

Puc. 6.19

Mogoxante HekoTopoe Bpemsa (okono 30 cek.) And NpMMEHEHN HOBbIX HACTPOEK Kamepbl
N 3aBepLleHnss npouecca noakmnoyeHns no GecnpoBogHOMY coefuHeHuto. locne 3aBeplueHust
HacTpovikn BecnpoBogHOro coeanHeHus B cTpoke [IP-appec], kak nokasaHo Ha PucyHke 6.18,
OOoImKeH nosiBuTbca TOT IP-agpec, koTopbin Bbl HasHauimnu kamepe ana 6GecnpoBogHoOro

coeIHeHus.

6.3.3. NMpoBepka npaBunbHocTn HacTpoek Wi-Fi coeanHeHuns IP-kamepbl

[ns koHTpons npaBWNbHOCTM CETEBLIX HacTpoek ©OecnpoBogHoro Wi-Fi nogkntoueHus
Kamepbl U KOMMbIOTEPA HY)XXHO MOOKIIOUUTBCHA K Kamepe 4depes Gpaysep Internet Explorer. Ons
atoro Haxmute [llyck — Bce lpozpamMmbl v HaxxmuTe CTpoky [Internet Explorer]. Beegute B
agpecHon ctpoke IP-agpec, npucBoeHHbI kamepe ans 6ecnposogHoro Wi-Fi coeanHerns (Puc.
6.20).

BHUMAHUE!
Ona npoBepkn 6ecnposogHoro Wi-Fi coeanHeHuns BBeaute B Gpaysepe IP-agpec, ykaszaHHbIN B MyHKTE

6.3.2 gaHHoro PykoBogcTaa.

-
6'\5)‘@ hitp://192.168.0.99/ £+ 3 X || @ riycran crparua ok L

-

Puc. 6.20
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Besegute nmsa nonb3oBatens v naposnb, nocne yero Haxvute [OK] (Puc. 6.21).

BHUMAHUE!

Mms nonb3oBaTtens no ymonyaxuto: admin. Maponb no ymonyaxumio: admin.

[Ans exoaa Ha cepeep 192.168.0.99 no aapecy N120 H.264 Wireless IP
Camera HyxHbl WM MONL30BATENA W NAPONL.

Mpeaynpexaenue: Cepsep Tpebyer nepea;
napons yepes neb (6yaer

nMmenn

NpoBepKa NOATMHHOCTH).

W

admin

[ 3anomHMTL yueTHbIE AaHHbIE

Puc. 6.21

Mpy NpaBUNbHO BbLINOMHEHHbLIX AENCTBUSIX Bbl cmoxeTe yBuaeTb 4vepe3 BebO-Gpaysep

n3obpaxeHue ¢ Bawewn IP-kamepsl (Puc. 6.22).

£~ 20X ||1119216809 x ! hoxn

U0 W hitp://192168099/

N120 H.264 Wireless IP Camera

[npocnorp ] HacTpoikmn

| & —e— [© @)

l 2013-03-26 12:14:51

COPYRIGHT © 2013, Beward R&D Co., Lid. ALL RIGHTS RESERVED.

Puc. 6.22

Ha aTomM HacTpoika ceTeBoro noAkmntoveHnss kamepbl K ©GecnposogHon cetn Wi-Fi

3aBepLleHa.
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MnaBa 7. Noakno4veHue IP-kamepbl K cetn UHTEepHeT

7.1. O6wume cBegeHUA o noagkno4veHun IP-kamepbl kK ceTu UHTepHeT

Mpn yctaHoBke |IP-kamepbl N120 B kBapTMpe, KOTTemKe unn oduce, obblvHO TpebyeTca
UMeTb K HeN AOCTYyN He TOMbKO U3 foKanbHOM CeTW TOro MW UHOr0 MOMELLEHUS, HO U U3 ceTu
NHTepHeT.

B aTtom cnyyae gna ogHoBpeMeHHoW paboTbl KOMMbIOTEPOB, HOYTOYKOB, IP-kamep wu
apyroro obopygosaHus B ceTn VIHTepHeT, Yalle Bcero, ncnonb3dyeTtca mapwpyTtusartop. Npu aTom
ans nogkntodenHnsa no Wi-Fi tpebyeTtcs, 4tobbl MapLupyTMsaTtop umen nogaepxky 6ecnpoBogHoro
NMHTepdenca.

Mpn opraHuMsaumm poctyna K IP-Bugeokamepam U3 ceTu VIHTepHeT, Kak npasuno,
ncnonbe3yTca criegylolne Tpu BapuaHTa:

e liMeeTcs BblAeneHHbI NpoBanvgepoM BHewWwHun ctatudeckuin IP-agpec unu PPPoE-

coeauHeHue. lMpn atom, gaHHbin |IP-agpec (nnn PPPoOE-coeanHeHne) mucnonb3yeTcs
AN NOAKIYEHMA TONbKO OAHOW |P-kamepbl U HE MOXET ObiTb Ha3Ha4eH eLle KakoMmy-
nnMbo yCTPONCTBY.

e liMeeTcs BblAENEHHbIN NpoBangepoM BHELWHWA cTaTtudeckun [IP-agpec, KOTOpbIN
NCcnonb3yeTcs Ans NoAakniyeHus K cetn IHTepHeT oomnCHOM NN JOMaLLHEN NTOKanbHON
CeTU, K KOTOPOWN, B CBOK o4epenpb, NiaHUpyeTcsa NOAKNIYUTL OAHY MK HecKonbko |P-
kKamep. [Npy TakoM MNOAKMOYEHUUM WUCNONb3yeTcs MaplipyTtudatop. lMpu aTomM ymucno
NoAKMYaeMbIX Kamep 3aBWCUT, B OCHOBHOM, OT KONU4YecTBa MNepeHasHavYaeMbix
MapLLpyTU3aTOPOM MOPTOB.

o [lpoBangep He BbloenseT BHeWHWW ctaTudeckun IP-agpec. |P-agpec HasHavaeTcs
npoBangepomM OUHAMUYECKM, TO €CTb TaK, YTO MpU KaK4OM HOBOM MOOKNHOYEHUN 3TOT
agpec npuceamBaeTcs 3aHOBO U MU3MeHdAeTca B npouecce paboTtbl (Takas cutyauus
ocobeHHO xapakTtepHa npu paboTte 4depe3 ADSL n GPRS). B atom cniyyae, 4To6bl
obecneunTb BO3MOXHOCTb MOLKIOMEHNA OOHOW WM HECKOSMbKMX KaMep K ceTu
MHTepHeT, BHe 3aBUCMMOCTN OT TOro, kakon IP-agpec BbiaeneH npoBangepom B AaHHbLIN
MOMEHT,  HeobXxoguMMO  3a4encTBOBaTb  MHTEPHET-CRyXObl, paboTawwme ¢
OVWHaMUYECKUMU agpecamu.

[anee, 3T BapuaHTbl opraHu3aumm poctyna kK IP-kamepam u3 cetm WHTepHeT OyayT

paccMoTpeHbl nogpobHee.
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7.2. Topknw4yeHne npu cTaTU4ecKoM BHewHem |P-agpece unu PPPoOE-

coeAVHEHUN

7.2.1. Ucnonb3oBaHune ctaTtuyeckoro IP-agpeca

Ona nopgknioveHns IP-kamepbl k cetn MHTepHET HeobGXOoAMMO M3MEHUTb ee CceTeBble
napamMeTpbl B COOTBETCTBUM C JaHHbIMUW, NONyYEeHHbIMKU OT NpoBangepa. Kak npasuno, nposangep
npegocTtaBnsieT cnegywowme ceteBble HacTporiku: IP-agpec (B AaHHOM cnydae, CTaTUYECKWi),
Macka nogcetn, CeteBon wnto3 u agpec DNS-cepsepa.

Ona nonydeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckoMy IP-agpecy
Heo6xo4UMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkniounte IP-kamepy Hanpsimyto kK Bawewmy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.5

AaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTPOWMKaMu, npegocTaBneHHbiMn Bawmm MHTepHeT-

npoBangepom (Puc. 7.1).

N120 H.264 Wireless IP Camera

‘.’ X W‘I PPPoE ] Wi-Fi ] WPS }

WMHdopMaymA

CHCTEMHBbIE MpoTokon WHTepHeTa Bepcuu 4 (TCP/IPv4)

¥ CeTb MAC-appec
@ NonyuwuTtb IP-agpec aeTomaTuecku (DHCP)
AononHuTenbHbie i
@ WcnonbzoeaTb cnegyowmin IP-agpec
nMpocMoTp
Bocnpomssenenme IP-agpec 80 . 65 23 173
CobmiTne Macka noaceTu 255 . 255 255 252
OCHOBHO# W03 80 . 65 23 174
@ WcrnonbzoBaTe cnefyiowue agpeca DNS-cepsepos
DNS-cepeep 1 80 . 65 20 1
DNS-cepeep 2 80 . 65 16 1

HTTP

@

55

o
K

HTTP-nopT @ 80 C (1124 ~

COXpaHWUTb ] [ OTMEHUTB

COPYRIGHT @ 2013, Beward RED Co., Ltd. Bce npaea zaupmumens.

Puc. 7.1
War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetn Ethernet.
Ecnu Bce napameTpbl yKasaHbl BEPHO, kKaMepa JoSbkHa ObITb 4OCTYNHA B ceTu VIHTepHeT.
B npuBegeHHOM npumMepe nposanaep npegocTasun criegyrowme gaHHble:
IP-agpec: 80.65.23.173
Macka noacetu: 255.255.255.252
OcHoBHow wnto3: 80.65.23.174
DNS-cepsBep 1: 80.65.20.1
DNS-cepBep 2: 80.65.16.1
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B obwem cnyyae, anga obpaweHus K IP-kamepe vepes ceTb MIHTEpHET B agpeCcHON CTpPokKe
OGpaysepa BBOAMTCA cneaywowmi 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepsbl,
<Port> — 3HayeHne HTTP-nopTa. Tak kak B JaHHOM npumepe uchnonb3yetca 3HadeHne HTTP-
nopta, 3agaHHoe no ymon4yaHuio («80»), TO, 4YTOOLI ObBpaTuTbCA K IP-kamepe uyepes ceTb

NHTepHeT, Heobxoammo HabpaTb 3anpoc «http://80.65.23.173».

NMPUMEYAHMUE!
Mpn nogknioveHMn K kamepe 4Yepe3d HTTP-nopT, 3agaHHbI MO YMON4YaHMIO (3Ha4veHue paBHO «80»),

3anpoc B agpecHoun cTpoke 6pay3sepa umeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.

7.2.2. Ucnonb3oBaHue PPPoE-coeaguHeHuns

MHTepHeT-npoBangep He Bceraa MoxeT obecrneuntb NOOKIOMEHUE Mo ctatuyeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT pgoctyn K cetu WHTepHeT 4yepe3s PPPoE-
coegvHeHune. B aTom cniyyae, oH npegocTaBnsieT aboHEHTY UMA Nonb3oBaTens 1 Naponb.

IP-kamepa N120 nopaepxunBaet PPPOE, n pns ero wucnonb3oBaHWs HeobXoaMmo
BbIMOMHUTE cnegyloLlme waru:

War 1: nogkniounte IP-kamepy k Bawuen nokaneHon cetn nnm Hanpsmyto K MK (cm. Maey 5).

War 2: Boiiaute B MeHio PPPOE-HacTpoek IP-kamepbli: HACTPOUKU X. - cemb -
OcHogHble — PPPOE.
War 3: B TekcToBbIX Nonsax [[lonb3oBartens], [[laponb] BBeanTe 3Ha4YeHUs!, NOyYEHHbLIE

oT VIHTepHeT-npoBanaepa (Puc. 7.2).

N120 H.264 Wireless IP Camera
" x TCP/IP r PPPoE T Wi-Fi ] WPS ]
Wudropmaunn
CucTeMHble PPPoE
% Catb PPPOE @ Bun © OTen

[lononHUTENbHbIE

Monsb3oBaTenb userpppoe
MpocmMoTp

Maponb sesesssee
BocnpouzBefieHue
CobbiThe MoeTopuTe napono sesscenee

@ Monyuute agpec DNS-cepeepa asToMaTMYeCcKn

2 WMcnonbsosate cnegyowwe agpeca DNS-cepeepos

CoXpaHnTb ] [ OTMEHMTD
COPYRIGHT @ 2013, Beward RED Co., Ltd. Bee npasa saumumess.
Puc. 7.2

LWar 4: Anga npuHATUA U3MEHEHU HaXXMUTEe KHOMNKY [COXpaHUTb].
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BHUMAHMUE!

s npuMeHeHNs ceTeBbIX NapamMeTpoB TpebyeTcsa nepesarpyska ycTpoicTaa.

War 5: nogkntouunte IP-kamepy K BolaeneHHon cetu Ethernet.

BHUMAHMUE!
Mocne nogkntoveHus IP-kamephl Kk BblaeneHHon cetn Ethernet oHa 6ygeTt goctynHa B ceTu VIHTEpHeET nopg,

IP-agpecom, NpMCBOEHHbBIM e Balwimm npoBargepom n otobpaxxkaemMbiM B none [IP-agpec] (cm. Puc. 7.2).

NMPUMEYAHUE!
Onsa ynoberea, IP-agpec kamepsbl, Nog KOTOPbIM OHa AOCTYMNHa B ceTu VIHTepHEeT, MOXeT ObiTb co0obLLeH
Ha ykasaHHbIi Bamun agpec anekTtpoHHon nouTthbl (byHKUMA «IP-yBegomneHue). [ina HacTponkn gaHHON

onuum, noxanyicTa, obpatTutecb k PykoBoACTBY Mo akcniyaTauum.

Ona obpaweHns k |IP-kamepe 4epe3 ceTb VHTepHeT, B agpecHon CTpoke Opaysepa
BBOAUTCA criegytowmnn 3anpoc: http://<IP>:<Port>/,— rge <IP> — IP-agpec kamepsbl, Ha3Ha4YeHHbIN
Bawwum nposangepom npu yctaHosneHun PPPoE-coeanHeHus, <Port> — 3HadyeHne HTTP-nopTta

(no ymonyaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpun nogkntoyeHun k kamepe vYepe3 HTTP-NopT, 3agaHHbIN N0 ymonyaHuio (3HavyeHue pasHo 80), 3anpoc

B agpecHow cTpoke 6paysepa umeet Bua: http://<IP>, rge <IP> — |IP-agpec kamepbl.

7.3. MopkntoyeHne 4epes cetb WUHTepHeT K IP-kamepam, Haxoaswumcs B
noKanbHOM ceTu

Ecnn goctyn B ceTb MIHTEpHET ocyllecTBnsdeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus NokanbHOW CeTU UCMOoNb3yeTcs MapLupyTmusaTop.

BHUMAHUE!

[ns vcnonb3oBaHMs AaHHOrO MeToda MNOAKMioYeHus Heobxoaumo 3apaHee npuobpectu y Bauwero
npoBaingepa MYBJIMYHLIA CTATUYECKUW |P-agpec. MMpoBaigep npeaocTaBnsieT, kak npaBurno,
ONHAMWYECKNI BHYTPEHHWW IP-agpec, KOTOpbI [JOCTYNEH TOMbKO B MOACETM nposainaepa.

|_|03TOMy YTOYHUTE TUN UCNOJIb3yeMOro Bamn IP-appeca 3apaHee.

Ana Toro yTobbl nogknounTbes K IP-kamepe n3 cetn UHTepHeT, Hapgo obpatuTtbea no IP-
agpecy, BblgaHHOMY npoBanaepoM («BHeWHU» IP-agpec maplupytudatopa), U K onpeaeneHHoMy
HTTP-nopTty.
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BHUMAHMUE!

|_|pVI o6pau.|,eva| n3 cetun V‘HTepHeT ana BCeX KaMep, HaxogAwWMXcA B OHOW JiOKanbHOM ceTw,

cyllecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBaigepom). MoaTomy Ans gocTyna K 3TUM Kamepam

Heobxo4MMO KaXaoN Ha3Ha4YUTb CBOM rPynMbl MOPTOB.

[na aToro TpebyeTcs BbINONHUTL CneayoLmne 4eNCTBUSA:

e V3amMeHUTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBMM C HACTpPOMKaMU, NPUHATLIMU
B Bawen nokanbHon cetn (cM. nyHKT 5.5 Ons npoBOOHOrO MOAKMOYEHMST KaMmep K
rIOKanbHOW ceTn).

e HacTpouTb yHKUMIO nepeHanpasneHns nopToB. [aHHas QyHKUMA no3BonseT
nepeHanpaenaTbe obpaweHns u3 cetn WIHTepHeT K Kakomy-nnbo yCTPOWCTBY,
NOAKMIOYEHHOMY K JlokanbHOW ceTu, ¢ BHewHero WAN-uHTepdenca maplipytmnsaTtopa
Ha ero BHyTpeHHUN LAN-uHTepdenc wu obecneunmBaeTca npPakKTUYECKn JHoObIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn aTOoM cywecTByeT ABa crnocoba HaCTPOMKM MapLipyTmM3auumn (nepeHanpasneHus

nopToB):

¢ Vcnonb3oBaHue TexHonorm UPnP Ha mapLlupyTusatope n kamepe.

e PyyHaa ycTaHOBKa napamMeTpoB MepeHanpasBrneHns MnopToB Ha MapLupyTusatope Wt

kamepe.
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7.3.1. Ucnonb3oBaHue TexHonorum UPnP

MycTb TpebyeTcsa obecneunTb JocTyn n3 cetn MHTepHeT K ogHon IP-kamepe. Cuntaem, 4To
NOAKMIYEeHNe MaplpyTmsatopa K JiokanbHOM cetn u ceTn WHTepHeT yxe YCTaHOBIMEHO.
MapLpyTunsatop nmeeT crnegyrowmm nybnmyHbin ctatudecknin IP-agpec, BolgaHHbIA NpoBangepom
Ana nogknoyveHna k cetn MHtepHeT: 77.108.73.169:

e Pa3spewnTb ncnonb3oBaHue U HacTponutb yHKLMM UPNP Baluero mapLupytmusatopa.

BHUMAHMUE!
He Bce mogenu mapLupyTMsaTopoB nogaepxusatot dyHkumio UPNP ana nepeagpecaumm noptos LAN- 1
WAN-uHTepdencos. Ecnm Baw mapwpyTtusatop He nogaepXxuBaeT OaHHY OyHKUMIO, TO OH Tpebyet

OOMNOSHUTENBbHOW HACTPOWKK (CM. NYHKT 7.3.2).

e PaspelwnTb Ucnonb3oBaHUe N HacTpouTb dyHkumio UPNP IP-kamepbl.

Ytobbl HacTpontb yHKUMIO UPNP IP-kamepbl BbINONHUTE crieayowme OENCTBUS:

War 1: nporante B MEHIO HACTPOUKU "X — Cems — QononHumenbHbie — UPNP.
LWar 2: yctaHoBWUTE ranoyky HanpoTMB CTPOkKM [PaspewnTb nepeagpecauuio noptoB]
(Puc. 7.3).

JCA\VARD N120 H.264 Wireless IP Camera

ﬁ X RTSP r uPnP 1 Bonjour T DDNS ]

WNHdopmauna
CucteMHbie upPnpP
® Cetb UPRP @ Bun © Otin

OcuosHble PazpeluvTb Nepeajpecaluni NopTos
o

HTTP-noptr © 80 @ 10000 (1124 ~ 65534)
rNpocMoTp

SSL-mopt @ 443 © (1124 ~ 65534)
BD[I’IPGH]EIEHEHHE
Cobbitne RTSP-nopt © 554 @ 10001 (1124 ~ 65534)

CoXpaHuTE ] I OTMEHHUTE
COPYRIGHT @ 2013, Beward R&D Co., Ltd. Bce npasa saugnmense.
\
Puc. 7.3

War 3: BBeaute B none [HTTP-nopT] 3HayeHne nopta HTTP ana gaHHoW kamepbl npu
pocTyne K Hen u3 cetn NHTepHeT. Hanpumep, nycTtb B kadyectBe HTTP-nopta Aons goctyna U3 cetu
WHTepHeT ncnoneadyetca nopt 10000. MNpu Takmx HacTpomrkax, 4Tobbl obpaTntbcsa K IP-kamepe B
nokanbHoW ceTn, ucnonbdyetcs nopt 80, a npu 3anpoce notoka vepe3 ceTb MHTepHeT Gyaer

ucnone3soBaTbcda nopt 10000.
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War 4: Beegute B none [RTSP-nopT] 3HayeHne nopta RTSP gna gaHHOM Kamepbl npu

[ocCTyne K Hen n3 cetn VIHTepHer.

LWar 5: Ans npuMeHeHnst HacTPoeK HaXXMuUTe KHOMNKy [CoxpaHuTb|.

BHUMAHUE!

[ns npyMeHeHns ceTeBbIX NapameTpoB TpebyeTcs nepesarpyska yCTponcTea.

BHUMAHUE!
3HaveHuns npu nepeagpecaumn COOTBETCTBYIOLLMX NOPTOB Ha IP-kamepe n Ha mapLupyTusaTope OOMKHbI

ObITb OAMNHAKOBbIMU.

Tenepb, 4TOObI NONY4YMTb AOCTYN K Kamepe M3 ceTn MIHTepHeT, Hago obpaTuTbCsa K Hel no
IP-agpecy, BblgaHHOMY NpoBangepoMm («BHeWwHUNy» IP-agpec mapwpyTtmsaTtopa), 1 HadHa4eHHOMY
en nopty HTTP.

B paccmotpeHHOM npumepe |IP-agpec mapupytmnsaTtopa — 77.108.73.169. HTTP-noprT,
Ha3Ha4eHHbIN Kamepe ans nepeagpecaumn, — 10000. 3HauunT, ana obpalleHns K Kamepe n3 cetu
NHTepHeT Heobxoanumo B agpecHom CTpoOKe Opaysepa HabpaTb 3anpoc:
http://77.108.73.169:10000/.

Takum xxe 06pa3oM MOXeT OblTb HACTPOEHO HECKOSbKO Kamep, Hago NuvLb ANst KaXO0W 13

HUX 3adaTb CBOWU, YHUKallbHble 3Ha4YeHNA NOPTOB.

7.3.2. HacTpowka pyuyHou nepeagpecaumm NOpToB MapLUpyTU3artopa.

Ecnn Baw mapwpytmnsatop He nogaepxusaet TexHonormioo UPnP, nubo gaHHas onums
paboTaeT HEKOPPEKTHO, Toraa HeobX0AMMO HaCcTPOUTL Nepeagpecauuio NOPTOB BPYYHYIO.

PaccmoTpum 3agady nogkntodeHnsa IP-kamepbl K cetu  VIHTEpHET C  NOMOLLbIO
mMapuwpyTtumsatopa TP-Link TL-WR2543ND (HacTporika 60nblnHCTBA (DYHKLUMIA MapLLpyTU3aTopoB
pasfiMyHbIX MOAENEN BbIMOMHAETCH CXOXUM 06pa3om).

Cuntaem, 4TO NOOKIOYEHME MapLupyTM3aTopa K NoKanbHOW ceTn n cetn VHTepHeT yxe
HacTpoeHo. MapuwpyTusaTop UMeeT cnegyowmi nybnmyHeln ctatudecknin IP-agpec, BblAaHHbIN
NHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusaropa): 77.108.73.169.

JlokanbHasa ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYTpeHHU» |IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
mMapwpyTtmsaTopa), «192.168.1.199» — IP-agpec «kamepbl. [Ona HacTpoWkM umCNoMnb3yem
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOWN NOKaNbHOW CETMW.

Ana nogknioveHus IP-kamepbl kK cetn WHTepHeT TpebyeTca HasHauuMTb NOPThl, Yepe3

KoTopble ByaeT oCyLecTBNATLCS BHELLUHUI JOCTYMN K ee HaCcTPOWKaM 1 BUAEONOTOKY. B nokanbHowm
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CeTW 3TU NMOPTbl MO YMONYaHUI UMEKDT crieaytowime 3HadeHus: HTTP-nopT — «80», RTSP-nopT —

554.

BHUMAHUE!

anI O6paL1J,eHVIVI n3 cetun VlHTepHeT ana BCEeX KaMep, HaxogduwuxcAa B OHOW JiOKanbHOM ceTw,

cyllecTByeT Tonbko oauH IP-agpec (BblgaHHbI npoBaigepom). MoaTomy Ans gocTyna K 3TM Kamepam

HeobXxoQMMO KaXKaoW Ha3Ha4YUTb CBOMU rpynnbl NOPTOB.

ﬂ,J'IFI N3MEHEHNA NOPTOB |P-KaMepr BbIMOJIHUTE CreaywLuine DencTBuS:

BHUMAHUE!

HTTP-nopTbl Kamep MOXHO MNepeHanpaBnATb C MOMOLLbI BUPTyarbHOro cepsepa, ogHako RTSP-nopThl

OOJMKHbI ObITb Pa3HbIMU Yy BCEX Kamep M TpaHcnmMpoBaTbCcs «MopT B nopT»! COOTBETCTBEHHO, AN BCEX

Kamep Heobxoaumo 3afaTb pas3nuyHble 3HavyeHns RTSP-noprta.

War 1: oTkpouTe pasgen meHio HACTPOWKU X _ cems - HononHumenbHbie —

RTSP.

War 2: eeegute B none [RTSP-nopt] HoBoe 3HayeHue nopta RTSP, otnuuHoe oOT

3Ha4yeHus no ymon4yaHuto. Hanpumep, nyctb B kadyectBe RTSP-nopta ucnonedyetca nopt 3001

(Puc. 7.4).
N
BG\VARD N120 H.264 Wireless IP Camera
|LHK| RTSP '[ upnP | Bonjour | DDNS |
HHdropMmaunn
CucTemHble OcHoBHbIE
¥ CeTb RTP-nopt 1200 | (1124 ~ 65435) ~ 7999 (1223 ~ 65534)
OcHoBHbIe RTSP-nopT ) 554 @ 3001 (1124 ~ 65534)
Mpocmotp
MNapameTpoi npodgmna
BocnponzseaeHme
HaseaHue Profile1 [~ |
Cobbitne
Npodune video.prol ABTOpM3aLMA OTKHIOHEHOE
MynbTMKacT
CraTyc OTkAOYeHO E
Npodmne multi.prol
IP-agpec 228.0.0.1
MopT Bugeo @ Asro © (1124 ~ 65534)
MopT ayavo @ Asto © (1124 ~ 65534)
TTL 15 (1 to 255)
CoxpaHuTs ] [ OTMEHHTE
COPYRIGHT © 2013, Beward R&D Co., Ltd. Bee npasa saupmenn.
Puc. 7.4
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LWar 3: ana npyMeHeHnst HacTpoek HaxxmuTe KHorky [CoxpaHuTb).

Takum obGpasom, NopThl ANA AOCTyNa K AaHHOW KaMepe BHYTPWU NoKanbHOW ceTu byayT:
HTTP-nopt — «80», RTSP-nopTt — «3001».
[nsa BTopon kamepbl MOXHO BblbpaTbe nopT HTTP — «80» n nopt RTSP — 3002.

Kamepa HacTpoeHa. OcTanocb NpaBunibHO HACTPOUTbL MapLLpPYTMU3aTOP.

Ona HacTpoMKu maplupyTusaTopa BbINONHUTE cneaylolme AeNcTBuA:

War 1: BeBegute B agpecHon cTpoke Opaysepa |IP-agpec maplipytmusatopa (B Halem

npumepe — «192.168.1.1»). B nosiBUBLLEMCA OKHE aBTOpM3auun BBEAUTE NOMMH 1M naponb. [ocne

yAay4yHou aBTopM3aLmumn OTKPOETCS OCHOBHAasi CTPaHuLa HacTpoek MaplipyTtusaTopa (Puc. 7.5).

TP-LINK’

Status
Quick Setup
WPS

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network

Firmware Version:
Wireless

DHCP
USB Settings

Hardware Version:

3.13.27 Build 121207 Rel.61955n
WR2543ND v1 00000000

Forwarding
Soctily MAC Address:

P: | |

arental Control IP Address:
Access Control
Subnet Mask:
Advanced Routing

Bandwidth Control

90-F6-52-75-BD-62
192.168.1.1
255.255.255.0

IP & MAC Binding
Dynamic DNS

Wireless

Wireless Radio:

System Tools Name (SSID):

LWar 2: BbibepuTe NyHKT MEHHO

HaxkmuTe kHonky [Add New] (Puc.7.6).

TP-LINK’

Status
Quick Setup
WPS

Enable

TP-LINK

Puc. 7.5

Forwarding — Virtual Servers. B nosiBuBwemcs MeHo

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network
ID  Service Port
Wireless
DHCP

USB Settings
Forwarding

Internal Port

IP Address Protocol Status Modify

Virtual Servers
- Port Triggering
-DMZ
-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 7.6
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LWar 3: po6aBbTe npaBuna nepeHanpasneHnsa noptos Ansg IP-kamepsl (Puc. 7.7). 3apante

creayloLme napameTpbi:
[Service Port]: ykaxute nopT, KoTopbld GyaeT Ucrnonb3oBaTbCs Ans A4OCTyNa K kamepe 13

cetn NHTepHer.

NMPUMEYAHUE!
Bo u3bexaHue KOHMNMKTOB He MWCMonb3ynTe Ans fnepeHanpaBfieHusi NMOPTOB 3aperMcTpuMpoBaHHbIE
3HayeHus. PekomeHaOyeTca MCNonb3oBaHMe MopToB AuvanasoHa 1124-7999. (3HayeHus noptoB ot 0 oo

1123 odmumanbHO 3aperncTpupoBaHbl MO PasriMyHbIe NPOTOKOIbI, CIYXXObl, MPUMIOXEHUS.)

[Internal Port]: ykaxuTte nopT, UCMOMb3yeMbl B JaHHbI MOMEHT AN A0CTYyna K Kamepe 13

noKarbHOW CeTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, Ana KOTOPOW HacTpanBaeTcs nepeHanpasneHne.

OcrtarnbHble NYHKTbl He TPebyT HAaCTPONKMW.

Hob6aebTe npasuno ans nopta HTTP (Puc. 7.7).

- S 450M Wireless N Gigabit Router
TP-LINK Mool No. TLWR2543HD

Status
WPS
Network
WecEas Service Port: 81 (XX-XX or XX)
DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199
Forwarding Protocol: All -
- Virtual Servers Status: Enabled ».
- Port Triggering
-omz Common Service Port: --Select One— v
-UPnP
Security
Parental Control [ Save ] [ Back ]
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 7.7

LWar 4: HaxmnTe kHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Mpasuno gobaeneHo (Puc.

7.8):
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TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwarding

Virtual Servers
- Port Triggering
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

mapLupyTusartopa v T.4.

TP-LINK'

Status

Quick Setup
WPS
Network
Wireless
DHCP

USB Settings
Forwarding

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
[ AddNew.. | [ EnableAll | [ Disable Al | [ Delete Al |
Puc. 7.8

LWar 5: Tem e cnocobom gobasbTe NpaBuno ans nopta RTSP (Puc. 7.9):

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers

ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 All Enabled Modify Delete
2 3001 3001 192.168.1.199 All Enabled Modify Delete

[ AddNew.. | [ EnableAll | [ Disable All | [ Delete Al |

Puc. 7.9

Ans ocTtanbHbIX kamep (Puc.7.10).

OOMKHbI BbITb pa3HbIMK Yy BCEX Kamep Y TpaHCnnpoBaTtbes «nopT B nopT»! Hanpumep, nopt 3001 kamepsbl

Ne1 TtpaHcnupyetca B nopTt 3001 wmapwpyTtusatopa, nopt 3002 kamepbl Ne2 — B nopt 3002

LWar 6: ecnu Bbl ucnonb3yete HECKONbKO kamep, To Bam Heo6xogmMmo noBTOpUTL warm 2-5
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Status

Quick Setup

WwPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

System Tools

en nopty HTTP.

450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Virtual Servers

ID Service Port Internal Port 1P Address Protocol  Status  Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
2 3001 3001 192.168.1.199 Al Enabled Modify Delete
3 82 80 192.168.1.210 Al Enabled Modify Delete
4 3002 3002 192.168.1.210 Al Enabled  Modify Delete
[ AddNew.. | [ EnapleAl | [ Disable Al | [ Delete Al |

Puc.7.10

HacTpoiika MapLupyTusaTopa 3aBepLueHa.

Tenepb, YTOObI nonyynTb OOCTYN K Kamepe 13 cetun MHTepHeT, Haao 06paTI/ITbCF| K Hen no

IP-agpecy, BblgaHHOMY nNpoBangepom («BHewWwHUn» IP-agpec maplupytmusatopa), U Ha3Ha4YeHHOMY

B paccmoTtpeHHoM npumepe |IP-agpec mapwpyTtusdatopa — «77.108.73.169». HTTP-nopr,
Ha3Ha4YeHHbIN kamepe Ans nepeagpecaumn,— «81». 3HauuT, Ansa obpalleHnsa K Kkamepe 13 cetu

MHTepHeT HeobGxoamMMo B agpecHon cTpoke 6pay3epa Habpatb 3anpoc: http://77.108.73.169:81/.
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7.4. NMpumep noaknoveHns Yyepes cetb MHTepHeT ¢ ucnonb3oBaHnem DDNS

7.4.1. Obwme cBegeHUsA O NogknovYeHUn vyepe3 UHTepHeT ¢ ncnonb3oBaHuem DDNS

B cnyyae ecnu IP-agpec BblgaeTcs KOMNbIOTEPY Ha onpefesnieHHoe Bpems (Yalle Bcero
NULWb Ha OOMH CeaHC CBA3M), TakoW agpec HasbiBalOT AuMHamMuyeckum. B GonblimvHCTBE cryvaes
NHTepHeT-npoBangepbl NpefocTaBnAlnT nonb3oBaTtenam anHammyeckne IP-agpeca. OgHako ans
TOro, YTobbl MOXHO ObINIO 06paTUTLCA K 060PYAOBaAHUIO U3 CETU VIHTEpHET B Nto6OM MOMEHT, OHO
OOIMKHO MMETb MOCTOSHHBLIN U OUKCUPOBaHHbINM agpec. C aTon npobrnemMon nerko cnpasnsieTcs
cnyx6a Dynamic DNS (DDNS).

Cepeuc Dynamic DNS npepoctaBndetr Bam BO3MOXHOCTL caenatb |P-kamepsbl
nerkogocTynHbiMn un3 cetn WHTepHeT, gaxe ecnv B Bawem pacnopspkeHum nocTOSHHO
MeHsLWMNCcs, anHammyeckni IP-agpec. BHewHwe nonb3osaTtenu Bcerga 6yayT umeTb JOCTYN K
obopynoBaHuio, 06paLasiCb K HEMY MO €ro AOMEHHOMY UMEHW.

B atom cnyvyae Bmecto TOro, 4tobbl obpawiatecsi K obopymosaHuio no IP-agpecy, Bbl
obpallaeTtech kK HEMy Mo JOMEHHOMY MMeHM BMaa: www.cameral.dyndns.org.

[lna 3TOro Hago 3aperncTpupoBaTbCHd Ha canTe npoBangepa cepeuca DDNS (Hanpumep,
www.dyndns.com), coobwmnTb oguH pa3 Tekywun IP-agpec obopynoBaHus 1 BbibpaTb AOMEHHOE
nMsi, N0 KOTOPOMY B AanbHenwem Bel 6yanTte obpawaTtbea K 060opyaoBaHmio.

Torga npu cMmeHe IP-agpeca unun npyu HOBOM MOAKIIOYEHMN K ceTU NHTEpHET YCTPOWCTBO
nony4yaeT OT MHTEPHET npoBanaepa HoBbil IP-agpec. OH obpabaTbiBaeTCsl BCTPOEHHBIM B KAMepy
MO, koTopoe oOpaulaetca Ha cant npoBavaepa DDNS ans Toro, 4toObl COOOLIUTL 3HAYEHME
Tekywero IP-agpeca. DDNS-npoBangep CcTaBUT B CcooTBeTcTBME  3ToMy  IP-agpecy
3aperncTpmpoBaHHoe Bamu paHee JOMEHHOE UMS.

Paccmotpum npumep pabotbl ¢ DDNS-npoBangepom http://www.dyndns.com, meTtoauka

pernctpaumm n pabotbl ¢ apyrummn noctaBwmkamm DDNS aHanormvHa pgaHHown. [na gocTtyna K
CEeTeBOMY pPecypcy C UCNONb30BaHNEM AOMEHHOIO UMEHW BbINOSIHUTE CrieayoLme Lwarm:
e 3aBeante cebe yyeTHywo 3anucb (Account) Ha cante www.dyndns.com ans
JanbHENLLEN perncTpaumm Ha cepBepe.
o Cospante Ha cante www.dyndns.com gomeHHoe nmsa (Hosthame) ans cBoero cepeepa.
Bbl MoxeTe BblbpaTb nwboe He3aHATOe B 9TOM [JOMEHe UWMs Ans  CBOEro
obopynoBaHus, Hanpumep, cameral84. COOTBETCTBEHHO MONyyYnuTe OOMEH TpeTbero
YPOBHSA ans cesoero obopygosaHma www.cameral84.dyndns.org.

e HacTtponte cooTBeTcTBYIOWMM 06pa3om 06opyaoBaHMeE.

7.4.2. Pernctpauus Ha cepBepe DynDNS

War 1: 3angute Ha cant www.dyndns.com, Ans cO30aHMS YYETHOM 3arucu Haxmute
cnpasa BBepxy [Sign In] n B BbinaBwem cnucke BblbepuTte cTpoky [Create an Account] (Puc.
7.11).
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DNS & Domains Email Services Performance & Security
( ' DynDNS.con

Why DynDNS.com? Services & Pricing Support Have an account?|

Username

Rock solid, scalable DNS that just WORKS —

Whether you are a home user, a small & medium bu or all the way up to ent -
we understand you are busy! Our tools are easy, yet Robust. Let us simplify your to do

= g Forgot Your P: rd?
with our proven services.

A P
6’ Free Domain Name ,‘&3 Start Your Company & Domain
Dynamic DNS service allows you to point a hostname to a dynamic or static IP Enter your new or current domain name to build a customized suite of world
address or URL. class DNS, Mail, Performance, and Security services.

to-use web interface with powerful expert tools.

in five da

Host your own v ome for free!

DVR, webcam from anywhere.

- | dyndns-free.com E| Add Add

Cor

Puc. 7.11

[anee Bbl aBTOMaTMYECKN NEpengeTe Ha CTpaHMLy co3gaHus y4eTHon 3anucu (Puc. 7.12).

DNS & Domsains. Email Services Performance & Sscurty
( Dyn DN S_.com

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

Leai Username:
Already Registered?
Lost Password? P—
: Username
My Cart Confirm password:
0 0 items Password
Email:
Confirm email: Forgot your password?
1
WE'RE HIRING Subscribe to: DynDNS.com newsletter
(1 or 2 per month)
[7] Dyn Inc. press releases —) TRUSTe
Powered b ‘ \
e Dyn [7] Remove HTML formatting from email
Security Image:

Enter the numbers from the above image

T agree with the acceptable use policy {AUP) and privacy policy.
il
Create Account

If you're having difficulty creating your account, for any reasan, feel free to contact
us.

Puc. 7.12

LWar 2: BBeauTe noboe xenaemoe n HesaHATOe UMSA nonb3osaTens (none: [Username]),

naponb (nons: [Password] un [Confirm password]).
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NMPUMEYAHUE!

[Ons 3awmTbl OT BO3MOXHbIX ownbok npn BBeOEHUN MNMapoJid OH YyKa3blBae€TCA OBaXXabl. Ob6ssaTenbHO

cnegute 3a TeM, YTobbl 3Ha4YeHne naponsa B 000oux nonsix 6biNo OAMHAKOBLIM.

YkaxunTe Baw agpec anekTpoHHoW noyTbl B 06oux nonsax: [Email] n [Confirm email]. Ha
agpec, ykasaHHbli Bamn B AaHHbIX nonsix, 6yaeT BbiCNaHO NMMCbMO C AAHHOrO canTa, NpuyeM Ha

OOMH 3NEeKTPOHHBLIN agpec MOXeT OblTb 3aperMcTpMpoBaHO TOMBbKO OAHO JOMEHHOE UMSI.

NMPUMEYAHUE!

PeI'VICTpaLI,I/IFI 6onee ogHOro JOMEHHOrO MMEHN Ha OAMH SﬂeKTpOHHbIVI agpec ABnAeTcA nraTHON.

NPUMEYAHUE!
,El]'lﬂ 3aWnTbl OT BO3MOXHbIX oLnbokK npun BBegeHUn agpeca SJ'IeKTpOHHOVI NOoYTbl OH yKa3blBaeTCa OBa
pasa. ObgasaTtenbHO cneguTe 3a TeM, YTOObl 3Ha4YeHWe agpeca 3SMEeKTPOHHOM MoYThl Ansg obowx nonew

Obl10 OANHAKOBbIM.

MyHkt [DynDNS.com newsletter] npegHasHadeH [Ans  MNOYTOBOrO  OMOBELLEHUS
nonb3oBatens cuctemon DynDNS B cnyyae OGHOBREHWss cepBuMCa WU Kakux-mbo
HOBOBBeAeHUN. [1Ns oTka3a OT HOBOCTHOW pacchifnkv ybepute BblgeneHme aToro nyHkTa.

BBeauTte koA, KOTOpbIN BUAMTE Ha KapTUHKe, M NocTaBbTe pnaxok Ans nyHkta [l agree
with the acceptable use policy (AUP) and privacy policy]. 910 03HauaeT cornacue c
YCNOBUAMY NULEH3MOHHOIO CornallueHns Ans co3aaHnsa ogHoro 6ecnnaTtHoro akkayHra.

B kauecTBe npumepa ucnonb3yeTtca: umsa nonb3osatens [Username] — camera184, agpec
3AMEeKTPOHHOM nouTbl [E-mail] — cameral84@yandex.ru, BBOOUM MPOW3BOJSIbHLIN Maporib
(Hanpumep, 123456).

[ns 3aBeplieHnss perncTpauum M OKOHYaHMUS CO34aHUS aKKayHTa HaXMWUTE Ha KHOMKY
[Create Account] (Puc. 7.13).
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DNS & Domains

C DynDNS...

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

L
ogin Username: |camera1sd Already Registered?
Lost Password? Password:
= p— Username
% My Cart Confirm password: |...... SWOI
T Ditems paswerd
Email: | camerat34@yandex.ru
Log in
Confirm email: | ¢amera184@yandex ru S el

WE'RE HIRING Subscribe to:  [7] DynDNS.com newsletter

(1 or 2 per month)
[F] Dyn Inc. press releases
Szt () Dyn -\ TRUSTe

[C] Remove HTML formatting from email

Enter the numbers from the above image:
31324

I agree with the acceptable use policy (AUF) and privacy policy.

Create Account

If you're having difficulty creating your account, for any reason, feel free to contact
us.

Puc. 7.13

War 3: npu npaBuibHOM 3anosiHeHMM opmbl Bbl nonyynte coobulieHne O TOoM, 4TO

ocTancst O4uH Lwar 4o co3gaHus ydeTtHowm 3anmcu: [One more step to go...] (Puc. 7.14).

DHS & Domains erformance & Security
(" DynDNS...

Why DynDNS.com? Services & Pricing Support

One more step to go...

We've sent an email to cameral84@yandex.ru, to verify your account. Please check your inbox and click on the 3
confirmation link. ‘

If you do not receive the email in the next few minutes you can try resending it. —>'

Thanks for choosing DynDNS.com!

OSSN T\ TRUSTe

Puc. 7.14

Llar 4: 4yepe3 HECKONbKO MWHYT Ha 3IIEKTPOHHbIA MOYTOBbLIN AWK, YKa3aHHbIN Npu
perncrpaumu, npuvget nucbMo oT  cnyxbel  «DynDNS  Support» (no4ytoBbl  agpec:
support@dyndns.com). [1na noaTBepX4eHNa permctpaumm y4eTHoOn 3anmcn Heobxoaumo nepentm

no yKa3aHHOI7I B HEM CCblJIKE.
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lMocne nepexoga no agpecy, YkasaHHOMY B Tefne nNucbMa, OTKPOETCs CTpaHuua C
NoaATBEPXKOEHNEM CO30aHMs M akTMBauuu Bawen ydeTHoW 3anucu. [ns Bxoga Ha calT nog

CO3[aHHOW y4eTHOW 3anucbio BBeguTe naposb 1 Haxmute [Confirm Account] (Puc. 7.15).
( DynDNS...

‘Why DynDNS.com? Services & Pricing Support

DNS & Domains

Email Services

[ ——

Please Confirm Your Password
Please log in to finalize account activation.

Username  cameralS4

| Password essees

_J

Eol

Confirm Account
rgot your password?

BN\ TRUSTe

LWar 5: cospgaHve yyeTHom 3anuncn ansa cepsuca DynDNS 3aBeplueHo (Puc. 7.16).
C DynDNS...

‘Why DynDNS.com? Services & Pricing

DNS & Domains

Emai Services

Parformance & Sscurty

Welcome cameral84 (FRee) [EVEYTTIS

| Congratulations! Your Account Is Now Active! I

Account camera184 has been confirmed and activated. Please explore following options to get started.

Most Popular
DynDNS Free

DynDNS Pro

[ Dpowscustom |
FREE $15/yr $29fo

DN hosting for yourdomain.com

Get a free domain name
Update monthly to avoid expiration

Branded URL-shortening with WebHop
Use with Windows, OSX, routers &more
Free email and commurity support

..also works with Apple ArPort & Borjour

Access to phone technical support

Add Hostname

Add Pro Hostname

Add Custom DNS

try it for just $1.99/month &3

Puc. 7.16
7.4.3. Co3pgaHue AOMEHHOro umeHu Ha cepBepe DynDNS

War 1: ana HacTpoviku yyeTHoOW 3anucu Ha cepBepe DynDNS 3amgute Ha caut
www.dyndns.com 1 aBTOpuU3yWTeCb NOA CBOEN YYETHOW 3anucbio, AN Yero ykaxuTe (B npaBoMm

BEPXHEM YINy) cO34aHHble M 3aperncTpyMpoBaHHble MMs nornb3oBatenst [Username] v naponb
[Password], nocne yero Haxmute kHonky [Login] (Puc. 7.17).
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C DynDNS...

Why DynDNS.com?

Services & Pricing

Rock solid, scalable DNS that just WORKS

Get Started

=N .
&9 Free Domain Name

Dynamic DNS service allows you to point a hostname to a dynamic or static IP

address or URL.

¢ Host your own website at home for free!

¥ Connect to your workstation, DVR, webcam from anywhere.

- | dyndns-at-work.com E Add

Support

DHNS & Domains Email Services Performance & Security

Search

Username

camera184

Password

Forqot Your Password?

Create an Account

,ﬁ% Start Your Company & Domain

Enter your new or current domain name to build a customized suite of world
class DNS, Mail, Performance, and Security services.

# Easy-to-use web interface with powerful expert tools.

% DNS servers in five datacenters around the globe!

Add

Puc. 7.17

War 2: ecnu Bce aaHHble YKa3aHbl nNpaBUIibHO, Bbl nonagete Ha nepcoHaribHyO CTpaHuuy

HacTpoek. [Ina npogorkeHnsa HacTporku Bblbepute nyHKT [Add Host Services] (Puc. 7.18).

) DynDNS...

Why DynDNS.com? Services & Pricing Support
My Account My Services
My Services i View, modify, purchase,
b3 and delete your services.
Account Settings
Billing My Zones/Domains

Add Zone/Domain Services

My Cart
5 0 items.

My Hosts

Add Host Services

Dynamic DNS Pro

WE'RE HIRING

Dynect SMB

Internet Guide

Powered by o Dyn MailHop Outbound
SSL Certificates
Support
Premier Support
Contact Support

DNS Service Level Agreement

DNS & Domains Email Services Performance & Security

Search

Welcome camera184 (FREE)

My Account

Billing Account Settings

Update your email address,
N set preferences, and delete

your account.

Update your billing
| information, complete a
purchase, and view
invoices.
Change Email Address
View Shopping Cart Change Password
s Change Username

Order History Contact Manager

i Vi
Billing Profile and Vouchers Mailing Lists
Renew Services

Move Services

Auto Renew Settings
Preferences

Sync Bxpirstions Close Account

Puc. 7.18

War 3:

Ha OTKPbIBLUEWCS CTpaHWLe HacTpoek HeoOXOAMMO HacTpouTb napameTpbl

coefvHeHuna ¢ yctponctsoM. Beibepute xenaembii gomeH. Hanpumep, dyndns.org.

Hanee B none [Hosthame] ykaxuTe AOOMEHHOE WMs, ONs OAHHOrO npumepa 3To —

camera184. Ecnu paHHoe ums Angd BbIOpaHHOro gomeHa cBo6ogHO, TO Mbl MOMYYMM KOHEYHOE

AOMEHHOEe MMs, B HaleM npumMmepe aTo - cameral84.dyndns.org (Puc. 7.19).
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C DynDNS...

Why DynDNS .com?

My Account

My Setvices

WE'RE HIRING

romnany (Y Dyn

Services & Pricing Support

Add New Hostname

You don't qumently have 2 Dynemic DNS Pro servies in your socount,

To get the full benefits of Dnynamic DNS, incheding premium subsariber domains and other festures, 26d Dvnamic DNS Pro

o vour shopping cart & {or try it with $1.99 monthhy subscription),

Hostname:  |camers124 . | dyndns.org [=] l
Wildcard alizs
oy o 5 Pro umers
| Service Type: (@) Host with IP address I
= WebHop Redirect {URL forwarding sarvice)
) Offline Hostname
IP Address: £3.105.128.207
5 89.105,128.207
Mail Routing: D I have mail server with another name and would like

10 add MX hostname...

What do you want to use this host for?
Selert services and devices you would like to use with this hostname,

Work From Home Office or VPN:

vpn  remote fi

Fip ba

Hesting and Design For Web Sites and Blogs:

bog galeny wiki  porfolo  ecommeres  web page

Remote Access For Devices:

Puc. 7.19

[ns conocTaBneHust Tekyllero anHamu4yeckoro IP-agpeca kamepbl ¢ AOMEHHbIM MMEHEM

HeobxoauMo ykasaTb IP-agpec Toro yCTpOWCTBa, KOTOPOE Mbl HacTpavBaeMm ans paboTbl Yepes

DDNS. llo ymonuyaHuio cepBuUC onpegenseTt ToT IP-agpec, ¢ KOTOporo Ha AaHHbIA MOMEHT

BpeMeHu npoucxoauT noakntoyerne (Puc. 7.20).

IP Address:

Your current location's 1P address is 89.105.128.207

TTL value is 60 seconds. Edit TTL...

Puc. 7.20

Beegoute Tekywun IP-agpec, BblgaHHbIM Bawum npoBangepoM B HACTOALMA MOMEHT, U

HaxkmuTe kHonky [Add To Cart].

War 4: npwu

ycnewHomMm co3gaHnun OOMEeHHOro

MMEHN

OTKpOEeTCs CTpaHuua ¢

noateepxXxXgeHnem 3Toro. Tak ans npumepa, onmcaHHOro Bblille, 6yueT YKa3aH Co34aHHbIN aKKayHT

cameral84.dyndns.org. ns akTmBauum JOMEHHOro UMeHu HaxxmuTe kHonky [Next] (Puc. 7.21).
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DNS & Domsins Email Services Performance & Securiy
Q DynDNScn
Why DynDNS.com? Services & Pricing Support Welcome camera184 (Free)
My Account Shopping Cart
My Services

Host cameral84.dyndns.org added to cart. Finish FREE checkout to activate.
Account Settings
= Your cart contains free services only. You will not be asked for credit card information.
illing
Active Services Upgrade Options

Auto Renew Settings.
Free accounts allow only two Dynamic DNS hosts.

« To add more and enjoy additional benefits for only $15.00 per year, purchase Dynamic DNS Pro &3 .

« To get Dynamic DNS for your own domain, use Custom DNS.

Order History

Biling Profle

Dynamic DS Hosts

WE'RE HIRING comera184.dyndns.org - remove $0.00

Please enter coupons in the box below and click "Add Coupon”.

I o Dyn Sub-Total:  $0.00

Order Total: $0.00

‘Would you like to print an estimate/guote?

view our
refund policy

Puc. 7.21

Ha oTKphbIBLLENCSA CTpaHULE aKkTUBaLMN HAXXMUTE KHOMKY [Activate Service] (Puc. 7.22).

DNS & Domains Performance & Security

( DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome camera184 (Free)

My Account Free Services Checkout

My Services
Account Settings Once you have confirmed the contents of your cart your services will be instantly activated.

Billing

Service Period Price

Active Services .
A Dynamic DNS Hosts
Auto Renew Settings
Order History cameral84.dyndns.org = $0.00
Gillng Profile

Sub-Totak: $0.00
WE IRING Activate Senvices >>

view our
refund policy

Powered by c‘ Dyn

Puc. 7.22

War 5: panee npu ycnewHoOW akTMBauMM [OMEHHONO MMEHM OTKPOETCS CTpaHuua,

nogTeepxgatowas ato (Puc. 7.23).
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DNS & Domains Email Services Performancs & Security

( DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome cameral84 (rree) NI
y . “Just created my free domain name with @DynDNS! Now | can remote desktop, host web sites at
-’ home, and more. http://bit lyfaXjUnG #DNSISSEXY™

Send a tweet and show us some love!

My Account Host Services

My Services

| cameral84.dyndns.org successfully activated. I

Dynamic DHS Pr

o cuide Hostname Service Details Last Updated
cameral84.dyndns.org Host 89.105.128.207 Dec. 16, 2010 4:35 AM
» Host Update Logs Add New Host

Dynect SMB
MalHap Outbound Join the discussion in the DynDNS Community for tips and tricks, demos, suggestions, user help and much more.
SSL Certificates

Check out what our users are talking about below: O DynDNS_—. Community mry e
Ren

Puc. 7.23

LWar 6: cosgaHMe gOMeHHOro MMeHn Ha cepeepe DynDNS 3aBepLueHo.

7.4.4. HacTpownka o6bopyaoBaHMa ana pabotbl ¢ cepBucom DynDNS

Tenepb TpebyeTca HacTpouTb IP-kamepy B COOTBETCTBUM C OAHHBLIMW, MONYYEHHBIMU NPU
perncrtpaumm Ha cepsuce DynDNS (nyHkTbl 7.4.2, 7.4.3 naHHoro PykoBoacTBa).

O6HoBnATh IP-agpec Ha cepBepe DynDNS moxeT kak IP-kamepa, Tak u mapwipytmsatop (B
cnydae ecnu IP-kamepa nogkntoveHa K cetn VIHTepHeT Yepes mapLupyTmsaTop).

Ytobbl HacTpouTh IP-kamepy ans pabotbl ¢ cepsucom DynDNS BbinonHuTe criegyowine

JEenCcTBuUS:

BHUMAHUE!

IP-kamepa JormkHa GbITb NoaKnoyeHa K ceT VIHTepHeT Hanpsimyio.

War 1: paspewwute onuuio [DDNS] B HacTpoiikax |P-kamepbl: HACTPOUKU — Cemb —
HononHumenbHbie — DDNS.

War 2: ykaxxute nocraslmka cepsmca DDNS B none [CepBep].

LWar 3: BBeante nmsa nonb3oBaTtens, NOMy4YeHHOE Npy perncTpaumm Ha cante nposangepa
DDNS B none [Monb3oBartens].

LWar 4: BBeante napornb, NOMyyYeHHbIN Npu pernctpauum Ha cavte nposavgepa DDNS B
none [Maponsb].

LLar 5: noBTOpHO yKaxute napons B none [[loBTopuTte napornsb].

LLar 6: BBeanTe OOMEHHOEe WMSA, MOSlydeHHOe Mpu perncTpauun Ha canTe nposavaepa

DDNS B none [HazBaHue gomeHal.
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BHUMAHMUE!

Bonee nogpo6HO HacTpoiika kamepbl Yepe3 BeG-uHTepdpeiic paccmoTpeHa B PykoBoacTee Mo

SKCnJ1yaTauunun.

B cootBeTCcTBUM C OaHHbIMW, MOMNYYEHHbIMUM NpU perncTpauun Ha cepsuce DynDNS
(nyHkTbI 7.4.2, 7.4.3 panHoro PykoBoacTea), B none [CepBep] BoiGepute www.dyndns.org, B nons
[Monb3oBaTensb] 1 [[Maponb] BBeanTe cooTBeTCTBEHHO cameral184 n 123456. B none [HasBaHue
AomeHa] Heobxoammo ykasaTb cameral84.dyndns.org (Puc. 7.24).

LWar 7: ans npuMeHeHns1 HaCcTPoeK HaXXMUTe KHOMNKy [CoxpaHuTb].

-

BC\VARD N120 H.264 Wireless IP Camera
_‘_- _X_ RTSP | UPnP | Bonjour r DDNS I
Hrdpopmaumnn
CucreMHbie DDNS
2 Cerb DDNS @ Bkn OTin
OcHoBHble Cape http: dynd
Cepeep ttp://www.dyndns.org
MonbzoBaTens cameralB4
MpocmMoTp
BocnpouzeefjeHue Napont sonnse
CobbiTne MosTopuTe napons sssess
HazBaHue noMeHa camera184.dyndns.org
Mepuon oGHOBNEHWA @ AsTo
Nepuoanyeckn MWH.
: CoxpaHuTe ] [ OTMEeHWTD
COPYRIGHT © 2013, Beward R&D Co., Ltd. Boe npasa sawmuens.
. J
Puc. 7.24
BHUMAHUE!

[N npuMeHeHNUs ceTeBbIX NapameTpoB TpebyeTcsi nepesarpyska ycTpoMCTBa.

BHUMAHMUE!

Ecnn obHoBneHne IP-agpeca onst Bawero gOMeEHHOro umeHn He OyaeT NpousBOAUTbLCA B TedeHne 35

OHen, 3To JoMeHHoe nma ByaeT ocBoboxaeHo!

LWar 8: HacTpowika IP-kamepbl Anst padotbl ¢ cepencom DynDNS 3aBeplueHa.

PaccmoTtpum npumep Hactponku DDNS ana mapwpyTtusatopa Ha npumepe Planet XRT-
412. ObopyaoBaHue Opyrux Mapok HacTpamBaeTCsi aHanorMyHo, B COOTBETCTBUM C MHCTPYKLMEN
no 3Kcnayatauum K npumeHsiemomy obopyaoBaHuioo. YTobbl HacTpouTb MapLipyTu3atop Ans

paboTbl ¢ cepBrcom DynDNS BbINONHUTE crieayloLmne encTBuIS:

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120



BG\,UARD I'nasa 7 llookaouenue IP-kamepol k cemu Unmepnem

BHUMAHMUE!

MaplupyTrsaTop AoSbkeH noadepxmBaTb yHKUMo paboTbl ¢ DDNS, gormkeH OblTb MOAKMHOYEH K CETM

MHTepHeT N MMEeTb COOTBETCTBYHOLLIME CETEBDbIE HaCTpOVIKM.

War 1: BBeguTe B agpecHol CcTpoke Opaysepa |P-agpec mapwpytmnsatopa. B
NosIBUBLLEMCS OKHe 3anpoca BBeguTe forvH 1 naponb. [locne yaayHown asTopmsaumm OTKPOeTCs

OCHOBHas CTpaHuua HacTpoek MapLupyTusaTtopa. Beibepute nyHkT [General Setup] (Puc. 7.25).

HOME | General Satup | Status | Tools

Broadband Router XRT-412

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary configurations to
connect your Broadband router to your Intemet Seniice Provider (ISP)
through an external cable or a DSL modem.

General Setup
The Broadband router supports advanced functions like Virtual Server,

| General setup | Access Control, Hacker Attack Detection and DMZ. We highly

recommend you keep the default settings.

Status Information

The Broadband router's status information provides the following
information about your Broadband router: Hardware/Firmware version,
Serial Number, and its current operating status.

Tools

Broadband router Tools - Tools include Configuration tools, Firmware
upgrade and Reset. Configuration tools allow you to Backup, Restore, or
Restore to Factery Default setting for your Broadband router. The
Firmware upgrade tool allows you to upgrade your Broadband router's
firmware. The RESET tool allows you to reset your Broadband router

Puc. 7.25

War 2: B nosiBuBwemMcs MeHo BblbepuTe nyHKT [DDNS]. AktuBumanpynte DDNS-knneHT,
noctaeue cnaxok [Enable].

LWar 3: B COOTBETCTBMM C AaHHBIMKU, MNOAYyYEHHbIMU NpK permctTpaumm Ha cepsuce DynDNS
(nyHkTBI 7.4.2, 7.4.3 paHHoro PykoBoactsa), B none [Provider] Bbibepute www.dyndns.org, B
none [Domain name] HeobGxoaumo ykasaTb cameral84.dyndns.org, B nond [Account] un

[Password] Beegute cootBeTcTBEHHO cameral184 n 123456. (Puc. 7.26).

HOME | General Setup | Status

Internet Broadband Router

# System

' WAN DDNS allows users to map the static domain name to a dynamic IP address. You must get a account, password and your static domain name from the DDNS service
¥ Dynamic IP providers. Our products have DDNS support for www.dyndns.org and www.tzo.com now.
» Static IP
»PPPoE

Dynamic DNS @ Enable O Disable

b
»DONS www.camera184.dvrdns.org
o LAN Accou Etai
ST
® Firewall
Puc. 7.26

BHUMAHUE!
BynbTe BHMMATErbHbI: NMPU HEKOPPEKTHOM 3arofiHeHUM MapLUPyTU3aTOp HE CMOXET MOAKMOYUTLCH K

cepsepy DDNS.
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LWar 4: ansa coxpaHeHus nameHeHun Haxmute [Apply].

LWar 5: HacTponka maplpyTnsatopa gns pabotel ¢ cepsucom DynDNS 3aBepLueHa.

Ecnn Bce HacTpoOMKM BLINOSIHEHbI BEPHO, TO Tenepb Baw COGCTBEHHbIN pecypc ceTu
OTKPbIT AN goctyna 13 nobor TOYKM 3eMHOro Wwapa nof CBOUM YHUKaNbHbIM MMEHEM, NMOHATHBIM
N yooGHbIM ANs 3anOMUHAHUA.

Tenepb pans obpaweHna K Kamepe [ocTaTodHO B Opaysepe BBeCTM  3anpoc
http://cameral84.dyndns.org, 1 ecrnv BCce HAaCTPOWKN BbINOMHEHbI KOPPEKTHO, TO Bbl nonagete Ha

rMaBHYK CTpaHUUY KaMepbl.
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MpunoxeHus

an/IﬂO)KeHVIe A. 3Ha4yeHun ncnonb3yemMmbiX NOPTOB

HasHauyeHue nopta 3HayeHMe No ymonyaHuio [Avana3oH 3Ha4YeHumn
HTTP 80 1124..65534
MNepeapgpecauuna HTTP ¢ 80 1124..65534
nomoubo UPNnP
Mepeagpecaums HTTPS ¢ 443 1124..65534
nomoubto UPNP
RTSP 554 1124..65534
Mepeagpecaums RTSP ¢ 554 1124..65534
nomotbo UPNnP
HavanbeHbIn NopT AnanasoHa 5000 1124..65435
RTP
KoHeuHbI nopT gnanasoHa 7999 1223..65534
RTP
MopT BHaeo gnsa MynbTukacT - 1124..65534
MopT ayamo ans MynbTukacT - 1124..65534
SMTP 25 1..65535
MopT yoaneHHoro cepeepa 514 1124..65534

XypHana cobbITun

MopT cepeBepa cobbITUI 80 1..65535
MopT npokcun - 1..65535
[eTekTop oBMXEHNSA 1999 -
Motok MPEG4 (HTTP) 80 1124..65534
Motok MIPEG (HTTP) 80 1124..65534
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MpunoxeHune B. 3aBoackne yctaHOBKMU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetu 255.255.255.0
Lnto3 192.168.0.1
Mmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopT 80
RTSP-nopt 554
SMTP-nopT 25
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MpunoxeHne C. OO6wwme cBegeHns o0 Oe3onacHOCTU OecnpoBOAHbLIX

coefiHeHUN

[na npegoTBpalleHns HECAHKUMOHMPOBAHHOIO AocTyna K 6ecrnpoBOAHOMY COELMHEHUIO
Heobxoaumo ocoboe BHMMaHWe K Bonpocam 6e3onacHocTu.

BbecnpoBogHas Todka AoCcTyna nogaepXuBaeT HecKonbko Buaos 3awmtbl Wi-Fi cetn ¢
NCMonb30BaHNEM pPa3fMyHbIX METOAOB M anroputMoB LWundpoBaHnsa U maeHTudpukaumm (WEP,
802.1x, 802.1x c WEP, WPA-PSK, WPA-AES n WPA RADIUS).

Mcnonb3oBaHue TOro nnuv MHOro Buaa WNgPOoBaHNS NO3BOSIUT 3HAYUTENBbHO CHU3UTb PUCK
nepexsaTta MHOPMaLMM N HECAHKLUMOHNPOBAHHOIO NOAKtoYeHus K Balwen 6ecnpoBogHon cetu.
Hanbonee npocton n ogHOBPEMEHHO HaMMeEHee 3aLUMLLEHHbIN NPOTOKON WwndpoBaHusa ato WEP
C ONVHON Knoya 64 6ut. Ero cnegyet ncnonb3oBaTth TOMbLKO B TOM Criyyae, ecnu nogkniovaemoe
obopyaoBaHune He nogaepXuBaeT Apyrux anroputmMoB LN POBaHKS.

Mpotokonbl 3awuTtel WEP (Wired Equivalent Privacy), WPA n WPA2 obecneunBatoTt
€OVHYI0 VMHMPACTPYKTYpy QONs ynpaBrieHns [OOCTYnoM, 3awutbl UM WWGPOBAHUSA OaHHbIX,
nepecbinaemMblx mexay 6ecnpoBogHon Tovkon goctyna n 6ecnpoBofHbIM KNMeHTOM. [ns 3awuThbl
NOOKITOYEHNS Ha ToYKe AOCTyna Heobxoanmo aktnemampoBaTb WEP nnn WPA.

B ocHoBe npotokona WPA, kotopein npuwen Ha cmeHy WEP, nexut nogmMHOXeCTBO
ctrangapta IEEE 802.11i, a WPA2 ocHoBaH Ha oOKoHYaTenbHOW pepakummn ctangapta |IEEE
802.11i. B WPA npumeHsieTca Heckornbko cnocoboB 1 anroputmos, B YacTtHocTn TKIP (Temporal
Key Integrity Protocol) 1 AES (Advanced Encryption Standard) gns noBblleHUA HaAeXHOCTU
METOAO0B YMNpaBfeHus Knovamm W WudpoBaHus. BonbLUMHCTBO COBpPEMEHHbIX GecnpoBOAHbLIX
yCTponcTs coBMmecTumMbl ¢ WPA.

WEP 1 WPA wnpyloT gaHHble, nepeckbiniaemble Mexay TOo4YKon JOoCTyna v yaaneHHbIMU
KnueHTamu. To ecTb, Koy (HAbop CMMBOJIOB), M3BECTHbLIN Kak 6ecnpoBogHoM Touke AoCcTyna, Tak
N KNWMEHTY, UCNONb3yeTcs ANng WnNgpPoBaHMS U BOCCTAHOBMEHNS OaHHbIX, NepechiiaeMblx Mexay
3TUMKU ycTporcTBamu. B3anomuiuk, 3aBrnageBLUMW KMKOYOM, MOXeT paclwmdpoBaTb [aHHble,
nepecbinaemole Mexagy O6ecnpoBogHbiMM AP UM KINMEHTOM WKW YCTaHOBWUTb COEAMHEHuEe C
©ecnpoBoaHon Toukowm gocTyna.

CyuwectBeHHbIN HepocTtaTok WEP — 370 HeobXxoouMMOCTb BPYYHYHO BBOAWTbL  KIHOM,
ncnonb3yembl 4ns WNEPOBaHUS, Kak Ha 6eCnpoBOHON TOYKE, TaK U Ha KINNEHTE.

[na yctpaHeHus HepocTtaTtkoB WEP-wudposaHua npotokon WPA gononHeH yHKUnAamMM
ynpaeneHna kniodom. Kak u B WEP, kntod 3gecb ucnonb3yetcd AN WUPPOBaHUA OaHHbIX.
OpHako OH BBOAWUTCA OAWMH pas, a BnocneactsuvM ¢ nomowpbto atoro knova WPA reHepupyet
HaCTOALMNIA KNoY AN wudpoBaHua gaHHbiX. WPA nepuoguyeckn meHdaeT kntod. CnegoBaTenbHo,
B Crny4yae B3fnomMa krnoya wudpoBaHusa, TOoT OyaeT noneseH TOMbKO OO Tex MNop, Moka

GGCHPOBO,D,HGFI Touka Aoctyna n KnneHT aBToOMaTtu4eCkn He USMEHAT €ero.
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OntumanbHbeim  pexunmom asnsetca WPA  Pre-Shared Key (WPA-PSK), koTtopbin

obecneynBaeT 4OCTAaTOMHO HaAEXHYIO 3aLUTy U NPOCT B HACTPOWIKe.

[na HacTponkn ncnonb3oBaHusa pexmnma WPA-PSK HyxHO BbiOpaTh napameTtp WPA Pre-
Shared Key. B Touke goctyna peanmsoBaHbl Tpu anroputma WPA: TKIP, AES u coBMeLLEHHbIN.
TKIP - 3TO ycTapeBwWMWiA NPOTOKOM, MNpedHasHadeHHbIn Ans  Toro, 4tobbl  YCTpaHUTL
MHoOroumcneHHole npobnembl WEP 00 WMpoKOro pacnpocTpaHeHusi nMpoToKofa CrieaytoLlero
nokoneHna WPA (WPA2). B TKIP ncnonbayeTcs TOT Xe anroput™m wudposaHud, 4to n 8 WEP, Ho
MHorne nsbsaHbl WEP ycTpaHeHbl 6Gnarogapsa guHamn4eckon CMeHe Krtoya WndpoBaHna AaHHbIX,
LWMGPOBAHUIO AaHHbIX HACTPOWKW, MpefcTaBrieHHbiXx obbl4HbIM Tekctom B WEP, 1 npoBepke
LeNOCTHOCTU coobLLeHun. AES - 3TO HOBbIN, UCKIMIOYUTENBHO HAAEXHbIN anropuTM LUIMGPOBaHNUS,
Gasupyembin Ha ctaHgapte 802.11i 1 WPA2. OgHako OH noka He peanu3oBaH BO BCeX
annapaTHbIX cpeacTBax U nporpammMHoM obecneveHun. o BO3MOXHOCTH cnegyeT BbidmpaTb AES.

Mocne Bbibopa pexuma paboTbl BBoauTcs kntod WPA Shared Key. Heobxogmmo BBecTtu
OAVMH W TOT Xe KMNY Ha BCEX KIMEHTax, KOTopble YCTaHaBNMBAKOT CBA3b C TOYKOW AOCTyna.
CnegyeT BbIOMpaTb ANWHHBIA, TPYOHO pasragbiBaemMbln kntod. [OnvHa knoya He MeHee 8
cnmBosioB, Ho He Gonee 63 cumeonoB ASCIl. PekomeHoyemas gnvHa knova He 6Gonee 20

CMMBOJIOB.

NMPUMEYAHUE!
He pekomeHnayeTcst BBOAUTL krtod anuvHon Gonblie 20 ASCIl cMmBOooB, Tak Kak AMMHHbBIA KoY MOXeT

CYLLIECTBEHHO 3aMeAnuTb paboTy 6ecnpoBoaHoOl CeTu.

Ecnu knneHTbl HecoBmecTuMbl ¢ WPA, nydwe ncnons3osate WEP, yem BoBce oTkasatbcs
oT 3awuTtbl. [Ana HacTpovikn WEP B cneayet ykasatb pexum 6e3onacHoctn Shared Key (MeHto
Advanced Setting), BbIbpaTb kN4 ANA WUCNONb30BaHMA B KayecTBe CTaHAAPTHOrO Krkoya
nepegayn (kno4 ¢ Homepom ot 1 go 4) n ganuHy WEP kntoya (64 wnun 128) ¢ npeacrasneHnem B
wectHaguatepuyHom wunu ASCIl-popmate. Kniou cnepyet BBectn B none Key, koTopoe
COOTBETCTBYET BblOpaHHOMY CTaHAApTHOMY K4y nepegadn. Hanpumep, ecnn BbiGpaH 64-x
paspsaHbIA WecTHaaUaTEPUYHbIV KITHOY, TO MOXHO BBECTU CTPOKY M3 OECATU WeCTHaaUaTepUYHbIX
undp. 3Ty KoHdurypaumo WEP-kniovya HeobxoauMMo MOBTOPUTbL BO BCEX KMEHTax, NoaTomy

cnepyeT BblibupaTb BapuaHT HAaCTPOMKW, NpUeMIIEMbIN 515 BCEX YCTPONCTB.

NMPUMEYAHUE!
Mpouenypa HacTponkn WEP-wmndpoBaHMa MOXET pasnuyatbCcs OMs pasnuyHoro obopynoBaHus B
fonbluen creneHu, Yyem Hactpovika WPA, nostomy pekomeHgauum no WEP TpyaHee apgantupoBaTtb K

KOHKpEeTHOW cuTyauumn.
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MpunoxeHune D. NapaHTMKHBbIE 06A3aTeNnbLCTBA

D1. O6wue cBegeHud

a) Mepep nogknoyeHnem obopyaoBaHMsa HEOOXOANMMO O3HAaKOMUTBLCS ¢ PykoBOACTBOM MO
aKcnnyaTaumm.

6) Ycnosusa akcnnyataumm Bcero obopynoBaHust 4omkHbl cootBetcTBoBath [OCT 15150-
69, IOCT B20.39.304-76 (B 3aBMCUMOCTU OT UCMOSTHEHUSA YCTPOMUCTBA).

B) [lNs1 NoBbIWEHNs1 HAAEXHOCTM paboTbl 06opyaoBaHUS, 3aLmTbl OT HPOCKOB B NUTAIOLLEN
cetn n obecneveHna GecnepebOMHOrO NMUTaHWS cnegyeT UCNOoNb3oBaTb CeTeBble UMNbTPbI U

ycTponcTBa 6ecnepebonHOro nuTaHus.

D2. dneKTpoMarHMTHasi COBMeCTUMOCTb

3710 060pynoOBaHME COOTBETCTBYET TpeOOBaHMAM 3NEKTPOMarHMTHoM coBmectumocTtn EN
55022, EN 50082-1. HanpsbkeHne pagumornomex, cos3gaBaeMblX annapaTypon, COOTBETCTBYET
FOCT 30428-96.

D3. dnekTponuTtaHue

[omKHO COOTBETCTBOBATL NapamMeTpaM, YkasaHHbIM B PyKOBOACTBE MO 3KCnnyaTtauumn ans
KOHKpeTHoro yctponctea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTAHUA — 3TO
nepemeHHoe Hanpshkenne 220 B +10%, uyactotom 50 Iy +3%. [Ans yCTpOMCTB C BHELLUHUM
ajanTepoM NUTaHUSA — CTabMMM3NPOBAaHHLIN UCTOMHUK nuTaHna 5 B £5% wnnu 12 B £10% ansa

YCTPOWCTB C 12-BONbTOBbLIM NTaHMeM. HanpsikeHne nynbcaumi — He 6onee 0.1 B.

D4. 3azemneHue

Bce ycTponcTtsa, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObiTb 3a3eMneHbl NyTem
NOAKMIYEHNss K crneunanbHbiM pO3eTKam  3MNEKTPONUTaHus C  3a3eMSIeHMeEM WK - nyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1 Kopriyca, €CnM Ha HeM npeayCcMOTpeHbl crneumanbHble
KpenexHble 3nemMeHTbl. 3a3emfnieHne 3neKTponpPOBOAKM 34aHUSA OOSMKHO ObiTb BbINOMIHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY3I (Mpasuna YcTponctea OnekTpoyctaHoBok). ObopyaosaHue
C BbIHOCHbIMWM Onokamy NUTaHMA W aganTepaMmy Takke OOMMKHO ObiTb 3a3eMrieHo, ecnu 3To
NpeaycMOTPEHO KOHCTPYKUMEN KOpryca WM BUSIKA Ha LIHype nuTaHus. MOHTaX BO3AYLUHbIX
NIVHUIA  3neKkTponepesayn u JVMHWUIA, NPOKNaAblBAaEMbIX MO HaPYXXHbIM CTEeHaM 30aHUA U Ha
yepaakax, OOmKeH ObiTb BbIMOSTHEH 3KPAHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U IMHUN
OOMMKHbI ObITb 3a3eMreHbl C ABYX KOHUOB. [lpyyem, ecnv oaMH KOHeL 3KpaHa nogknioyvaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMMeHuio 4yepes

paspsiaHuIK.
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D5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMS MO YCTPOWCTBY
MOSHMe3aWmnTbl 3gaHni n coopyxenun" n FOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. lMpn npoknagke BO3QYLUHbLIX JIMHUA W NWHUIA, UOYLWIMX MO HApPY)XHOW CTEHe
3[4aHUN 1 NO YepAayHbIM NOMELLEHMSIM, Ha BXxogax obopyaoBaHWs OO0SMKHbI ObITb YCTAHOBMEHDI

yCTpOVICTBa MOJTHNE3alUnTbI.

D6. TemnepaTtypa 1 BNaxHOCTb

MakcrMMmanbHble M MUHUManbHbIE 3HAYEeHWs TemnepaTypbl dKCnyaTauum n XpaHeHus, a
Takke BnNaxHocTn, Bbl MoxeTe nOCMOTPETb B  TEXHWYECKOM OMUCAHUW  KOHKPETHOrO
obopynoBaHunsa. MakcumanbHasi paboyas TemnepaTypa — 3TO TemnepaTypa, Bbllle KOTOPOW He

OOJDKEeH HarpeBaTbCA Kopnyc yCTpOI;lCTBa B npouecce AONNTEenbHON paGOTbI.

D7. PasmelleHue

Ana BeHTMNSAUMM yCTpOMCTBaA HEOOBXOAMMO OCTaBWUTb Kak MWHMMYM Mo 5 cMm cBOGOAHOMO
npocTpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpownctBa. [lpu ycTtaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad wunum CTOWKY AormkHa OblTb  obecneveHa Heobxoaumas
BeHTUNAuuA. [nsa 3TOoro pekoMeHAyeTCs YyCTaHaBnmMBaTb B WKady cneumanbHbii 6ok
BEHTUNATOPOB. TemnepaTypa OKpyXXalLlero BO3gyxa W BEHTUNAUMSA OOIMKHbI obecneymBaTtb
HeobXxoauMbIA  TemnepaTypHbin  pexunm obopyaoBaHus (B COOTBETCTBUM C  TE€XHUYECKMMU
XapaKTEPUCTUKaMMN KOHKPETHOro obopyaoBaHms).

MecTto anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Cneayowmm TpeboBaHNSM:

a) OTcyTCcTBUE 3aNbINEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyX€E NapoB Barn, arpeccmuBHbIX cpes.

B) B nomeweHun, roe ycrtaHaeBnmBaeTca obopyooBaHMe, He OOMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3anpelaetca pasmellartb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

D8. O6cnyxuBaHue
O6opynoBaHne HeobxoomMmo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OAHOro pasa B
rog C uenbio yaaneHus M3 Hero nbeinv. 3To no3sonut obopypoBaHuio paboTtaTh 6e3 cboeB B

Te4yeHune npoaomknTernibHOro BpemMeHu.

D9. NMoaknto4vyeHne nHtepdencor
O6opyanoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBMM C HA3HAYEHUEM U TUMOM

YCTaHOBMNEHHbIX MHTEP(ENCOB.
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D10. NapaHTUNHbIe 06A3aTenbLCcTBa

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTo obopynoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnmyHbiX KOHUrypaumsx n obrnactax NpUMMEHEHUs, U He OaeT HUKaKOW rapaHTuu,
yTo obopynoBaHme obs3aTenbHO GygeT paboTaTb B COOTBETCTBMM C OXMAAHUSIMU KIMEHTA Npu
€ro NpMMeEHEeHUN B crneunguyecknx Lensax.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0bsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELWHUX WHTepdencoB obopyaoBaHusa (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.N.) 1 camoro obopyaoBaHWs, BO3HMKLLEM B pe3ynbTraTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKMUX Kak NoXap, HABOAHEHWE, 3eMMEeTPACEHME U Ap.);

B) HApYLUEHUSA TEXHUYECKNX TPeDbOBaHM MO pa3MeELLEHMNIO, NOAKMIOYEHMIO U SKCMyaTaumm;

) HENpPaBUIbHbIX ENCTBUI NPU NEPEnpPOLLUNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYEHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOASAT 3@ pPaMKM AOMYCTUMbIX 3SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbl TEXHMYECKON crieumndmKkaumen Ha gaHHoe obopyaoBaHue;

) BO3EMCTBUS BbICOKOIO HanpsiXeHus (yaap MOSMHUK, CTaTU4YecKoe 3MeKTpUYecTBo v T.1.).
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MpunoxeHue E. MNpaBa n nogaepxka

E1. ToproBasa mapka

Copyright © BEWARD 2014.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasfenbl MeHK ynpaBneHus
obopyanoBaHusa mMoryT 6biTb M3MeHeHbI 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

E2. OrpaHMyeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beapgo» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayTt paboTatb
OOIMKHBIM 0Bpa3oM BO BCEX cpedax W MPUIOXEHUSAX, U He OaeT rapaHTUn U NpeacTaBreHun,
noapasymMmeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, Unu
paboTocnocobHOCTM MNpu ucnonb3oBaHuMM B crneundmyeckmnx uenax. OO0 «HIMIM «besapg»
NpUAoXnno Bce ycunus, 4tobbl caenatb 310 PyKoBOACTBO MO aKkcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOOLIE onevaTkn unm
NpOMnyCcKu, KOTOpble, BO3MOXXHO, NPOU30LLAN NPU HanucaHum gaHHoro PykoBoacTsa.

MHdopmauusa B nobon yactu PykoBogcTBa no aKcniyataumm U3MEHSIETCA U OOMNOSTHAETCS
OO0 «HIMN «beBapa» 6e3 npegpaputensHoro yBegomnenus. OO0 «HIMIM «beBapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTM 3a NoOble NOrpeLlHOCTH, KOTOPbIE MOMYT COAEepPXaTbCA B 3TOM
Pykoogctee. OO0 «HIIN «BeBapa» He 6GepeT Ha ceba OTBETCTBEHHOCTM U HE [aeT rapaHTui B
BbiNycke OOHOBMNEHWUA WNN COXPaHEHUN HEU3MEHHOW KaKOW-NMbO MHGOpMauum B HACTOALLEM
PykoBogcTtBe no akcnnyaTauumn, U OCTaBnsieT 3a cobor NpaBO BHOCUTb M3MEHEHUS B OaHHOE
PykoBogcTtBo w/unu B usgenus, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npenBapuTenbHOro
yBegomnexus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMio, KOTopas siBNsSieTcs
HEeNpaBWUNbHOM WU  HENOSIHOW, WM BBOAWUT B 3abnyxaeHwe, Mbl Oygem Bam kpaiiHe

npuU3HaTesibHbl 3a Bawmu KOMMEHTapun 1 npeanoxeHna.

E3. NpepynpexaeHna FCC

910 06opyaoBaHMe BbINO0 NPOTECTUPOBAHO M NMPU3HAHO YAOBMETBOPSAIOWMM TpeboBaHMSAM
NoNoOXeHUss O LUMPOBLIX YCTPOWCTBAX, NpuHagnexawmx K knaccy A, 4vactu 15 T[lpasun
depepanbHon komuccun no ceaAsn (FCC). Ot orpaHuyeHus Obinm paspaboTaHbl B Lensix
obecneyeHns 3aWwmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopynoBaHna B KOMMepYeCcKuUx uenax. 31o obopyaoBaHMe MOXET M3nyyaTb, reHepupoBaTb U
MCNonNb3oBaTb JHEPrut B pagumovyacToTHOM AuanasoHe. Ecnm gaHHoe obopypoBaHve Oyaer
YCTaHOBIEHO W/unn BygeT MCcnonb3oBaTbCA C OTKMNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3biBaTb BpegHoe BO3OENCTBME Ha KayeCcTBO pagunoceA3n, a npu yctaHoOBKE B KUMoN
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B aTom cnyyae Bnageney 6yanet o6si3aH ncnpaeBnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOWN CYET.

E4. NMpepynpexaeHune CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagMoONOMeEXN BO BHELLHEM OKpYyXeHuun. B atom cnydyae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

ES. Nopaepxka
Ona nHpopmaumm OTHOCUTENBHO CcepBucCa W MOAAEPXKKWU, MOXanynucra, CBSXXUTECh C
cepBucHbiM LeHTpom OOO «HIM «beBapa». KoHTakTHble AaHHble Bbl MoXxeTe HanTu Ha canTe

http://www.beward.ru/.

Mepen oGpalwieHveM B cnyxby TexHUYEeCKONn noAAepXKKM, noXanymcra, noaroToBbTe
cnenyoLyo MHopMaLumio:

¢ TouHoe HanmeHoBaHue 1 IP-agpec Bawero obopygoBaHus (B criydae npunobpeTteHus
IP-o6opyanoBaHus), AaTa NOKYMKK.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcua npowuvBkM M 4epe3d Kakoe obopynoBaHue paboTano yCTPOWCTBO, Korga
BO3HMKNa npobnema.

e [lpousBegeHHble Bamu gencteng (No waram), NpeanpuHaTblie Ang camoCTOSATENbHOMo
peLLeHnsa npobnemobl.

e  CKPUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

YUem nonHee OyaeT npeacrtaBneHHas Bamu uHpopmaums, Tem ObicTpee cneunanucTbl

CEPBUCHOIO UeHTpa CMOryT noMo4b Bam pewnTb npo6neMy.
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MpunoxeHune F. Mnmoccapun

3GP — mynbTuMeannHbIi KOHTENHep, onpeaensembin MNMapTHEpckum [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MmynbTumeammnHbix cnyx6 3G UMTS.
MHorve coBpemMeHHble MOBUNbHbIE TenegoHbl MMEeKT (PYHKUMM 3anMcyM M NpocMmoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspellaeT KOMMNOHEeHTaM NpPorpamMMHoOro obecneveHuns
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), MUCMOMb3yeMoro Ansd ux
co3gaHus. BebG-6paysepbl Moryt ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OOKymMeHTamu
ActiveX wn cueHapusamn ActiveX. 3OnemeHTbl ynpaeneHus ActiveX 4acto 3sarpyxawtca WU
WHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TEXHONOrMA He
SIBMISIETCS KpoccnnaTtopMeHHOW U nogaepXuBaeTcs B NofiHoOM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummetpuyHasa uudpoBas
aboHeHTCKaA nUHUA) — MOAEeMHas TEexXHONorus, npeBpalaLLas aHanoroBble CUrHanbl,
nepegaBaemMble MOCPEACTBOM CTaHAAPTHOW TeNnedOoHHON NUHUA, B LMAPOBbLIE CUrHanbl (nakeTbl

[AaHHbIX), NO3BOSISIS BO BpeMsi paboTbl coBepLuaTh 3BOHKM.

Angle / Yron o63opa — 3T0 yros, KOTopblii 00pasytoT fy4n, CoeguHALLME 3a4HIOK TOYKY
ob6bekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE PacCTOSAHME U Yalle BCero
BblpakaeTca B rpagycax. OOblMHO yron 3peHus M3MepsieTCs Ha §nuH3e, (POKyC KOTOpOM
yCTaHOBIeH B GeCKOHEeYHOCTb. B 3aBMcMMOCTU OT yrna 3peHusl, o6bekTUBbl AENSAT Ha TpU Tuna:
LUMPOKOYrofbHble, HOpMarbHble U ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 00beKkTMBax, KOTopble
Yallle BCEro Ucnornb3ylTca Ans naHopamMHOro HabnwaeHus, yron 3peHnst coctaBnsaeT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHus oT 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKYyCHOro obbekTuea coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpepeneHusa appeca) -—
NCMOMb3YOLWMACA B KOMMbIOTEPHbIX CETAX MPOTOKOST HU3KOrO YPOBHS, MpefHasHayYeHHbIn Ons
onpeaeneHnsa agpeca KaHanbHOro YpOBHS NO U3BECTHOMY agpecy CeTeBOoro ypoBHs. Hanbonbliee
pacnpocTpaHeHe aTOT NPOTOKOM nonyymn Gnarogaps NoOBCEMECTHOCTM ceTen |P, NocTpOeHHbIX
noeepx Ethernet. 3TtoT npotokon wucnonb3dyetca ans cedasm IP-agpeca ¢ MAC-agpecom
ycTporcTBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTcTBYIOWMM IP-agpecy.

Aspect ratio / ®opmaT aKpaHa — 9TO hopMaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaapoB.
O6wwun cbopmat kagpa, WCNOMb3yeMbll ONA  TENEBU3MOHHbIX 3KPaHOB UM KOMMbHOTEPHbIX
MOHUTOpPOB, cocTasnseT 4:3. TenesnaeHue Bbicokon YyeTkocT (HDTV) ncnonesyeT popmat kagpa
9:16.
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Authentication / AyteHTuduKauma — npoBepka NpuHaANEXHoCTn cybbekTy AocTyna

npegbsBeHHOro UM uaeHTMduKaTopa; noaTeepxaeHne nognuHHoctn. OguH M3 crnocobos
ayTeHTMdurKaumMm B KOMMbIOTEPHOM CUCTEME COCTOMT BO BBOAE BaLlEro Mosib30BaTENbCKOro
naeHTndurkaTopa, B NPOCTOPEYUN HasbiBAEMOro «JiormHom» (login — perMcrpaunoHHoe uvs
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMK, 3HaHMe KOTOpOou
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyyns BBEAEHHbIV NOfb30BaTENEM JTIOMUH
N Napornb, KOMMbIOTEP CPaBHUBAET UX CO 3HAYEHMEM, KOTOpPOE XpaHWUTCA B cneumanbHon 6ase

OaHHbIX, K1, B Clly4Hae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / APO (Astoperynupyemasa pauadparma) — 3T0 aBTOMaTU4eckoe
perynupoBaHve BenuWYuHbl guadparMbl ANA KOHTPOMSA KonMyecTBa CBeTa, nonagarowero Ha
maTtpuuy. CyuwecTByeT ABa BapvMaHTa aBTOMaTUYecKon perynuposBkn avadgparmel: Direct Drive u

Video Drive.

Biterate / Butpent (CkopocTb nepega4m gaHHbIX) — GyKkBanbHO, CKOPOCTb NPOXOXAEHNSA
OuTOB MHOpPMaunn. BUTpPenT NPUHATO MCNonb3oBaTbh NpU U3MepeHun 3PEKTUBHON CKOPOCTU
nepegadn WHdopmauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHom WHgopmMauum»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTtbcs crnyxebHasi MHdopmMauuns).

BLC (Back Light Compensation / KomneHcauus ¢oHOBOM 3acBeTKU, KOMMEeHcauus
3agHero cBeTta). TUMNWYHBLIN NPUMEP HEOOXOAMMOCTU UCMNONb30BaHMA: YenoBeKk Ha )OHEe OKHa.
ONEKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT UHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BUOUMOM» Kamepon 4yepe3 ob6bekTMB. COOTBETCTBEHHO, Manas durypa vefnioBeka Ha GomnbLIoM

..

CBETMNOM (pOHe OKHa BbINbeTCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkritoueHue pyHkuun «BLC»

MOXeT B MOAOBHbIX chy4daax ncnpaBuUTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTtokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (crnyx6), ncnonb3yemolin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcun 10.2. Cnyxba Bonjour npegHasHavaeTcs
ANA UCNONb30BaHUSA B JTOKarnbHbIX CETAX M MUCMOMb3yeT CBeAeHUs (3anucn) B crnyxbe OOMEHHbIX
umMéH (DNS) ans obHapyxeHust OpyrnMx KOMMbIOTEPOB, PABHO Kak M WHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B BnvkanemM CETEBOM OKPY>KEHUM.

CIDR / becknaccoBasi agpecauusa (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTo IP-agpecaunm, No3BoNALWmMIN rmbKo ynpaenaTb NpocTpaHCcTBOM IP-agpecoB, He ncnonb3ys
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHWe 3TOr0 MeToda MO3BOMSET 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHWE Pa3fMyHbIX

MacoK noaceTen K pasnnyHbIM nNogceTaMm.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESbHBIA 3N1IEMEHT, NCNOMNb3YHLNNCS BO MHOIMX
LUMPOBLIX KaMepax M NPeAcTaBnsoOWMIA CODOM KPYMHYH MHTErparnbHYyl0 CXEMY, COCTOSILLYH W3

COTEH ThbICAY 3apsiaoB (NUKcenewn), KoTopble npeobpasytoT CBETOBYKD JHEPTUI0 B ANEKTPOHHbIE
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curHanbl. Paamep matpuubl nameHsieTcs no guaroHann n Moxet coctasnate 1/4", 1/3", 1/2" vnn
2/3".

CGl (EpvHbin wno30BbIM  UHTepdenc) — cneumdukaumsi, onpegensowias
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ansa o6paboTkm AaHHbIX HOPMBbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIi
MeTanfIooOKCUAHbIA MNONYNPOBOAHMK) — 3TO LUMPOKO WCMOMb3YyEMbIA TWUM MNOMYNPOBOOHMKA,
KOTOPbIA WUCMNONb3yeT Kak OTpuUaTenbHYl0, TaK W MNOMNOXUTENbHYI 3NEKTPUYECKyo Lenb.
lMockonbKy TONbKO Of4HA M3 3TUX TUMNOB Lienen MoXeT ObiTb BKIOYeHa B noboe aaHHOe Bpems, TO
Mukpocxembl KMOlMa noTpebnsatoT MeHbLUe 3NEKTPOIHEPTMN, YEM MUKPOCXEMbI, UCNONb3yoLme
TONbKO OAMH TUMN TpaH3aucTopa. Takke aatyunkm nsobpaxeHns KMOIT B HEKOTOPbLIX MUKpOCXeMax
cogepxart cxembl 06paboTkM, OAHAKO 3TO NPEeMMyLLEeCTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

OaT4nKaMu, KOTopble ABITAIOTCA TaKKe Oonee OopormMmmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npyumeHsemasa Ans
Ha3HayYeHWs1 MOCTOSIHHOIO JOMEHHOIO MMEHN YCTPONCTBY (KOMMbIOTEPY, CETEBOMY HaKOMUTENIO) C
OnHamumyeckum IP-agpecom. 310 MoxeT 6biTh IP-agpec, nonyyeHHbin no DHCP wvnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npyv yganéHHOM [JocTyne 4epe3 Mogem). [Opyrne mawwuHbl B

NHTepHeTe MoryT ycTaHaBnmBaTb COeAMHEHME C 3TOM MaLUMHOW NO JOMEHHOMY MMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpoTtokon AuHamMu4yeckoun
KOHcburypauum ysna) — 370 CETEBOW MPOTOKOM, MO3BOMSOLWMIA KOMNbIOTEPAM aBTOMaTU4ECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [ns aBTOMATMYECKOW KOHMurypaumm
KOMMNbIOTEP-KMMEHT Ha dTane KoHdurypaumm ceTeBoro ycTpomctea obpalaetca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHTam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbld nepuod BpemeHu. [aHHyo yHKUUIO NoAadepKuBatoT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOpPbI.

Digital Zoom / LincdhpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTKKKU, @ C MOMOLLbIO KagpupoBaHUSA MOMYYEHHOro ¢ MaTpuubl n3obpaxeHnda. Kamepa HU4ero He
yBENMUYMBAET, a TOMbKO BbIpe3aeT HYXHYK 4acTb M300paxeHuss W pacTarmBaeTr ee Ao

nepBOHaYanbHOro paspeLLeHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKe AOMEHbI MOTyT BbITb UCMOMb30BaHbI
OpraHnsaumsiMiM, KoTopble XOTAT UEHTPanu3OoBaHHO yMNpaBnsaTb CBOMMM KOMMbiOTEpPaMM (Ha
KOTOpbIX YCTaHOBMEHbl onepaunoHHble cuctembl Windows). Kaxabin nonb3oBaTtenb B pamMkax

[IOMeHa Mofy4yaeT Y4YeTHYl 3anucb, koTopass OObIYHO paspeluaeT 3aperucTpuposaTbcs U
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ncrnonb3oBaTtb NOOON KOMMbOTEP B AOMEHE, XOTSi OQHOBPEMEHHO Ha KOMMbKTEP MOryT ObiTb

HanoXeHbl  orpaHuyeHusi. CepBepoM [AOMEHHbIX WMEH SBNsSieTCS cepBep, KOTOpbIN

ayTeHTUdMUMPYET NoSib3oBaTenen B CETU.

Ethernet — nakeTHaa TexHonorus nepegayvn OaHHbIX NMpenMyueCTBEeHHO B J1OKallbHbIX
KOMMbKOTEPHbIX CEeTAX. CTaHD,aprI Ethernet onpegendaroT npoBoaHble COeAUHEHUA U
ANEeKTpnu4eckme curHarnbl Ha (bVI3I/I‘-IeCKOM YPOBHE, cbopmaT KagpoB U NPOTOKOJbl ynpaBlieHUsA

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne ycTtaHOBKM MO YMOJTYaHUIO — 3TO YCTAHOBKW,
KOTOpble M3Ha4arlbHO UCNONb30BaHbl ANs1 YCTPOWCTBA, KOr4a OHO OTrpy)XaeTcs C 3aBofa B NepBbI
pa3. Ecnn BO3HUKHET HEOOXOANMMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno ymMonyaHuto, TO 3Ta (OYHKUMA NpuMeHMMa ansa G60onblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOpPbIE ObINM N3MEHEHbI Nofb3oBaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbio U NHTepHeToM. bpaHamayap rapaHTupyeT, 4To
TONMbKO 3aperncTpMpoBaHHbIM Nofb3oBaTensam OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. BbpaHamayapom moxeT 6bITb MporpaMmHoe obecneveHue, paboTaroliee Ha KOMMbIOTEPE,

nnm 6paHamayapomM MoxeT OblTb aBTOHOMHOE anmnapaTHoe YCTPOMCTBO.

Focal length / ®okycHoe paccTtosiHue — usMmepsieMoe B MuUINUMeTpax ¢OKyCHoe
paccTtosHne o6 beKTMBA Kamepbl, onpegensitowee LWMPUHY ropM3oHTanbHON 30Hbl 0630pa, KoTopoe
B CBOI ouvepedpb n3mepsdeTcsa B rpagycax. Onpenensaercsa Kak pacCToaHMe OT NepeaHen rnaBHOM
TOYKM OO nepegHero gokyca (Ansg nepegHero OOKYCHOrO pPacCTOsiHMSA) M Kak pacCcTosiHue OoT
3aHen rmaBHOM TOYKM A0 3agHero chokyca (ans 3agHero oKycHoro pacctosHus). Mpu atom, noa
rMaBHbIMM TOYKaMM NOAPaA3yMEBAOTCA TOYKM MNepeceveHus nepefHen (3agHen) rnaBHOM

NIIOCKOCTN C ONTUYECKON OCbIO.

Fps / KagpoBas 4yacToTa — KONM4YeCcTBO KagpoB, KOTOpoe BuaeocucTeMa (KOMMbloTepHas

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaéT B CEKyHAY.

Frame / Kagp - kagpom sBnsieTcs nonHoe Bugeou3obpaxeHne. B dopmate 2:1
YyepeccTpoyHon  paseépTkn uHTepdenca RS-170 u B opmatax MexagyHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETa NO PaaMOBELLAHUIO, Kagp co3faeTcs M3 ABYX OTAenbHbIX obnacren
NIMHUI YepeccTpodHon pasBepTkn 262.5 nnm 312.5 Ha vacTtote 60 unum 50 My gns Toro, 4ToObLI
chopmupoBaTtb MOMHbIA Kagp, KOTOpbIM oTobpasnTca Ha akpaHe Ha yactote 30 wnm 25 ly. B
Buaeokamepax C MNpOrpeccUBHOM pPasBEPTKON KaXObl Kagp CKaHUMpyeTCA MOCTPOYHO U He

ABNAETCH YEPECCTPOUHbIM; BONBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha YactoTe 30 1 25 Ny,

FTP (File Transfer Protocol / lpotokon nepepaun ¢annoB) — 3TO NPOTOKON

NPUoXeHUs, KOTOpbI ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcs, 4ToObI
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obmeHuBaeTca dannamm  Mexay KomnbroTepamu/yctponctsamm B cetu. FTP  nossonsier

noaknodaTbes K cepsepam FTP, npocmatpmBaTb COAepKMMOE KaTanoros 1 3arpyxatb ansbl ¢
cepBepa unn Ha cepsep. lNMpoTokon FTP oTHOCUTCS K NpOTOKOMNaM MpUKNagHoOro ypoBHA U Anst
nepegayn gaHHbIX MCNOMNb3yeT TpaHCNOpPTHLINM nNpoTtokon TCP. Komanabl n gaHHble, B OTNMYKe OT
GonbLlUMHCTBA ApYrMX NPOTOKOSOB rnepegatTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbI Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepefadn gaHHblx, nopt 21 - Anga nepegaym komana. Nopt

Ona npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — MNOMHbLIA Aynrekc npencraeBnsaeT cobow nepegady
AaHHbIX OAHOBPEMEHHO B [BYX HanpasneHusx. B cucteme 3ByKOBOCNPOM3BEOEHUS 3TO MOXHO
onucaTb, Hanpumep, TenedOoHHbIMU cUcTeEMaMu. Takke nonyaynnekcHas cBssb obecneuvvBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJIbKO B O4HOM HanpaslieHN 3a O4MH pas.

G.711 — crangapT gnsi npeacraeneHnsa 8-omtHon komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6Gut/kagp. Takum obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoachcdmumeHT ycuneHmsa — KoapUUNEHTOM yCUNEHUs SBMSETCS KOIUUNEHT
YCUNEHNss W 3KCTEeHTa, B KOTOPOM aHarnoroBbli YCUNUTENb YCUNUMBAET Cuny curHana.
KoadhdmumeHThl ycuneHmst o6blMHO BblpaXatoTcsi B eanHmnuax MolHocTu. deunben (ab) siensercs

Hanbonee ynotpebutenbHbIM CNOCOO0OM NSl UIBMEPEHNS YCUINEHNS YCUIUTENA.

Gateway / MexceTeBOW W3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B Ka4yecCcTBe TOYKM BXoda B APYryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepBep
KOMNbIOTEPA, OENCTBYIOLLMA B KadeCcTBe MEXCETEeBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CeTeBOMW 3alnTbl. MexceTeBOW LUM3 YacTo CBSA3aH Kak C
MapLUpyTM3aTOPOM, KOTOPbLIN pacno3HaeT, Kyaa HanpaensaTbh NakeT AaHHbIX, KOTOPbIA NPUXOANT B
MEXCEeTEeBOW LUMIO3, Tak U KOMMYTaTOPOM, KOTOPbIN NpeaocTaBnaeT UCTUHHbLIA MapLupyT B U 13

MeXCeTeBOro Lnk3a anda gaHHoro naketa.

H.264 — aT0 MexayHapOoAHbIN CTaHOapT KOAMPOBaHUSA ayavo 1 BUAEO, (4pyroe HasBaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [laHHbI cTaHAapT COAePXUT Psifi HOBbIX
BO3MOXHOCTEMN, MO3BONAOLWMX 3HAYUTENBHO MOBLICUTL 3MMEKTMBHOCTL CKaTuUA BUOEO Mo
cpaBHeHuto ¢ bonee paHHuUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUyo MTMBKOCTb NPUMEHEHNA B pa3HoObpasHbIX ceTeBbIX cpedax. Mcnonb3yeTcsa B LMpoBOM

TenesungeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / NMpoTokon nepegayn runeprekcra) — 310 Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpauyecknmu, 3BYKOBbIMW, BWOEO- U OPYrMMU

MynbTumegua canvnamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepefaetcd A0 NOfydYeHnus

noateepXxXaeHma o ero npaBniibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awWwMWEHHBLIA NPOTOKON Nepegaym
runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepefaBaemble no npotokony HTTP, «ynakosblBaloTCA» B KpunTtorpadgpuyeckmin npotokon SSL
unn TLS, Tem cambiM obecneunBaeTcs 3aliuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4anuio ucnonssyetcs TCP-nopt 443.

Hub / CeTeBOM KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NoAKNHYEHNS
MHOMOYMCMEHHbIX YCTPOMCTB K ceTu. CeTeBON KOHLIEHTpPATOp nepeaaeT BCe AaHHblE B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMYTaTOp TOSbKO NepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NpOTOKON ynpaBrisilOLMX
coobuweHun) — ceTeBor NMpPOTOKOS, BXoaswwmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepefgadn cooduleHuin 06 owmnbKax v OPYrnx UCKMYUTENbHBLIX CUTyauumsix,
BO3HUMKLUMX NPV Nepeaaye AaHHbIX, HanpyMMep, 3anpalunBaemasi ycnyra HegocTyrnHa unm XocT unm

MapLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Ctanpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB AN 6eCcnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 noggepxmBaeT nepedadvy AaHHbIX Ha ckopoctn 1 wunum 2
M6wut/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepegadn AaHHbIX 11
M6wuTt/cek Ha nonoce 2.4 [Ty, B TO BpeMs kak cTaHgapT 802.11a no3BondeT 3agaTtb CKOPOCTb OO

54 MbwuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpoCcTbio 50
n3obpaxeHnin (Ha3biBaeMbIX NONAMWN) B CEKYHAY, N3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX MNOMs
(nonykagpa) 3atem obwveauHawTca B 1 kagp. YepecctpodHasa pasBepTka Obina paspabotaHa
MHOrO NeT Ha3af Ans aHanoroBoro TeNeBUAEHUS N A0 CUX MOop LUMPOKO npumeHsieTcs. OHa naeT
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWUs B CTaHO4APTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXXEHNE N300paKeHUs.

Internet Explorer (IE) — cepusa 6pay3epoB, pa3pabatbiBaemas kopnopaumen Microsoft ¢
1995 roga. BxoamTt B KOMMMEKT onepaunoHHbix cuctem cemencrtea Windows. AsnseTtcsa Hanbonee

LLUMPOKO MCMNonb3yemMbiM BeD-6paysepom.

IP 66 (Ingress Protection) — 370 cTaHAapT 3awWmTbl 060PYAOBaHUSA, KOTOPbLIN ONUCbIBaEeT
nbilfie- U Bnaro- 3awuty kKamepbl BuaeoHabnwogeHus. NepBas undpa obo3HayvaeT ypoBeHb
3almMTbl OT nonagaHus TBEpAbIX YacTuy (Hanpumep, umdpa 6 o6o3HayYaeT NOMHoe UCKIYeHue

nonagaHus nbinun). Btopasi uudpa obo3HayaeT ypoBeHb 3aluUTbl OT MNoNadaHust XUAKoCTewn
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(Hanpumep, umdpa 6 obosHavyaeT GesynpeyHy paboTy Kamepbl NpU BO3SENCTBMM MACCUBHbIX

BOAAHbLIX MOTOKOB BOAbI NN Bpe€MEeHHOM 06nvn3ava|.)

IP-kamepa — uUMdpoBas BUAeokamepa, OCOBEHHOCTbIO KOTOPOW SIBRSieTCs nepepaya

BugeonoToka B undgposom dpopmate no cetn Ethernet, ncnoneayowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beaMHeHHOM rpynnbl
3KcneptoB B obnactu c¢otorpachun) — oamH M3 NONyNsipHbIX rpaduyeckux opmaTos,
NPUMEHSIEMbIN ANs1 XPaHEHMST POTOM300paKeHNn U NogobHbIX UM n3obpaxkeHun. Mpu cosgaHum
n3obpaxerma JPEG nmeeTcsi BOSMOXXHOCTb HACTPOWMKM MCMONb3yeMOro koddduumeHTa cxaTus.
Tak kak npu OGonee HU3KOM KO3PUUMEHTE CXaTusa (T.e. CaMOM BbICOKOM KayecTBe)
yBenuumBaeTca obbem harnna, cywecTByeT BblIOOp Mexay KayecTBOM n3obpaxeHuss n obbemom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHust CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo outoB npoxoaaT 3agaHHYHK TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMCnUTENbHas CeTb) — KOMMNbIOTEPHAs CeTb,
nokpblBatoLasi 06bI4HO OTHOCUTENBHO HEBOMbLUYID TEPPUTOPUIO NN HEBONbLUYID rPynny 34aHUN

(aom, oduc, bmpmy, MHCTUTYT), TO ECTb ONPeaeneHHY0 reorpadunyeckyo 30Hy.

Lux / Jllokc — eauHuua namepeHus ocsellleHHocTU. OnpeaensaeTcs Kak OCBELLEeHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 noMeH. Mcnonb3yeTcs ans 0603HadYeHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN nOeHTUdUKaTop NPUCOeaMHEHHOro K CeTU YCTPOMCTBA UK, TOYHee, ero nHtepdenc

a4 NoAKNK4YeHnA K CeTn.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. QTOT napameTp 06bIYHO
ncnonb3yeTtcsi, 4ToObl NpPeacTaBUTb «CKOPOCTb» ceTU. JlokanbHas ceTb AofmkHa paboTtatb Ha

ckopoctn 10 unmn 100 Mout/cek.

MJPEG (Motion JPEG) — nokagpoBbii MeTOd BUAEOCKATUS,, OCHOBHOW OCOOEHHOCTbIO
KOTOPOro SIBMSAETCA CXaTue Kaxdoro OTAENbHOro Kagpa BMAEONOTOKA C MOMOLLLI anroputMa
ckatna wusobpaxenHmn JPEG. lMpn cokatum metogom MJIPEG wmexkagpoBasi pasHuiua He

Y4nNTbIBAETCA.

MPEG-4 — 310 MeXayHapoaHbl cTaHaapT, UCMONb3yeMblil NMPENMYLLLECTBEHHO AN CxXaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMOMb3yeTcs ANd BeLaHus
(noTokoBOE BMAEO), 3anUCcK PUNbMOB Ha KOMMAKT-AUCKW, BuaeotenedoHun (BugeotenedoH) u

LLMpOKOBELLaHNA, B KOTOPbIX akKTUBHO UCMNONb3YyETCA CXKaTue LI,I/I(prBbIX BMOeo 1 3ByKa.
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Multicast / FpynnoBasa nepega4ya — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM

KOMUM MakeToB HanpaBndaAwTCsa onpedenéHHoMy nogMHOXEeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKLWNMKN CBA3b MeXOY WCTOYHMKOM W OOHUM  Mofy4vaTternem,
CYLLLECTBYIOT Takue NpunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK NOCbINan nHpopmMaumo cpasy
roynne nonydatenen. [Mpu TpaguumoHHon TexHonornn |P-agpecauun TpebyeTcs Kaxgomy
nonyyaTento UHgopmaLMM nocrnate CBOW MakeT AaHHbIX, TO eCTb O4Ha W Ta Xe WHdopMauns
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBon agpecauun npeacraenseT cobon paclwmpenune IP-
agpecauuu, No3BosisoLLEee HanpaBUTb OAHY KONUIO NakeTa cpaldy BceM nonyvarenam. MHOXecTBO
nonyyaTenen onpenenseTcs NPUHaANEXHOCTbIO KaXXA0oro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
OIS KOHKPETHOW rpynmbl NOMy4YatoT TOMBKO YfeHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CyLweCcTBEHHbIX MPENMYLLECTB MO CPaBHEHMIO
C TPagMLUMOHHBbIM Noaxodom. Hanpumep, gobaBneHne HOBbIX Nonb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBennyeHne nponyckHoM CnocCoBHOCTM ceTu. 3HauYnTENbHO COKpallaeTCsl Harpyska
Ha nocbiNnalvWwun cepBep, KOTOpbIi OGonblle He [AO0MKeH noadepXmBaTb  MHOXECTBO

[ABYXCTOPOHHUX COeaUHEHWIA.

[na peanusauun rpynnoBov agpecauun B IOKanbHOW ceTn HeobxoguMmbl: nogaepikka
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka nportokona IGMP
ANA OTNpaBKK 3anpoca 0 NPUCOeUHEHWM K rpynne 1 NonydeHun rpynnoBoro Tpaduka, NoaaepKka
rpynnoBon agpecaumm CeTeBOM KapTOW, NPUNOXeHue, UCNosb3ylowee rpynnoByd agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonornma «MynbTukacT» mcnonb3yet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTca craTudeckas M AuHaMudeckas agpecauusi. [Npumepom
cTtatTudeckmx agpecoB andawTcsa 224.0.0.1 — agpec rpynnbl, Bkrovawowen B ceba Bce yanbl
nokanoHon cetn, 224.0.0.2 — BCe MapLlpyTu3aTopbl fokanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLIpyTu3auunm u  Opyrux
HU3KOYPOBHEBLIX MPOTOKOMOB MOAAEPXKW rpynnosBon agpecauun. OcTanbHble agpeca
OWHAMUYECKM  UCMOMb3YTCA  NpunoxeHusamu. Ha  cerogHAWHUN  AeHb  GONbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMBAIOT ATY ONUMIO (B MEHIO 0BbIYHO eCTb onums, paspewatowaa IGMP

NPOTOKON NN MyInbTU KaCT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEeHU) — CeTEBON
NPOTOKON ANsi CUHXPOHM3AUUN BPEMEHU C Mcnonb3oBaHnem ceter. NTP ncnonb3yeTt ansa csoen

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctanpgapt NTSC) — ctaHgapt NTSC
SIBMSIETCH TENEBM3MOHHBLIM 1 BuaeocTangapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.
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ONVIF (Open Network Video Interface Forum) — oTpacrneson ctaHgapT, ornpegernsoLni

NPOTOKOSbl B3aMMOAENCTBUSA TakMX YCTPOWCTB, Kak |P-kamepbl, BUOeopernctpatopbl 1 CUCTEMBI
ynpasneHna Bugeo. MexayHapogHbelh (opyMm, CO3fgaBlLUMA - OaHHbIA - CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems n Sony B 2008 rogy c uenbto

pa3paboTkn U pacnpoCcTpaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHAbNoaeHUs.

PAL (Phase Alternating Line / TeneBu3snoHHbin ctaHpgapT PAL) — TeneBW3NOHHbIN
ctaHgapT PAL saBndaetcs npeobnagarowmm TeneBM3MOHHbIM CTaHO4apTOM B cTpaHax EBponbl.

TeneBun3anoHHbIN ctaHgapT PAL goctaBnsieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonornsa, nossonstoLuas
nepegaBaTb yAanéHHOMY YCTPOMCTBY BMECTE C [OaHHbIMWU JNEKTPUYECKYHD 3JHEpruio 4Yepes

cTaHgapTHyto BUTYHO napy B ceTu Ethernet.

Port / MopT - wnOoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIN pPECYPC, BblOENSEMbIN
NPUSTOXKEHMUIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3U C MPUMIOXKEHUAMMU,
BbINOSIHAEMbIMW Ha APYrMX CETeBbIX XOCTax (B TOM 4ucne C ApYrMMy NPUNOXEHNSMU Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CepBEPHON MOAENU NpunoxeHne nnubo oxuaaeT BXOASAWMX OaHHbIX
UnM 3anpoca Ha coeauHeHue («crywaeT nopT»), NMbo nocblaeT AdaHHble WK 3anpoc Ha

COEAMHEHNE Ha U3BECTHbIV NOPT, OTKPbLITHIN NPUNOXEHNEM-CEPBEPOM.

PPP (Mpotokon ABYyXTOYEYHOro COEAMHEHWUA) — T[POTOKOM,  MO3BOSIAIOLLNIA
ncnonb3oBaTb MHTepdENC nocrnegoBaTenbHOW nepegavn Ans CBA3WM Mexay ABYMsi ceTeBbIMU

ycTponcteamun. Hanpumep, nogkntoyveHme MK kK cepBepy nocpeacTtBoM TeNedOHHON SIMHUN.

PPPoOE (Point-to-Point Protocol / MpoTokon coeguHEHNA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHwa  nonb3oBaTenen cetu craHpapta Ethernet k WHTepHety  uepes
LLIMPOKOMOMOCHOE CoeanHeHNe, Takoe kak nmHma DSL, 6ecnpoBogHoe yCTPOMUCTBO U KabenbHbIn
mogem. C nomoubto PPPOE 1 LunpokononocHoro Mogema nosib3oBatenu nokanbHOW ceTn MoryT
nonyyaTe OOCTyNn C MHAMBMAYANbHOW MNPOBEPKOW MOASIMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
OaHHbIX. O6beauHasa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT ahPeKTMBHbIN cnocob co3gaHnsa oTaerNbHbIX COeOUHEHUIN C YAaneHHbIM CEPBEPOM

ONnA KaXXaoro nornb3oBaTternd.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BWOEOHAOMOAEHUKN, NPWU KOTOPOM KaXKabl Kagp BOCNPOU3BOAUTCSA MO OAHOW NUHUKM B
nopsgke WX pasMeLleHns KaXKayl LeCcTHaguaTylo OO  CeKyHabl. To ecTb CcHadana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 u Tak ganee. Takum obpa3om, n3obpaxxkeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B 3ToM cnyyae nNONHOCTbIO mcyesaeT 3hdeKkT MepuaHus, No3ToMy

Ka4eCTBO OTCHATOro BUAeo nony4yaetca ©onee BLICOKMM.
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RJ45 — yHMdUUMPOBAHHLIA pa3bEM, WUCMOMb3YEMbIM B TENEKOMMYyHUKauuax, umeet 8

KoHTakTOB. Micnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbi.

Router / MapwpyTtusatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TOouKy Gnukanwen
CeTn, B KOTOPYK MakeT AaHHbIX OOMKeH ObiTb HanpaBneH Kak B CBOWM OKOHYaTEsNbHbIA MYHKT
HasHayeHuns. MapwpyTnsatop cosgaet w/unu  noggepXxuBaeT  cneumanbHyr  Tabnuuy
MapLUpyTM3auuKn, KOTopas CoxpaHseT MHGPOPMAaUUIO, Kak TONMbKO OHa AOCTUraeT onpeaeneHHbIX
MyHKTOB Ha3HayeHusa. WHorga maplipytu3aTop BKAKOYEH B KayecTBe 4YacTu  CeTeBOro

KOMMYTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN MPOTOKON B peXUMe peanbHOro
BpeMeHMu) — 370 npoTtokon IP ona nepefayv gaHHbIX (Hanpymep, ayguo unv BUMAEO) B pexume
peanbHoro BpemeHu. MNMpoTtokon RTP nepeHocuT B CBOEM 3arofnoBke AaHHble, Heobxoanmble Ans
BOCCTAHOBIIEHUSA rofloca uUnu BuOeonsobpaxeHus B NPUEMHOM y3re, a Takke [aHHble O Tune
koguposaHua nHgpopmauumn (JPEG, MPEG n 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarwTcs BpEMEHHas MeTka U HoMep nakeTa. OTu napameTpbl NO3BOMAIOT MNP MUHUMASbHbIX
3agepxkax onpegenuTb MNOPSAOK M MOMEHT [AEKOAMPOBAHMA KaKOOro naketa, a Takke
WMHTEpNoNMpoBaTb NMOTEpPsiHHbIE NakeTbl. B kayecTBe Hwxenexailero nNpoTokona TPaHCNOPTHOro

YPOBHS, Kak npaBuno, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepeaayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKON YNpaBreHnsl, KOTOPbIN CAY>KUT OCHOBOM ANS cornacoBaHuns
TPaHCMOPTHbLIX NPOTOKONOB, Takux Kak RTP, MHOoroagpecHomn unn ogHoagpecHon nepegayv un ans
cornacoBaHunsa ucnonb3yembix kogekoB. RTSP MOXHO paccmaTpmBaTb Kak nynbT ANCTAHUMOHHOTO
yrnpaBneHnss NoTokaMu OaHHbIX, NpegocTaBnseMbiMu cepsepoMm mynbtumeana. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KayectBe cTaHAapTHOrO MpoOTOKONa And nepedadn ayguo- u

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namat TMna SD) — cdopmaT kapTbl pnaw-
namaTy, paspaboTaHHbI Afs UCMOMb30BaHWA B OCHOBHOM B MOPTATMBHbLIX YyCTpoucTBax. Ha
CEroAHAWHMIA OeHb LUMPOKO MCMOMb3yeTcsa B UMAPOBbIX YCTPOUCTBAX, Hanpumep: B
oToannapatax, MobunbHbIX TenedoHax, KIK, kommyHukaTopax wu cmaptdoHax, GPS-

HaBuUratTopax, BnaeokamMepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHLIN 3aTBOP — O3TO 3MEMEHT MaTpuubl, KOTOPbLIN MNO3BONSAET
perynMpoBaTb BpEMSI HaKOMIMEHWs JneKTpuYeckoro 3apsiga. OTa [geTanb OTBevyaeT 3a
ANNMTENBbHOCTb BbIAEPXKKA M KONMMYECTBO CBETA, NOMaBLUEro Ha mMatpuuy nepen opMuMpoBaHUEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / NpocTton npoTokon nepeaayn MoOYTbl) —

npotokon SMTP wucnonb3dyetcs ANs OTCbIMKM W MOMYYEeHUS SMeKTPOHHOM noyTbl. OaHako

PykoBoacTBo no noaksntoyeHuto IP-kamepbl N120 m



Be\«UARD Ilpunosxcenus

MOCKOMbKY OH SIBNSIETCS «NMPOCTbIM» MO CBOEW CTPYKTYPE, TO OH OrpaHuyeH B CBOEN BO3MOXHOCTM

MO BMECTMMOCTU COOOLLEHUI Ha MONy4YarLeM KOHLE, U OH OObIMHO UCMOMb3yeTcsi C OOAHUM U3
ABYX Apyrux npoTtokonos, POP3 nnu npoToKkonoM MHTEPAKTUBHOIO AOCTYNa K 3NIEKTPOHHOW Mo4yTe
(npoTtokon IMAP). 3Tu npoToKonbl NO3BOMAT NOMb30BATEN COXPaHATL COOOLLEHMST B NMOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [lpoTokon 3awuweHHbIX
cokeToB / MpoTOKON TPAHCNOPTHOIO YPOBHA) — 3TM ABa NpoTokona (npoTtokon SSL aBndaetca
npuemMHUKOM npoTokona TSL) aBndTca  Kpuntorpaduyeckumy  MpOTOKONamu,  KoTopble
obecneunBatoT 6e3onacHyto cBa3b B ceTn. B 6onblumHCTBE cnyyaeB npoTtokon SSL ncnonb3yetcs
yepe3 npotokonn HTTP, ytob6bl chopmmpoBaTh NPOTOKON 3alMLLEHHON Mepegayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOMO, Hanpumep, B NHTepHeTe ONs OCyLeCTBeHNs
(PUHAHCOBLIX TpPaH3akuun B 3nekTpoHHoM Buge. [poTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOro KpVII'ITOFpad)M‘-IeCKOFO KIto4a, YTOObI noareepXxgatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka noacetn — GuTOBas Macka, onpegensiwoulasi, kakas 4actb IP-
agpeca ysna ceTu OTHOCUTCA K adpecy CeTu, a Kakas — K afgpecy caMoro yana B 3TOW CETW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTcs B ceTu
192.168.0.0.

Switch /| KommyTaTtop — KOMMYTatopoM SIBSIETCS CETEBOE YCTPOUCTBO, KOTOpoOe
coefVHSAEeT CErMeHTbl CEeTU BMeCTe U KOTopoe BblbvpaeT MapLupyT AN NepechiikKn YCTPOUCTBOM
OaHHbIX K ero onwkanwemy nonydatento. OObIMHO KOMMYyTaTop sABMseTcA 6oree npocTbiM n
B6onee ObICTPbIM MEXaHU3MOM, YEeM CETEBOW MapLupyTusatop. HekoTopble KOMMYyTaToOpbl UMET

YHKLMIO MapLupyTusartopa.

TCP (Transmission Control Protocol / lpoTtokon ynpaBneHus nepepnayen) — O4vH U3
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayeHHbIn ONA yrnpaBneHus nepegaden
OaHHbIX B ceTax u nogcetsax TCP/IP. TCP - aTo TpaHCNOPTHLIN MexaHu3M, NpeaoCcTaBsoLWwmmn
NOTOK JaHHbIX C NpeABapuUTENbHON YCTaHOBKOW COEAMHEHUS, 3a CHET 3TOro AaroLLmii YBEPEHHOCTb
B [OCTOBEPHOCTW MNoslydaemblX AaHHbIX, OCYLLeCTBNSAET MOBTOPHbLIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX W yCcTpaHaeT AybnupoBaHue npu nosiydeHun ABYyX KOMUMM OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepnog BpeMEeHU UNu YnMcno utepaumi nnu nepexonos,
3a KOTOpbIN HAbOPp AaHHbIX (NAKeT) MOXET CyLLeCTBOBaTb A0 CBOEro MCYE3HOBEHWS. 3HadeHue
TTL moXeT paccMaTpmBaTbCs Kak BEPXHAS rpaHuLa BpeMEHU cylecTBoBaHUs |IP-gentarpammel B
cetu. lNone TTL yctaHaBnvBaeTcs oTnpaBuTenemMm gentarpaMmmbl U YMEHbLUIAETCSH KaXablM Y35IOM
(Hanpumep, MapLpyTU3aTOpPOM) Ha NyTWU €ro CrnegoBaHusl, B COOTBETCTBMM CO BPEMEHEM

npebbiBaHWs B OaHHOM YCTPOWCTBE UMM cornacHo npotokony obpabotkn. Ecnv none TTL
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CTAHOBMTCS1 pPaBHbIM HYMO 4O TOro, kak AevTtarpamMma npubyaeT B MYHKT Ha3HAYeHWsl, TO Takas

agentarpamma otbpacbiBaetcd 1 oTtnpasutento otcbiiaetca ICMP-naket ¢ kogom 11 —

«[MpeBblLLeHe BPEMEHHOTO MHTEpBana.

UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTensl) — 3TO
npoTokon oO6MeHa [faHHbIMXM C OrpaHWYEeHUSIMM Ha nepecblflaeMble [aHHble Mo  CeTw,
ucnoneaytowien npotokon IP. TNpotokon UDP gaensetca anbTepHaTuBon npoTtokony TCP.
Mpenmywecteo npotokona UDP coctouT B TOM, 4YTO ANA Hero HeobsasaTenbHa AOCTaBKa BCEX
AaHHbIX U HEKOTOpble NakeTbl MOryT ObiTb NPONYLLEHbI, €CNN CeTb NneperpyxeHa. T0 0COBEHHO
yaobHo npu nepefaye BuaeomMaTepuanoB B peXUMe peanbHOro BPeMeHW, NMOCKOSbKY He nMmeeT
CMbICria MOBTOPHO MepedaBaTb YCTapeBLUYH MHGOpMauuio, KoTopasi BCe paBHO He Oyaer

oToOpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nosBonsowasi nepcoHasrbHbIM
KOMMNbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HaNpuMMep, OXpaHHOMY 06opyaoBaHuIO,
pasBrekaTtenibHbIM  YCTPOMCTBAM  WAW  WHTEPHET-LNI03aM) COeaUHATbCA  Mexay cobou
aBTOMaTMyeckn n pabortatb COBMECTHO udepe3 eauHyk ceTb. [Mnatdopma UPnP ctpoutcsa Ha
OCHOBE TaKMX WHTepHeT-cTaHgapToB, kak TCP/IP, HTTP un XML. TexHonorms UPnP
noaaepxunBaeT ceTeBble MHAPACTPYKTYpbl MpakTUyeckn noboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1x yMcno, B 4acTHOCTW, BXOaAT kabenbHbin Ethernet, 6ecnposoaHbie cetn Wi-
Fi, ceTm Ha ocHoBe TeneMOHHbLIX JIMHUA, NUHUIA anekTponuTaHua u np. lNoggepxka UPNP

peann3oBaHa B onepaunoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EauHbIn yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHO NpoOTOKON nepeaayv AaHHbIX) —
NPOTOKOM, CO34aHHbI crneumanbHo ansa GSM-ceTel, roe HYXHO YyCTaHaBnMBaTb CBSA3b
nopTaTMBHbIX YCTPOMUCTB C ceTbto WMHTepHeT. C nomowibto WAP nonb3oBatene MOGUNBHOroO

YCTPOWCTBA MOXET 3arpyaTtb U3 ceTu IHTepHeT ntobble UMdpoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmm HTTP-3anpockl OT KIMEHTOB,
06bl4HO Beb-6paysepos, u Bbigarowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, pannom, Meamna-noToKoM U ApYrMMn AaHHbIMM.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana ©ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlboe obopynosaHue, cooTBeTcTByloWwee cTaHgapty |EEE 802.11, moxeT O6bITb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus coOOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.
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W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBofHas fnokanbHasi ceTb, UCMONb3yowasa B

Ka4vyecTBe HOCUTeNA pagnoBOJiHbI: 6ecnp030,u,Hoe noakKr4yeHne K ceT KOHeYHOro nosib3oBaTtens.

[1ns oCHOBHOW CETEBOM CTPYKTYPbI 0ObIYHO MCMONb3yeTcs kKabenbHoe coeguHeEHMe.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHasHayYeHHbIN AN NornyaBToMaTU4eCKoro
co3gaHusa 6ecnpoBogHon AomalluHen ceTu. [MpoTokon npu3BaH okasaTb NMOMOLLb MOMb30BaTeNsaMm,
KOTopble He obnagalT LIMPOKMMU 3HaHusMKU O Be3onacHocTn B 6ecnpoBOAHbIX CeTSX, U Kak
CneacTBMe, UMEIOT CNOXHOCTU NMpu ocywlectBneHnn Hactpoek. WPS aBTomaTtuyeckn obo3HavaeT
UMA ceTu 1 3agaeT WwudposaHue, AN 3awwmTbl OT HECAHKLUMOHUPOBAHHOIO AOCTYNa B CETb, MpU

3TOM HET H606XO,EI,I/IMOCTI/1 BPY4YHYHO 3alaBaTb BCE NMNapaMeTpbl.

Anroputm cxatus Buaeo — 3TO METOAMKa YMeHbLleHUs pasmepa danna umnmdposon
BMOeo3annucu MnocpeacTBOM  yaaneHuss rpauyeckmx 3feMeHTOB, He  BOCMpUHMMaeMblX

4yerioBe4eCkmnM rmas3om.

BapudokanbHbin 06BLEKTUB — OObLEKTMB, MO3BOMSOWMIA WCMNONb30BaTb PasfiMyHbIe
hOKyCHble pPacCTOsiHMS B MPOTMBOMONOXHOCTL OOBLEKTMBY C  (PMKCUPOBAHHBIM  (POKYCHBIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHUE.

Butas napa — Buag kabens cBs3W, npeactaBnsieT coboW OAHY WM HECcKoNbkKo nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbIThIX MIAacTUKOBOW O0GOMOYKON.
CBvBaHME NPOBOAHWUKOB MPOU3BOAUTCS C LIENb MOBbILEHUS CTENEHU CBSA3WM Mexay cobow
NPOBOAHMKOB OZHOW Napbl (3NeKTpoMarHMTHasi noMexa OfMHAKOBO BnusieT Ha oba nposoaa napbl)
M NOCNEeAYLEro yMeHbLUEHUS1 3NEKTPOMAarHUTHbIX NMOMEX OT BHELUHMX WCTOYHWMKOB, a Takke

B3aVMHbIX HABOAOK Npw nepeaade audgepeHumnanbHbIX CUrHanoB.

BbIAep)KKa — WHTepBall BpeMeHUn, B Te4eHne KOTOPOro CBeT BO3,EI,e|7|CTByeT Ha y4acCTOK
CBETOYYBCTBUTEINTIBHOIO Matepuana unm CBeTO‘-IyBCTBI/ITeJ'IbHOIZ MaTpuubl Oonda coobueHns emMy

onpenenéHHon aKcnosnunn.

[eTeKkTop ABMXKXEHUSA — 3TO annapaTHbii NMBO NPOrpaMMHbIA MOAYSb, OCHOBHOW 3agaven

KOTOPOro ABndeTtcsa o6Hapy>KeH|Ae nepemMeLlarlnxca B none 3peHnd Kamepbl OOBbEKTOB.

[eTekTop cabotaxa — 3TO NMPOrpamMMmHbIA MOAYMb, KOTOPbIA MO3BONSEeT ObHapyxuBaTb
Takme cuTyaumm, Kak: pacoKyCupoBKa, nepekpbiTMe Unu 3acsevmBaHne n3obpakeHus, OTBOPOT
Kamepbl, YacTudHas noteps curHana. lNpuHuun OEenWCTBMS OCHOBaH Ha aHanui3e B pexume
peanbHOr0 BpeMEHM W3MEHEHMSI KOHTpacTa IoKanbHbIX Obnacter KagpoB M3 BMAEOMOTOKA,
nony4aemoro c Tenekamepbl-getekropa. [letektop caboTtaxa aBTomatnyecku BolbvpaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOAMMO OUEHMBaTb M3MEHEHME KOHTPacTHOCTM BO BPEMEHU W, ecnv
N3MEHEHME KOHTPACTHOCTM B 3TuUX obGnactax npesBblllaeT HEKOTOPbIi OTHOCUTENbHbIA MNOpPOT,

NPUHNMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.
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Onadparma (ot rpey. diaphragma — neperopogka) — 3TO OTBepcTMe B 0ObekTuBeE

Kamepbl, KOTOpOe perynupyet KOnM4yecTBO CBeTa, Monagatowero Ha matpuuy. V3meHeHue
pasmepa AuadparMbl MO3BOSSIET KOHTPONMMPOBaTb LeEnbI psga nokasaTenen, BaXHbIX Ans

nonyvyeHmna Ka4eCTtBeHHOro M306pa)KeH n4.

[loMeHHOe uMsI — 3TO onpeferneHHas BykBeHHasi nocnenoBaTenbHOCTb, 0603HavaLLas
UM calTa UM Mcnonb3yemasi B MMeHaxX 3MEKTPOHHbIX MOYTOBbIX SAWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb agpecaumy UHTEPHET-Y3r0B U PaACMONIOXKEHHbIX Ha HWUX CETEBLIX PECYpPCOB

(Beb-canToB, cepBepOB AMEKTPOHHOM NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka popme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTtBo, obecneymBarollee NOACBETKY oObekTa

HaGJ'II'O,EI,eHI/IFl C nsny4yeHnem B I/IH(bpaKpaCHOM Onana3oHe.

Kamepa «aeHb/HOUYb» — 3TO Buaeokamepa, NnpegHasHayeHHas anst paboTbl KpYriocyTOYHO
B pasHbIX YCINOBUSAX OCBELLEHHOCTU. B ycnoBusx sipkoi OCBELLEHHOCTN M306paxeHne LBeTHoe. B
TEMHOE BpEMsI CYTOK, KOrga sIpKuiA CBET NponajaeT, M HauMHaTCA CyMepKu, unsobpaxkeHue

CTaHOBUTCA qepHo—6enoe, B pe3ysibTaTte 4yero noBbillaeTcA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsi3n Kogek aTo 0OblMHO koaep/aekoaep. Kogekn mcnonb3yroTca B
WHTErpuMpoBaHHbIX LEnsaxX WM MUKpocxemax pAns npeobpa3oBaHVs aHanoroBbiX BUOEO- U
ayanocurHanoB B umdpoBon dopmat anga nocnegywouwen nepegadn. Kogek takke npeobpasyer
npuHMMaeMble UMGPOBLIE CUrHanbl B aHanorosbln gopmat. TepmunH «Kogek» Takke MOXeT
OTHOCUTBCH K KOMMpeccun/gekoMnpeccun, n B 3TOM ciiydae OH OObIYHO O3HA4yaeT anroputMm unu

KOMMbIOTEPHYHO MporpaMMy Ans yMeHblleHUst o6bema cairnos 1 nporpamm.

Hopmaano 3aMKHYTblIe KOHTAaKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTopasda B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, a B aKTUBHOM — PAa30MKHYTbIE.

HOpMaanO PAa3OMKHYTble KOHTaKTbl — TakKad KOHCTPYKUMA OdaTyuka, KOTopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O61bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUs, NpeaHasHayeHHas ans

CbOKyCI/lpOBKI/I NOTOKa CBETa Ha MaTpuue BnaeokamMmepbl.

OTHoOweHue curHan/ym — YMCNEHHO onpefensieT cogepXaHwe napasuTHbIX LIYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblue 3HavyeHME OTHOLUEHUSA curHan/wym ans

BnogeocurHana, TemM MeHbLle NoMeX n NCKaXXeHU nveet |/|306pa>|<eH|/|e.

Mukcenb — 3TO 04HA M3 MHOXECTBA TOYEK, COCTaBMNAIOLWMX LncpoBoe n3obpaxeHue. Liset

N MHTEHCUBHOCTb KaXXOo0ro NUKCENs COCTaBMAET KPOoLIeYHYo 06nacTb N306paXxKeHus.

Mpokcu-cepsep (Proxy - npeacraBuTeNlb, YNOJIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBIX CEeTAX, MO3BOMAKOWAA KIMEHTaM BbIMOMHATbL KOCBEHHbIE 3anpocbl K ApYyrum

ceTeBblM crnyxb6am. CHavana KnNMeHT NoAknioyYaeTcs K MPOKCUM-CEpBeEpY WM 3anpallnBaeT Kakou-
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nnbo pecypc, pacrnonoXeHHbIN Ha Apyrom cepBepe. 3aTeM NpPOKCU-cepBep NMbo nogknyaeTcs K

yKasaHHOMY cepBepy M MNoryyaeT pecypc y Hero, nubo Bo3BpallaeT pecypc M3 COGCTBEHHOrO
kawa. Mpokcu-cepBep NMO3BONAET 3aLUMLLATb KIMEHTCKMIN KOMMNbIOTEP OT HEKOTOPbIX CETEBLIX aTak

M noMoraeT CoXpaHATb aHOHUMMHOCTb KIMMeHTa.

MpoTtokon — cTaHgapT, onpedensAlwmMn noeegeHne QyHKUMOHanNbHbIX 6510KOB npu
nepegade AdaHHbiX. Popmanu3oBaHHble MpaBuna, onpeaenstowme nocrneaoBaTenlbHOCTL W
dopmaT COOOLLEHN, KOTOPbIMU OOMEHMBAIOTCS CETEBbIE KOMMOHEHTbI, Nnexalue Ha OOHOM

YPOBHE, HO B Pa3HbIX y3nax.

PaspewieHne n3obpaxeHUs — 3TO KONMYECTBO MUKCENEN (TOYEK) Ha eauHULY Nowagmn
n3obpaxeHus. lamepserca B Meranukcensix unm otobpaxkaetcsa B Buae ABYX BEMUYUH — BbICOTbI U

LLUNPUHDbI I/1306pa)KeHI/IFI. BricoTta u LLMPpUHa TakKe B JaHHOM Criydae UaMepdrTCA B NUKCENnAx.

Py4yHasa amnacparma — NpoTMBONONOKHOCTE aBTOMaTU4eCcKon anadparmel, T.e. HacTpourka
anadparMbl Kamepbl O0SDKHA BbINOMNHATBCS BPYYHYH ANA PerynMpoBKM KONMYecTBa CBETa,

AJocTurarowiero 4yBCcTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6beKTUBaA — 3TO XapakTepucTuka, NokasblBaroLlasi, Kakoe KonM4yecTBo cBeTa
cnocoGeH mnponyckaTtb AaHHbI 00bekTuB. Yem Oornblle MakCUManbHbIR AMaMETP OTKPbITON
anadparmbl (MM, COOTBETCTBEHHO, YeM MeHble F-4ncno), Tem Gornbluee KOnMyecTBO CBeTa

MOXET MonacTb CKBO3b OOBEKTMB Ha (*)OKaJ'IbHy}O NJSIOCKOCTb, U TEM BhiLIE CBETOCUITIA OObEKTUBA.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N CeTeBOW Kabenb WNM KaHamn CBSA3N MOXeT

ncnosmnb3oBaTbCA A4 nepeaayvn |/|H¢>opmau,vw| TOJIbKO B O4HOM HanpaBlieHUN.

YnuyHaa Bupgeokamepa — 3TO Kamepa BuOeoHabnwaeHusa, kotopas obnagaet Bcemwu

HeobX0AMMbIMM XapaKTePUCTUKAMU 3aLUTbI OT BIIUSIHUS BHELLHEN cpeapbl Ans paboTbl Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas AdaeT uBeTHoe u3obpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-benble, a Ans nonyvYeHus UBETHOro nsobpakeHus
BO3MNe KaXKAOW A4Yerkn MaTpulbl opMUMpYoTCA LBETHble hunbTpbl. NepBbin UAbTP NPUBHOCUT
KpacHY0 COCTaBNAOLLYIO LiBETA, BTOPOW 3€MEHYI0, a TPETUN CUHIOW. Takum o6pasom, Tpy S4enku
CTaHOBATCS OAHOWM Toudkon B uBeToBOM dhopmate RGB. CrnegoBaTtenbHO, BMECTO TpeX nukcenemn

Ha pe3ynbTupyrowem |/|306pa>|<eH|/|V| Mbl nony4yaem TOJIbKO OAUH.

AnektpomexaHunyeckun WUK-cbunbTp — npeacrtaBnser cobon yCTPOMCTBO, KOTOpoe
CrnocobHO B OAHOM pexunme nodaBnsATb UHMpPaKpacHbIM AnanasoH npu NOMOLUM UHpakpacHoro
NK-dunbTpa, a B gpyrom pexmme VK-counbTp ybrupaeTca anekTpoMexaHuyecku, Takum obpasom,

aenaa AOCTYNHbIM BECb CNEKTP CBETOU3NYYEHNA.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120 103



	Глава 1. Меры предосторожности
	Глава 2. Общие сведения
	2.1. Особенности IP-видеокамеры BEWARD N120
	2.2. Основные характеристики
	2.3. Комплект поставки

	Глава 3. Внешний вид
	3.1. Вид спереди
	3.2. Вид сзади

	Глава 4. Установка и подключение IP-камеры
	4.1. Общие сведения о подключении IP-камеры N120 к сети
	4.2. Рекомендации по установке
	4.3. Монтаж устройства
	4.4. Проводное подключение камеры к сети

	Глава 5. Настройка проводного соединения для Windows 7
	5.1. Определение параметров локальной сети для проводного подключения
	5.1.1. Определение параметров сети при динамическом IP-адресе

	5.2. Изменение параметров локальной сети для проводного подключения IP-камер
	5.3. Получение доступа к IP-камерам
	5.3.1. Установка «BEWARD IP Installer»
	5.3.2. Получение доступа к IP-камерам с помощью ПО «BEWARD IP Installer»
	5.3.3. Получение доступа к IP-камерам с помощью меню [Сеть] OC Windows 7
	5.3.4. Получение доступа к IP-камерам с помощью браузера Internet Explorer

	5.4. Получение доступа к веб-интерфейсу IP-камеры
	5.5. Изменение настроек подключения IP-камеры через веб-интерфейс
	5.6. Возврат настроек подключения ПК в первоначальные значения
	5.7. Проверка правильности настроек подключения IP-камеры к локальной сети

	Глава 6. Настройка беспроводного Wi-Fi соединения
	6.1. Общие сведения о беспроводном Wi-Fi подключении IP-камеры N120
	6.2. Подключение к беспроводной Wi-Fi сети с помощью WPS
	6.2.1 Подключение с использованием веб-интерфейса IP-камеры
	6.2.2 Подключение без использования веб-интерфейса IP-камеры
	6.2.3. Проверка доступности IP-камеры

	6.3. Подключение к беспроводной Wi-Fi сети без использования WPS
	6.3.1. Определение текущих настроек Wi-Fi сети для OC Windows 7
	6.3.2. Изменение настроек Wi-Fi соединения IP-камеры через веб-интерфейс
	6.3.3. Проверка правильности настроек Wi-Fi соединения IP-камеры


	Глава 7. Подключение IP-камеры к сети Интернет
	7.1. Общие сведения о подключении IP-камеры к сети Интернет
	7.2. Подключение при статическом внешнем IP-адресе или PPPoE-соединении
	7.2.1. Использование статического IP-адреса
	7.2.2. Использование PPPoE-соединения

	7.3. Подключение через сеть Интернет к IP-камерам, находящимся в локальной сети
	7.3.1. Использование технологии UPnP
	7.3.2. Настройка ручной переадресации портов маршрутизатора.

	7.4. Пример подключения через сеть Интернет с использованием DDNS
	7.4.1. Общие сведения о подключении через Интернет с использованием DDNS
	7.4.2. Регистрация на сервере DynDNS
	7.4.3. Создание доменного имени на сервере DynDNS
	7.4.4. Настройка оборудования для работы с сервисом DynDNS


	Приложения
	Приложение A. Значения используемых портов
	Приложение B. Заводские установки
	Приложение C. Общие сведения о безопасности беспроводных соединений
	Приложение D. Гарантийные обязательства
	Приложение E. Права и поддержка
	Приложение F. Глоссарий


